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Kubernetes PowerDNSsse filebeat-test. yaml

ns/vibet

5 HARBOR”

& & &

4
Pull image T_
®Creating serivce yaml

rod | [@] MJenklnS v
Sy TMI_GItLab

ingress.yam|

apiVersion: extensions/vlbetal

UpdGTe DNS | [servicename sss.xssi1 721680,
Template

Yam

Iee

BWith scripts
@call

a2

Running as DaemonSets
|
W |
i I

¢

User defined

Kubernetes cluster

Service Name
Resource Request
Instance number

GitURL
Brunch
Service type

L

Edge node with a VIP
172.168.0.1
)
el
(o]
@l L

© Jimmy Song https:/github.com/rootsongjc/kubernetes-handbook
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1. A P @Gitlabd® AR » KR4S F 8L/ 64 Dockerfile

2. BRARZ I THLSE

3. AP AR RN FEMEEgteEHIF S X ~REREE ~ IREF L4~ KR
T~ I 0 TG Ak K Jenkins Bl A0 2E
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— &5 H1z &
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A TNAGELKD B EF L » AtErkat » & Afilebeatk I ERE > TEA
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Kubernetes cluster

£3.()
docker

.
Filebeat as a sidecar 45 = /log/\fse rmange/common/
46 output.elasticsearch:
4

Pod

1
* Deploy 2 kind: Deployment .
3 & metadata: -
@ M = Collection
7 replicas: 3
8

Filebeat as a sidecar
- -— 9 = metadata: -

14 m - image: filebeat:5.4.0~
R I
POd 21 @ - image: docker—test:Build_8~

Filebeat as a sidecar

& e i .
docter 7 ) el as‘nc S| ||| et | g fing
——————
.n

Pod

Kibermetes filebeat-test.yaml L 0 9

apiVersion: extensions/vlbetal

template:

Call

12 spec:
Push 13 containers:

28 volumes:

29 - name: app-logs
30 emptyDir: {}

33 name: filebeat-config
3

35  apiVersion: vl
1 36  kind: ConfigMap
Show 37« metadata: -
39 data:
40 filebeat.yml: |
41 filebeat.prospectors:
a2 - input_type: log
43 paths:
44 - "/log/*"

sovaoro PY

7 hosts: ["172.23.5.255:9200"]

48 username: “elastic"

49 password: "changeme"

50 index: "filebeat-test” Wacth

Doc: filebeat-docker-test/log/AVzs1QzKdPYTkmBgkats

Table  JSON

© G@timestamp

t _id

t _index

# _score

t _type

¢ beat.hostname

t beat.name

© beat.version

t input_type

message

# offset

t source

t type

June 28th 2017, 11:53:19.425
Avzs1qzkdpyTkmgkats
Filebeat-docker-test

1

Tog
Filebeat-test-2365467882-4zwx8
filebeat-test-2365467882-4zwx8
5.4.0

Tog

2017-06-02 15:14:48.592 [net.sf.ehcache.CacheManager@14a616] INFO net.sf.ehcache.util.UpdateChecker-New update(s) found: 2.6.5 [http://www.terracotta.org/confluenc
e/display/release/Release+Notes+Ehcache+Core+2.6]. Please check http://ehcache.org for the latest version.

272
/109/2017_06_02.stderrout.log

Tog

© Jimmy Song https:/github.com/rootsongjc/kubernetes-handbook
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Kubernetes app monitoring test

Overview

Metrics This is a simple application to test the application monitoring in kubernetes. For the rules used as a reference
when building this application, see The Rules of Go

Resource Group Metrics

List All Metric ¥ The application only has one monitoring metric now.

Get the specific application... <

Resource Group

http://localhost:3000/
METRICS COLLECTION

The metric collection represents the status of the application.

E /metrics List All Metric

Get the application's metric now.
Example URI

GET http://localhost:3000//metrics
Response | 200 Show

GET SPECIFIC APPLICATION METRIC

Get the specific application’s metric.
/metrics/{appname} Get the specific application metric

Example URI

GET http://localhost:3000//metrics/"Gateway_quota_request”
URI Parameters Hide

appname | string|(required) Example: ‘Gateway_quota_request"

Response 200 Show

Response | 404 Show

Generated by on 18 Jul 2017
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Decomposing services

N

Building docker images [, my—docker-repo/hadoop:2.6.0:v1

Migrating hadoop

Configuration files I
YARN to kubernetes

Bt

L

ConfigMaps

i

Kubernetes YAML files I-\ Kubernetes resource objects

hadoop-bootstrap.sh
Bootstrap scripts
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Service Mesh’s
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Stack Stack
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‘ 2,415 hits
*
(©) ] filebeat-docker-test T
LAY Selected Fields 2500
2,000
@ ? _source
£ 150
Available Fields S
- a 1,000
, © @timestamp =55
£ id 0
Lo ¢ index
POl # score
Time
¢ _type
¢ beathostname » May 19th 2017, 15:14:54.582
t beat.name
¢ beatversion
¢ input_type
¢ message
» May 19th 2017, 15:14:54.582
# offset
¢ source
£ type
» May 19th 2017, 15:14:54.582
» May 19th 2017, 15:14:54.582
» May 19th 2017, 15:14:54.582

1% Fl Grafana& & & F Kk &

New Save Open Share © May 19th 2017, 15:14:30.000 to May 19th 2017, 15:15:00.000

May 19th 2017, 15:14:30.000 - May 19th 2017, 15:15:00.000 — by second

15:14:35 15:14:40 15:14:45

@timestamp per second

15:14:50 15:14:55

_source

@timestamp: May 19th 2017, 15:14:54.582 beat.hostname: filebeat-test-2365467882-rqsk] beat.name: filebeat-test-2365467882-rqskl

beat.version: 5.4.0 input_type: log message: 17-05-19 15:14:46 [DEBUG] org.springframework.beans.CachedIntrospectionResults {CachedIntrosp
229,172

source: /log/usermange/common/debug.log type: log _id: AVwfjz_hw7Vtj62tONBH _type: log _index: filebeat-docker-test _score:

ectionResults.java:238} - Caching PropertyDescriptors for class [com.tenddata.api.entity.metrics.ActiveUsersByMonth] offset:

@timestamp: May 19th 2017, 15:14:54.582 beat.hostname: filebeat-test-2365467882-rqsk] beat.name: filebeat-test-2365467882-rgskl

beat.version: 5.4.0 input_type: 1og message: 17-05-19 15:14:46 [DEBUG] org.springframework.beans.factory.support.DefaultListableBeanFactor

y {AbstractautowirecapableBeanFactory.java:458} - Finished creating instance of bean 'PageviewsNumber' offset: 228,134 source: /log/userman

ge/conmon/debug.Tog type: log _id: AVWFjz_hw/Vtj62tDNBC _type: log _index: filebeat-docker-test _score: -

@timestamp: May 19th 2017, 15:14:54.582 beat.hostname: filebeat-test-2365467882-rqsk] beat.name: filebeat-test-2365467882-rqskl

beat.version:

5.4.0 input_type: log message: 17-05-19 15:14:46 [DEBUG] org.springframework.beans.CachedIntrospectionResults {CachedIntrosp

ectionResults.java:250} - Found bean property 'defaultGroup’ of type [com.tenddata.api.entity.group.GroupTypel offset: 231,296 source: /lo

g/usermange/common/debug.Tog type: Tog _id: AVwfjz_hw7Vtj62tDNBS _type: log _index: filebeat-docker-test _score: -

@timestamp: May 19th 2017, 15:14:54.582 beat.hostname: filebeat-test-2365467882-rqskl beat.name:

17-05-19 15:

filebeat-test-2365467882-rqsk]

beat.version:

5.4.0 input_type: log message: :46 [DEBUG] org.springframework.beans. factory. support.DefaultListableBeanFactor

y {AbstractautowirecapableBeanFactory.java:504} - Eagerly caching bean 'authHandlerfactory' to allow for resolving potential circular referen

ces offset: 232,481 source: /log/usermange/common/debug.log type: log _id: AVWFjz_hw7Vtj62tDNBY _type: Tog _index: filebeat-docker-test

@timestamp: May 19th 2017, 15:14:54.582 beat.hostname:

5.4.0

filebeat-test-2365467882-rqsk1 beat.name: filebeat-test-2365467882-rqskl

beat.version: input_type: 1og message: 17-05-19 15:14:46 [DEBUG] org.springframework.beans.CachedIntrospectionResults {CachedIntrosp

ectionResults.java:222} - Getting BeanInfo for class [com.tenddata.api.auth.AuthHandlerFactory] offset: 232,670 source: /log/usermange/comm

an/debua.Taa twea: loa AwFi7 hw7vriR2tNNR7 Taa Fileheat-dnckar-tast
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£ cpu #EABLE all-node-cpu -sum =1 EF RN EE Rx S pH RS Tx EERHE

221 GiB

THERSScputEAbl SHHT i THES SPAF RS S HHT

= Usage node5.kBs.novalocal 7 = Usage elk-kBsdata.novaloca
Usage node4.kBs.novalocal 6 Usage nox novalocal
Usage node2 kBs.novalocal 64 Usage node3.kBs.novalocal
Usage node6.kBs.novalocal 6 — Usage nodeS.kBs.novalocal
Usage node2kBs.novalocal 60- ¢ Usage noded.kBs.novalocal
Usage node1.k8s.novalocal 412 Usage nodeb.k8s.novalocal
— Usage clk k8sdata.novalocal — Usage kBs monitor.novalocal
— Usage jenkin: K8s.novalocal = Usage node1.k8s.novalocal
age Ib1.kBs.novalocal : g s.novalocal
= Usage db.k8s.navalocal 1 T novalocal

sage kBs-monitor.novalocal 9 jenkins-master.k8s.noval
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Spark on Kubernetes

TL;DR https://jimmysong.io/spark-on-k8s

Spark/z £ X #¥Fstandalone ~ mesos##YARN 7 /&8 & » I & X HFKubernetes /& 4 1A
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A 1T £4% Flspark on kubernetes
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https://jimmysong.io/spark-on-k8s/user-guide.html

./spark-submit \

--deploy-mode cluster \

--class com.talkingdata.alluxio.hadooptest \

--master k8s://https://172.20.0.113:6443 \

--kubernetes-namespace spark-cluster \

--conf spark.kubernetes.driverEnv.SPARK_USER=hadoop \

--conf spark.kubernetes.driverEnv.HADOOP_USER_NAME=hadoop \

--conf spark.executorEnv.HADOOP_USER_NAME=hadoop \

--conf spark.executorEnv.SPARK_USER=hadoop \

--conf spark.kubernetes.authenticate.driver.serviceAccountName
=spark \

--conf spark.driver.memory=100G \

--conf spark.executor.memory=10G \

--conf spark.driver.cores=30 \

--conf spark.executor.cores=2 \

--conf spark.driver.maxResultSize=10240m \

--conf spark.kubernetes.driver.limit.cores=32 \

--conf spark.kubernetes.executor.limit.cores=3 \

--conf spark.kubernetes.executor.memoryOverhead=2g \

--conf spark.executor.instances=5 \

--conf spark.app.name=spark-pi \

--conf spark.kubernetes.driver.docker.image=sz-pg-oam-docker-h
ub-001.tendcloud.com/library/spark-driver:v2.1.0-kubernetes-0.3.
1-1 \

--conf spark.kubernetes.executor.docker.image=sz-pg-oam-docker
-hub-001.tendcloud.com/library/spark-executor:v2.1.0-kubernetes-
0.3.1-1 \

--conf spark.kubernetes.initcontainer.docker.image=sz-pg-oam-d
ocker-hub-001.tendcloud.com/library/spark-init:v2.1.0-kubernetes
-0.3.1-1 \

--conf spark.kubernetes.resourceStagingServer.uri=http://172.2
0.0.114:31000 \
~/Downloads/tendcloud_2.10-1.0.jar

1
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kubernetes Workloads + CREATE

Admin
CPU usage Memory usage @
Namespaces
pedss 405 2726
Persistent Volumes 360 e
T 270 £ 1826
Storage Classes £ z !
S 180 g 121G
& 5
Namespace 0.900 2 60s6i
e s 17:16 17:18 17:20 1722 fn 17:15 17:16 17:18 17:20 1722
Time Time

Workloads

Deployments

Deployments

Replica Sets
Replication Controllers Name Labels Pods Age Images
Daemon Sets @ automodel-worker k8s-app: auto-model-worker 3/3 9 minutes sz-pg-oam-docker-hub-001 tendcloud.com/libr. H

Stateful Sets

gets Replica Sets
Pods
Name Labels Pods Age Images
Sepices R eove k8s-app: auto-model-worker
@ automodel-worker-1270771004 3/3 9 minutes sz-pg-oam-docker-hub-001 tendcloud.com/libr. H
Services pod-template-hash: 1270771004
Ingresses
Storage Pods
Persistent Volume Claims Name Status Restarts Age Memory (bytes)
Config @ automodel-worker-1270771004-3ps1x Running 0 9 minutes 0.008 M 723 344 Mi =
Secrets @ automodel-worker-1270771004-4k8cc Running 0 9 minutes 1.409 Ml 0 532 Gi
Config Maps .
B @ automodel-worker-1270771004-6d90p Running 0 9 minutes 1.661 A 0 505 Gi =

Third Party Resources
d-tab.15d.io

istio-config.istio.io

source https:/jimmysong.io

B ki - dashboard

T B & A Grafanaii# T @ £ & & 3| 89 3 Nexecutor & & A I -

{3- %8Pods. € - < zoomout > OLastSminutes Refresh every5s

namespace  dev - podname  auto-model-worker-1270771004-6d90p ~

Individual CPU Usage: dev auto-model-worker-1270771004-6d90p

170650 17:17:00 17:17:10 17:47:20 17:17: : 17550 17:18:00 17:18:10 17:1820 17:18:30 17:18:40 17:18:50 17:19:00 17:19:10 17:19:20 17:19:30 17:

— Usage dev auto-model-worker-1270771004-6d90p worker = Limit dev auto-model-worker-1270771004-6d90p worker = Request dev auto-model-worker-1270771004-6d90p worker

Individual Memory Usage: dev auto-model-worker-1270771004-6d90p

171650 17:17:00 17:17:10 17:17:20 17:17:30 17:1740 17:17:50 17:18:00 17:1810 17:1820 17:18:30 17:18:40 17:18:50 17:19:00 17:19:10 17:19:20 17:19:30 17:19:40 17:19550 17:20:00 17:20:10 17:2020 17:2030 17:20:40 17:20:50 17:21:00 17:21:10 17:2120 17:21:30 17:21:40

== Usage dev auto-model-worker-1270771004-6d90p worker = Limit dev auto-model-worker-1270771004-6d90p worker == Request dev auto-model-worker-1270771004-6d90p worker == Working Set dev auto-model-worker-1270771004-6d90p worker

Individual Network Usage: dev auto-model-worker-1270771004-6d90p
550 Bps

500 Bps
4508Bps
400Bps
350 Bps
171650 17:17:00 17:17:10 17:17:20 17:1730 17:17:40 17:17:50 17:1800 17:18:10 17:18:20 17: 40 17:18:50 17:19:00 : : 17:21:10

= Tx dev auto-model-worker-1270771004-6d90p = Rx dev auto-model-worker-1270771004-6490p

Filesystem Usage: dev auto-model-worker-1270771004-6d90p

source https:/jimmysong.io
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Kubernetes & #7

Kubernetes ik #7% T &3k 3 69Borg » REE T @mé 2 A E R EFHRNEFE LA
% o Kubernetes®) B 4% § /2 k% BE 32/ % 1T B » M % Av 15 0% A ah %5669 fi 2 »
HERRARFEERRTEARA AR EAREAERE AP O RELHITABE
% o Kubernetes it & ~ &9 Aa (F4&) » A THELHIGworkflows
Fo B B0 A AHLIES o Kubernetes A& R &0 BB T » A5 B ROL
AFIFFe A ~ SAP LR XAERA - BRI G EMAR S L ANAH - A
RBGEHE ~ HEENFAREERS  MEERIABRPEAT &~ T EYG TR
A BN ~ ZREGTRRAEIELES o Kubernetes ER 7T & 695 LT
Ao BEFR -~ MREMNRK ~ BHEBIEFEANART o

Borg & /-

Borg & &-dk A KR AR EHR T H AL > R TN EKARRE RS S GIREAE
3 o Borg#) B 89 &1L A P 495 T 0L4R-O IR B IREY R 5 11 F 2T A TR
% o AR S AR s 8 S IRA R R KA o

Borg % H1BorgMaster ~ Borglet ~ borgcfgf=Scheduleri & » 4= T B 7=



config

file £ : -
-’Tb—urgcfg ] [cummand-lme ]] [web browsers ]]

T e

Cell “xxﬂi "'_""
BorgMaster | read/Ul
shard
persistent store
scheduler :I-—» (Paxos)
link shard L
,/ \A\‘\ £
" =%
L] e
Borglet Borglet

=

Bk - Borg®#

o BorgMaster& ¥ /N EBF69 KAx » i 5t 257 A EREAR S - I HKIEFH XL
Paxos# fik F

e Scheduer fi F1E %698 E » ARIE L A 694F 25 LR 2 R B L& s

o Borgletfi T A EiE/TE% (AEET)

e borgcfg-ZBorg#y 44T LA » JI-THRBorg A4 X & » — AT — AN 8 LAF
RRRAES -

Kubernetes &

Kubernetest4 % 7 Borg#91% 113 & » H42Pod ~ Service ~ Labels#= £ Pod %P4 -
Kubernetes#) %k R #3kBorg 3k % 1% > % T B AT &



5

Firewall
kubect! (user commands)

Node

/){ kubelet Proxy

\ docker
A
A

Pod Pod
authentication

authorization
APIs + cAdvisor n container e II

scheduling REST
actuator > (pods, services,
rep. controllers)

’ / A \
Scheduler controller manager
. I (replication controller etc.)
Master components Distributed hode

Colo_cated, or spread across machines, Watchable Ribalat Proxy
as dictated by cluster size. Storage
(implemented via etcd) \
\ docker
A
Pod x Pod Pod

cAdvisor H container et II

&

/

AN

bl
o
a

L)

i

Bk - Kubernetes%&#3

Kubernetes & v VA T JUAN A% 5 2B 4F 20 %, -

o ctcdii/p THEMNEHGRE

o apiserver{Eft T W RARAFAGE— A T > FFIRBHE ~ A~ 7 FER] - APLE
Tt Feo B ALH

e controller manager ft 7t 47 B9 R A > ek AN ~ AP R S RHEH
<

e scheduler it 5t % /R 89 1A & » 4 B2 6918 & R G Pod iR B 2148 2 69 4L 3 L 3

o kubeletfi 5t 47 & & 69 £ B B » Flit 4L i 5t Volume (CVI) ##M % (CNI)
oL A

e Container runtime it 7 4% & A R Podfe % % 89 £ EiE47 (CRI)

o kube-proxy ft 5t # Serviced® Btcluster X 3 89 IR % X A fi &K 398

T A s A — i 09 Add-ons ¢



2. MR E

Heapsterd® £ 4t /7 45 4%
Dashboard# # GUI

kube-dns i 3t 7 # 4~ £ #£ IR BLDNS/R %
Ingress Controller# & %345 A &

Federation#2 4% T H| R & £ 8

Kubernetes &1 =~ & K
HAKZE R

Ul
User
Interface

CLI
Command
Line
Interface

Source: Janakiram MSV

Kubernetes Architecture

Kubernetes
Master

I 111

Image Registry

Node 1

Node 2

Node 3

Node n

THENEWSTACK

B K - kubernetes® R EM = &R

MasterZ 44

39



2. AR E

Ul
User
nterface

CLI
ommand
Line
nterface

Source: Janakiram MSV

NodeZ%& #J

Kubernetes Master

Kubernetes Master

API Server Controller

B ki - Kubernetes master®&i & B

!l

—

THENEWSTACK
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2. MARE

Kubernetes Node

Image Registry

Node 1, 2, 3, n
e 3 [

Kubernetes
Master

Source: Janakiram MSV THENEWSTACK

B K - kubernetes node%# + & B

o B R

Kubernetesi% 1132 Ao o G L L3 2 — AN R MALinux# 52 &4 » e TR AT+
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Ecosystem
h
e
Interface Layer: Client Libraries and Tools
4
Governance Layer: Automation and Policy Enforcement
4
5 Y
Application Layer: Deployment and Routing
-
Nucleus: APl and Execution
Container Network | [ Volume Image Cloud |dentity |
_Runtime | [ Plugin . Plugin J [ Registry | | Provider ] | Provider )

H R - Kubernetes# 2 & # = & B

o U : Kubernetesik % 8y shht » st SMRAEAPIM R & & 89 = A » 2t R 4E4t
A& X2 A AT IR

o LHE HE (RRAIRA S AREZZH ~ R EESL S FHRLAS) B d

(MR- % % 3L ~ DNS###7 % )

o BHE I AREE (WA ZEFNLYEE) > AL (AP
Fe ~ # & Provisions ) YAZ %% %% (RBAC ~ Quota ~ PSP ~ NetworkPolicy
*)

e # 0% : kubectlm 44T T & ~ & P 55 SDK A & & B 3% A7

o LAAA AR UEITNEREREHCEABGESAL > TUAST AR
ek

o Kubernetes#M3f : B .& ~ %42 ~ B & &3 ~ Cl ~ CD ~ Workflow ~ Faa$S -
OTSk A ~ ChatOps%

o Kubernetes X3 : CRI ~ CNI ~ CVI ~ 4t4%© /% ~ Cloud Provider ~ &% A
B 0 B B An B2 F

*T 9B %M » 7T vk % 2T Kubernetes#t X iE & i 3% 89 Kbernetes architectual
roadmap7=slide °

B A


https://docs.google.com/document/d/1XkjVm4bOeiVkj-Xt1LgoGiqWsBfNozJ51dyI-ljzt1o
https://docs.google.com/presentation/d/1GpELyzXOGEPY0Y1ft26yMNV19ROKt8eMN67vDSSHglk/edit

2. AR R

e Kubernetes design and architecture

e http://queue.acm.org/detail.cfm?id=2898444

e http://static.googleusercontent.com/media/research.google.com/zh-
CN//pubs/archive/43438.pdf

e http://thenewstack.io/kubernetes-an-overview

e Kbernetes architectual roadmap#=slide

Copyright © jimmysong.io 2017 all right reserved > powered by GitbookUpdated:
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https://github.com/kubernetes/community/blob/master/contributors/design-proposals/architecture.md
http://queue.acm.org/detail.cfm?id=2898444
http://static.googleusercontent.com/media/research.google.com/zh-CN//pubs/archive/43438.pdf
http://thenewstack.io/kubernetes-an-overview
https://docs.google.com/document/d/1XkjVm4bOeiVkj-Xt1LgoGiqWsBfNozJ51dyI-ljzt1o
https://docs.google.com/presentation/d/1GpELyzXOGEPY0Y1ft26yMNV19ROKt8eMN67vDSSHglk/edit

Kubernetes #1511 32 &

Kubernetes 2+ &5 9 H XA %
o547 Fa 32 fEKubernetes 89 1% 32 A 7T WAE B A1 R AH T Kubernetes 2 4L » £ 47

WARCEEPHXHFNZRARR » 5 —F BT LRSS E 2 F X A
GX T @ 2k o

B R A

Kubernetes& 132 A db L £ sh & — AN R WLinuxtI 5 E B4 » e THEF =

r I
Ecosystem

-~ oy

g ™y

Interface Layer: Client Libraries and Tools

Governance Layer: Automation and Policy Enforcement

Application Layer: Deployment and Routing

Nucleus: APl and Execution

Containerw [ Network W " Volume | [ Image ] (

Cloud " Identity |
. Runtime Plugin | | Plugin | [ Registry

y @ . Provider Provider

Ah -2 ERMWFERA

o 1752 : Kubernetes& 4z S8y 3h i » st REEAPIME S E 0 A » k44
B4 X R AT IR
o HEZ HE (RRARA S ARSEM - AL TEE - EHLNF) BE
(MR % % 3 ~ DNSHA %)
o THEZ I ZAREFE (whBikk ZEFMNBYGEE) » AFHL (LAY



J& ~ # A Provision¥ ) A R% % (RBAC ~ Quota ~ PSP ~ NetworkPolicy
¥)
o 02 : kubectlérA4T T B ~ & P 55 SDK A R & B B% 41
o AAXAY  EHOERZ L RREEEHETERNENAEAIAL  TUR ST AR
e
o Kubernetessh3f : B & ~ %4 ~ A & ¥ 3 ~ Cl ~ CD ~ Workflow ~ FaaS -
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o Kubernetes® ¢ : CRI ~ CNI ~ CVI ~ 424 & & ~ Cloud Provider ~ %% A
B by Be E A B 3 F

APIHZ 11/ |
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Clusterx 8] # i # 344 » dv 2t T & 1% 3] X A~ B 1KkKubernetes Clustersy ik %14 K »
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wk A& PT A LA #9Kubernetes X Fe b #l R & & W 4 Federation# 8 & 14T £ 4k o

%1% % (Volume)

Kubernetes %& 2 F &9 7% fif &3k Docker#y /4 fi & A ¥ £ 4L » R i3 Dockert) 7 ik &
fER B A — M55 0 mKubernetest 74 ik A& 89 £ < Bl A F= 4E il 56 B & — 4NPod ©
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% A0 0T A A5 1% L35 GlusterFSA»Ceph 5 4L LR E 518 A 69 TALRRE F
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% (Node)

Kubernetes & 2% 911 B 4¢ 7 &iNoded2 4 » w7 NodefR 4 Ik % ¥ & Minion » & %k
# % #1Node ° Kubernetes & # # #9Node .3t % F] TMesos £ ¥ #)Slave ¥ & » &
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%402t % (Secret)
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BAT B o A7 X954 60ds : TRYH > BAEE » BRI FBRs -

F PP (User Account) ##/R %1k P (Service
Account)

BRGS0 PP A ARBEK P ATIR 0 MRS K P A E ALt #2242 Kubernetes &
P EATOPOdRBEIK P AR IR o Rl PR P IR FHR P 69— AN R B RAEFLE 5 AP
WP xR B AR Ay 0 AR F 5 IR % f9namespace £ & 0 BTV P Ik P IS
namespace®y ; MR %tk P a2 89 & — AN EAT P A58 F 1y 0 54 £ namespace &
CEIK

4% 7% 1 (Namespace)

& %, 7% 17  Kubernetes £ B£ 42 4 & 069 18 45 Al » Kubernetes £&E 4146 H A /4 4
E18 s 4R LRI L % A defaultde & 24 % % A kube-system » FR3b il sh » 32
BT VAT AR 0G4 4 2 A i R E & o
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based Access Control * ABAC) * RBACEZZ3IAT A& (Role) A &4
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RENAEAEIE o TR RBACR LI e —4F » R AT » FRLFIA
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¥F - ZRI WA - Kubernetes £ %4 691% 1 3 A& £ 4F 5 Lamport & 4t 5 & 69
AT EmA > AIEZ R A KubernetesE 5] A e B R 69 BH4E - JEF4F3e%] 47
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http://research.microsoft.com/users/lamport/pubs/pubs.html
http://www.infoq.com/cn/articles/kubernetes-and-cloud-native-applications-part01

Objects

VATF 2 2 69 1 4R & kubernetes ¥ 89 Object » X 2t £AR T ¥A £ yaml LB P48 A
—AF APl XA R B E o

e Pod

e Node

e Namespace

e Service

e \olume

e PersistentVolume

e Deployment

e Secret

o StatefulSet

e DaemonSet

e ServiceAccount

e ReplicationController
e ReplicaSet

e Job

e CronJob

e SecurityContext

e ResourceQuota

e LimitRange

e HorizontalPodAutoscaling
e Ingress

e ConfigMap

e Label

e ThirdPartyResources

KA CHH L8 XA AT LA TR Z



2 AR

Pod ~ ReplicaSet ~ ReplicationController ~ Deployment ~ StatefulSet ~
DaemonSet ~ Job ~ CronJob ~ HorizontalPodAutoscaling

o 2 o

AT
B Node ~ Namespace ~ Service ~ Secret ~ ConfigMap ~ Ingress ~ Label ~
xf ThirdPartyResource ~ ServiceAccount

%

%

Zﬁ Volume ~ Persistent Volume

%

X<

g

it SecurityContext ~ ResourceQuota ~ LimitRange

%

¥ 2 kubernetes  # xt %

£ Kubernetes & 4. » Kubernetes 3t % Z# 21t % B o Kubernetes {# ] ix &
5B XEATEANAEHGRES - HHH > eHAEATTREE:

o HF2AEHAEAEEZT (UAELEDA Node k)
o T AAH L R AE R 89 TR
o XTHMALATRIN K% » o TR R% ~ FFRR% > AREH R%

Kubernetes *t £ “A iz i2 " —— — B 4|2t £ » Kubernetes & 40434 T4k
PRt 5 o BT o TR 24 %2 Kubernetes 24, 0 AT E £ 09 &
B TAE R BB AR A LAH T8 > X2 Kubernetes £8:69 2K A o

5 Kubernetes st £ T —— £ H1 2 ~ 15K » A FEM S — FE241F A
Kubernetes APl o 34 Al kubectl +<F44T#E w8t > tde » CLI &4 F b2 8
Kubernetes API 18 Al » #.°T R £ 42 5+ B #:4% F| Kubernetes APl © 4 7 52 3% B
¥ » Kubernetes ZAT4#R 8t T —A golang % 7 #/E » XEEZE (Hlde
Python) #EEFL TP o

it % Spec 5K &


https://git.k8s.io/community/contributors/devel/api-conventions.md
https://github.com/kubernetes/client-go
https://github.com/kubernetes-incubator/client-python

#4~ Kubernetes st £ 88 AMNE 2 L FH  ENATEEAL LR E © T L
spec #= f £ status ° spec s MAREE > CHRMT A R 8G MERKRE 5t % PT
A AR o status WL T at £69 LKA 0 €& @ Kubernetes A 4Lt ftfn &

# o f1EMTE %] » Kubernetes 24| F@— AL TEKRKRE » AL L ZHRRE
VAL RATAT A2 69 IR A AR IT AL

#l4= > Kubernetes Deployment *f £ 4% & T EAT A FBE P2 A o S 415
Deployment B » 7T 4% % %% & Deployment & spec ® X8 E % A F %A 3 48l
AAEZEAT - Kubernetes % %1% B Deployment spec * & # & AT AT I 69% = A 69 3
A —— FIHKREZAE spec ABIEH o o RAVE LB P A XK (—FHKRIE
#) s Kubernetes A 4.l it 15 iE kA & spec ok A Z Al 69 R — B —— M
Do J #h— AT B kA e o

S

% T2t % spec ~ status #2 metadata £ % 1z & » & & Kubernetes AP
Conventions °

#4if Kubernetes I %

% 4|2 KUbernetes *f £ B » so/M R 4L 2 £ 69 spec » F k#mad a9 MZRE »
AR KTt 69— A RIZE (Blde > LHR) o %1% A KUbernetes API 4] 2 2t %

i (R Bl > A AT kubectl ) » APl Rk £ Rk &4 JSON

e RE91E 8 o BFAGT » F24E yaml XHF 4 kubectl #2453 £45 & -
kubectl /24T API KRBT » 432 843 845 % % JSON # X o

REAH—A .yaml TBILH 0 BT T KUbernetes Deployment 89 36 & F B Ae ot
% spec :


https://git.k8s.io/community/contributors/devel/api-conventions.md

apiVersion: apps/vilbetal
kind: Deployment
metadata:

name: nginx-deployment
spec:

replicas:

template:

metadata:

labels:
app: nginx

spec:

containers:

- name: nginx
image: nginx:
ports:

- containerPort:

—## 472 Deployment 87 X, » £ Ed@iE A .yaml XH > 4 kubectl
@447 (CLI) T8 kubectl create 4 45 .yaml A 5% Ta
A—Awh

$ kubectl create -f docs/user-guide/nginx-deployment.yaml --reco
rd

B R e T XA

deployment '"nginx-deployment" created

b T
B EA 28 KUbernetes 2t %3t /269 ,yaml XA T FEEREW THFH :

e apiversion - &l&E %3t Z AL 89 Kubernetes APl 8 iR A&

e kind - BEZeIEFHRA

o metadata - HBHIRF|IA FoE—MEEIE > BE—A name FHHE ~UID Ao
T4 4] namespace


https://kubernetes.io/docs/user-guide/kubectl/v1.7/#create

TR F8) spec FH oA F spec #HHAM X2 E A Kubernetes *f £
RRALEE > B2 THT TR ZGRETFE - Kubernetes AP| %% 4695 4 81 &
1R EVEAT KA B 2 89 24 £ 89 spec & X o
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Pod## i

¥ fZPod

Pod-Zkubernetes ¥ 1% 7T VA& 2& Fo 35 £ 69 s AL & T 6 4L o —MPodK & & £ 7
P AEAT A — AR o

PodbPHEEREANUER (AHHBERATAEBIUARE) » B BIHMEIP 5
IR BT B AT 6 K& o PodR & £ 8 F 69— /~%1% : kubernetes ¥ & JA 85—
AT s TR —AREFSNBEEDSE—REZIFR -

Docker & kubernetes ¥ & % H 8 % £ & 470 » /2 2 Pod. X F A x £ 1547
it o

Pods are employed a number of ways in a Kubernetes cluster, including:
fKubrenetes £ # T Pod A 4= T M #+4¢ 7 A, :

o —MPodF ZEAT—NEE o “BBAMPodF —MERE"GEXART LA X £
AL R 7 XF o ART UfePod B £ R A £ AN K 893 % > kuberentes & 3289 &
Podm F A A#EHEER

o £2—MPodF R EITZANEER o —MPod P AT AR B3 IUANE R E48
STAMENESE > CNIBEFTHR o TEEF —AMPodF &K TA LA
W AE A —service Bl ——— AEEEZ UM 0 H—/N“sidecar’ & & k £ #
R o Pod ¥ R E B H A TRAEA —ADEIRKEHE o

Kubernetes Blog & % TPod A #] 6% miz & : &F :

e The Distributed System Toolkit: Patterns for Composite Containers
e Container Design Patterns

(2 ) » 4R

- ANPodAR A R A 8 — /T A] o e BARBTATY B R 6945 (475 A
3w A AR

1
KL% E4T % MPod 0 HANPod#AR A — AN A 24 o f£Kubernetes ¥ ¢ 3%
A #&replication °

Pod+ 4 f & % A% &


https://www.docker.com
http://blog.kubernetes.io
http://blog.kubernetes.io/2015/06/the-distributed-system-toolkit-patterns.html
http://blog.kubernetes.io/2016/06/container-design-patterns.html

2.2.1 Pod

Pod ¥ T AR B 547 5 AitAE (A5 Bi54T) AL - A—APod P 5 &4
A # e md Fl—4 node b o Fl—/Pod® B 1 Z KR ~ M&IREIRH -
CATE A F IR o

EBLE—NPodF R ETSANER LIRS RGA L - RASRHEEER
R R RS WO T Z R AR o blde > RA— A% B AwebR 5 &
10 FRAE A Fvolume » A B — AN sidecar s & kAT i R I T R £ A7 L
o e TETF

s}
i

Content
Manager

Web
Server

Bk - pod diagram

Pod ¥ T 3£ ¥ A 4 %R 1 Ml A0 B o

M &
HF A PodAf & o Be— MR — 0 IPHAL o Pod P T A B R L FMAER - B451P

Wit Aesn 0 o Pod Q3069 % 85 7T A4 Bl localhost ZA8if{3 o Pod ¥ 69 % & 5 9k
FBfE e o Ry Bt F M4 KR (Blhedt A 48 EALEYIH O BRE) o

#

60



T YAPod18 & % & F 89Volume ° Pod ¥ 8 BT A 2 & 4R T ¥4 37 9] £ Z d9volume ©
VolumeAL =T A A k3 2 ftPod P 69 G TR » A BB TR EX M E X

i¢ FlPod

RV 4 B 3 £ kubernetes 7 412 % 4A~Pod ° B A Pod® A4 B L4465 » G
PP 6y 24k o BPodi Al 12 G (b A ik A0l A% L Controller) » # 4
#Kuberentesif & 2| £ 2 t9Node L » H F|Podfy 24 0E ~ M AE ~ B A5k KR
A IEE ~ R A Node#k [ A7 X MPod#4f & — 4% £ 78 MNode L °

EE I ZRPodPHERIREEPodIZE—EF - Pod R E & 095 /730357 7
REFEEZEZHNEFRI  TEEEILERPodZE -

Pod & B & © 4w RPodZE 4Tt Node & % » A R RAEEAF HE » XA MPodit &
M B o Bl A6 » 4o R PodPT £ Node#sk " % R R FHPod&k T4 KA » Podd &4k
IRi% o Kubernetest® Al & 2 % 89 #R 1 Controller®)d % & » Rk E EPod 5] o & AT
VA 342 IPod » 12 % 2 Kubernetes ¥ i % & 1% f Controller k & 2 Pod#y o

Pod#=Controller

Controller< A 4| EFe £ 32 % MPod » R4S AT ~ R R EFHRF 0 8 ARk
71 o fldm s 4w F—4A~Node# [% » Controllerst %t B #h% 1% 7 & L #9Pod & 2] it
1 & #JNode Lk -

6,45 — /X # % ~Pod# Controller =4 :

e Deployment
e StatefulSet
e DaemonSet

W E » Controller4 Al 4R #2 44 89 Pod Template 5k 6 & 48 &2 89 Pod ©

Pod Templates

Pod##hR & 4 T - fbobjecttIPod & 3L » #]4=Replication Controllers » Jobs#=
DaemonSets ° Controllertk & Podi£ 4k %k &1 & 52 FR 89 Pod ©
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Pod A& #7

Pod&kubernetes F =T VA& 22 & sz /3% F £ 1, o

V1 corerk A #gPod 9 Be & # R LPod template ©

1+ 4 ZPod ?

Pod#t B ZHEX —H#H » €d—AMRA S ANEEEMR (HwDockerz ) » vfil#
FRBGM S M EREETRIEN - PodP O EE ELMFIN AR » A LR EE
TR o MR T e ANPod 8 % R T AT J 5L 2 i 69“3% 3 T AV ——H P 2475 —
MNRA SR BERBENE TS ARBZA » R m AHZETEILAE R
by 4 AL A JE AL o

R & kubernetes ¥ # % A & £ =470 » 12 & dockerfR AT & F A 6 B4TIRE » &
17T ¥A4% Al docker® A& F=HL 0] % & L Pod °

Pod ¥ 4 ¥ 89 37 3% @145 Linux#I namespace ° cgroupfrﬂﬁ—%ﬂ'ﬁ‘ééﬁﬁn%%% ) 3K — &
Rdocker® & — % o £Pod®3R3E T » AR B P TRL A /8 -F1a & 3IR%F -

Pod¥ 8% & £ ZIP3itfess 05 » BT A TTLA I localhost ZABRIL o &
(EQCERYS TR L= AL FEE izoSystemVﬂ” KAPOSIXEFAH o TFPodx
R 69 % 5 A T F 6IPXAL » T Ag A L IPCiAAE -

Pod ¥ 69 % & 4.4 17 ¥ & Fvolume 9 AR » 3X Eyolume &K & L pod #9 — 2 4~ 5
BRI AEEOIHLALT o

1R IEdockersy 454 » Pod F 69 & % & Fnamespacef volume * & X & % ZPID#Y
namespace °

AR E B o podBIAA LGN (FFHFRE) FIK o £Podsy £ 4 BB F 1
1uupMﬁ€%F’ﬁ\m~A%*%UHUD>’ﬁ BT AL S-SR
ZHREFERLLE (RELR R%) XA BWMME o wRnodeRAFT » 7 EE] T K
Anode E#pod » £ 4L —MRE I G 2K EH AR P Linoded & Lo —A%
Zigpod (WwUIDE L)) R EHAFL B H69F &L @K —AF 4 4pod
B > e RINZ Y E L ETURARR 9L F » 12248 —8UID (&4
replication controlleriR B ¥4 ) o (K%k > —4NE & %A AP LiFpodit #) o


https://en.wikipedia.org/wiki/UNIX_System_V

2.2.1 Pod

Volumeikpod A A Rl 69 A4 A (% LAUIDAEGEIZ) o ZPodE A XA+ /R B K
M 4 3% AT A 69 48 Fl 69 Pod AR » AR 89 A B (HFl4evolume) 2k 4 % Fn
Aol 2 — AN 89volume °

Content
Manager

Web

Server

A K -PodT=&H

A multi-container pod that contains a file puller and a web server that uses a
persistent volume for shared storage between the containers.

Pod & h A

cEd

PodZ— MR 589 % ANt A2 6 R A 4% > poddREE X AP 4845 AL & A 30 2%
o AIRB—NEHRA 93 8977 X o PodtE A — ANk L8930 F 4% > X Fik

Gy AR d o 24 (BRBEE) » gEEREIKR (FlhethLd) » R EH » Tk
HE o RBEI  PodAl A B #h 8 A 5 5 AL LA R -

TR F el

U\\
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Pod P&z A TAEEZM%E Z I (IPMAFesg o) » HLTIAi@ T localhost &
ABZ I, o HL > pod T 695 A LA sH 2 & A o BApodER A — AN — A9 IP3LE
IR A 32 A Fe K Abpod R T — Ak FE M % Z R F o EA1= R T A B HEE A o

Pod ¥ & A % % 9 hostname & 4% 1% & mPod# % 5 o

Pod ¥ &9 &2 B % 2 =T vA & Fvolume ° Volume & 4% tR1Epod & /& B 4% Al 69 #5138 1~ %
% [e]

Pod#J1% Al

Pod&TT A T& & & A (FlwLAMP) » ZHEERAGEZEZHNEN T XIFLR
WBE A RS T R AT » B4

e content management systems, file and data loaders, local cache managers,
etc.

e |log and checkpoint backup, compression, rotation, snapshotting, etc.

e data change watchers, log tailers, logging and monitoring adapters, event
publishers, etc.

e proxies, bridges, and adapters

e controllers, managers, configurators, and updaters

®EApod P RAR B BTN S A B o

# 5 F : The Distributed System ToolKit: Patterns for Composite
Containers.

HAH R F
WA LT B — A5 B BT AR A% 2

1. FHW o 1tPod T 89 % & 2t A ek %567 W o VAR IR Bh X0 AR 45 ) X R R IRBEIR
% o f5] o 3 A2 3 Ao R J‘n«f'“ o LI XAA R P kAR K AGARF] o

2. FRRBIRMIRE o BABERATARITRAETE > RIOBFFEA - KAk
kubernetes# £ T it X £ MK B 09 £ &I o

3. A FE e AP RLEBETHACHARELS » TR OHIEETEHF -

4. FHFE - AABABMENREE ZHIRT > IAERRETALTIFE R ER -

A AR L5 &0 F AP0 FIR R


http://blog.kubernetes.io/2015/06/the-distributed-system-toolkit-patterns.html

LA BT UARBEZ ORI AL > BB RIBES G F BT RE 2R REE
&fﬂpod%z’%ﬁ’?k"ﬁ FIFAL s Bl TR EF 0 IPC RFRA—BHEFHILE R

o

W b

Pod&)# Xtk (A k245 X1H)

Pod 7t &7+ X ¥t R A A B 2L Ikt o LIRE KM ~ ¥ 5¥E~ 2V FREE
WA R A TS RIS IR &

A AP TEETHEFECEPod » &2 %A% Fcontroller (4]4e
Deployments) » BPi& Bt 4122 % MPod 85 LT ° Controller ™ vA32 4% £ 8 4 5] 89 A
WA~ BHAI BT o

The use of collective APIs as the primary user-facing primitive is relatively
common among cluster scheduling systems, including Borg, Marathon, Aurora,
and Tupperware.

Pod is exposed as a primitive in order to facilitate:

e scheduler and controller pluggability

e support for pod-level operations without the need to "proxy" them via
controller APIs

e decoupling of pod lifetime from controller lifetime, such as for bootstrapping

e decoupling of controllers and services — the endpoint controller just watches
pods

e clean composition of Kubelet-level functionality with cluster-level functionality
— Kubelet is effectively the "pod controller"

¢ high-availability applications, which will expect pods to be replaced in
advance of their termination and certainly in advance of deletion, such as in
the case of planned evictions, image prefetching, or live pod migration #3949

StatefulSet controller ( B ATi% Zbeta’lk &) X FA KA 4Pod ° £1.40 K FHARA
PetSet ° £ kubernetesX AT 89 ik A F 4] A K A pod #9 & 1£ 7 X & 4] 2 — 4 replica
A 18y replication controller °

Pod#) 451k


https://research.google.com/pubs/pub43438.html
https://mesosphere.github.io/marathon/docs/rest-api.html
http://aurora.apache.org/documentation/latest/reference/configuration/#job-schema
http://www.slideshare.net/Docker/aravindnarayanan-facebook140613153626phpapp02-37588997
http://issue.k8s.io/3949
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TR T

F P& %M Frpod 89 a4 o BRIAAE AR M Fk B 22304

F£ PodA2 i AL HE M 12 A TR B API serverst & £ #7Pod 83k & 7 “dead” s

B F P 3ka 447 E TR 8 Pod K A 4 “terminating”

R F = FlEt 0 B kubeletk Mpod# 4712 4 “terminating”k & & » 4442 Epod
H#HAL .

i. R Epod¥ T LT preStop hook * £ 4F Epod BT 24K A o 4o R 72 15 4R Ml
MR B o preStop hookf& R BT » = &3 m2A) 694 He bt
1S
. ®Pod ¥ 89t 2 X ETERMIZ 5

5. EREF? =F Bl &S > WPod/l%“}}\iFserwceﬁﬁ 5% 27 & F Mtk 0 R FZreplication
controlleréﬁ —3 5 o kA 61% 8pods 4k 42 & *load balancerit X 69 A E

6. TR ME %ﬁﬁﬁ?ﬁﬁkﬁﬁkﬁﬁk&Gmu%?ﬁfﬁkﬁ°

7. Kublete 2 ZAPI server ¥ 7. s Pod & 69 M F& » 38 3 K AL B 215 8 40 (2 BP Ml

%) ° PodZAPIFH %k » HEEZEP HETT R

hwn =

M FRALAE R A KN A304) ©  kubectl delete 4 X4 —grace-period=
<seconds> &M » A PR E A THLARRE IAN ] o de R E 404 3% H M Ik
pod ° Z£kubectl>=1.5 A tger&F » MR FBF4E A --force ## --grace-
period=0 k7% %M fkpod °

2% | M %~ Pod

Pod#) 3 H M ik & 8 T & E# Fretcd F K L& LA MPRRE o F AT R H M h &
i > APl server & & % #51%pod AT E 4T 42 ¥ & L #kubelet# ik » #k4 5 Bp 3% % pod M
APl server ¥ #% & » & 0 3k 7T vAG R R pod FlL.% )pod T o X » £ & L éypod

S 5 Bk B Aterminating R & 0 R i 72 05 A M IR ATIR AR A — S BOAR A A 14 R
H o



75 % M B 3t F 35 Lpod B A L AR EE AR A o 4% A StatefulSet pod 1 %,
T » % %% M| Pk StatefulSet  #pod L % °

Pod ™ & & & 45 AL#t X,

Jkubernetes1.1hR A 7F4& » pod F &9 & & 37T At B prewleged#ﬁfx 2 B35 L
LAY SecurityContext T4E£M privileged flag e X £4% Fllinuxa M 24
1”F$ﬂi7}‘ ] i% & 69 48 77 Bt AR 89 o Bl B ST B 89 4 AU X B9 Pod T 89 & 3 AL 7T ¥4 5 9]

E R R ARSI ] o £ T F A5 B e E 3 %iFkubelet 8 Hr SUTF %L 7T ¥A4% Fl pod
%ﬂ‘b’l“ﬁ B B P 2 Fa 151k 36 o

4 R master¥ £ 12476 £kuberentes1.1.3 £ S AR A » funode ¥ & 8RR A& T1.10R
A > MAPI serveri§ AL =T vA3E 2 3 69 45 AL X 89pod » 12 & £k B 7 > podt§F & T
pendingX & ©

#AT kubectl describe pod FooPodName * ¥ ¥AF 2|41+ Zpod4 T pendingik
A o i fgevent?| £ ¥ 7 ¢ Error validating pod

"FooPodName" ."FooPodNamespace" from api, ignoring:
spec.containers[0].securityContext.privileged: forbidden '<*>
(0xc2089d3248)true'

42 Rmaster ¥ & 89 IRAKT1.1 > BEGIZ R X fpod o 4o BRI KX E X6 2
B35 > ARAFE e T4 ¢

The Pod "FooPodName" is invalid.
spec.containers[0].securityContext.privileged: forbidden '<*>
(0xc20b222db0)true’

API Object

PodZkubernetes REST API ¥ 89 Th & % o X o

£ kuberentes1.647V1 core APIRR A F 89Pod 9 4L € 4= T B AT &



2.2.1 Pod

name: string
image: string

imagePullPolicy: [Always | Never | iNotPresen]

stain; false

P o d C e 01- sh e e1. :;::T::; - Reference https://kubernetes.io/docs/api-reference/v1.6/
workingDie: sting

stdinOnce: false
terminationiessagePath; string
terminationMessagePolicy : string

ty: false

High Level View

value: string

postStart

podantafinty

kubernetes

name: string annotations

hostlP: string
message: string |
phase: sting |
podIP: string |

josClass: string |

reason: string
startTime: Time |
lastProbeTime: Time

lastTransitionTime: Time

essag:sing

status: srng /] \

pe:sting /

containerlD: string \

e s\ s
imageD:sug

sttt g teranated wat

volumeMounts

restartCount:intoger /|

state: [unning | terminated) waiting] /
containeriD: string

mage:stng \

_imagelD: string.

containerStatuses
name: string

ready: boolean /|

restartCount: integer //‘

state: [running | erminated| waiting] /
restartPolicy: [ Always | Never | OnFailure
sffect: string
key: string

operator: sting tolerations

tolerationSeconds: integer Pod

Bl s
- Multiple items

value: string

f5Group: integer

runAsNonRoot: boolean \ /

runAsUser:integer \\ /
[integer] 3§:’. /
level: string

With the same structure

role: string
seLinuxOptions

type: string
terminationGracePeriodSeconds: integer

user: string

awsElasticBlockStore.
azureDisk

azureFile
cophs
cinder
configtap
downwardAP!

emptyDir
fe

floxvolume
flocker
geePersistentbisk
jtRepo
glusterfs volumes
hostPath_/
iscsl
name: string
fs J)
persistentVolumeClaim
photorPersistentDisk
portworkVolume
projected .. preferredDuringSchedulinglgnoredDuringExecution
quobyte
b
poes deSelectorTe tor: [In | Notin | Exists | l6tiLy
vsphereVolume. values: string]
nodeName: string
subdomain: string
nodeSelector: object
serviceAccount: string
schedulerName: string

|Gt]Lt]

nodeAffinity

... preferredDuringSchedulinglgnoredDuringExecution

J6t|ut]

serviceAccountName: string
podAfiinity

namespaces: [string

P
izt oo

NotExist | Gt | Lt]

. preferredDuringSchedulinglgnoredDuringExecution matehLabels: object

1Gt|Lt]

podAntiAfinity

values: [strin
namespaces: [string

topologyKey: string

© Jimmy Song https:/github.com/rootsongjc/kubernetes-handbook operator: [In | Notin| Exists | J6t|Lt]
values: [string]

B ki - Pod Cheatsheet
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Init & %

G 1.6 BRATZIE H beta A o Init & & 7T A& PodSpec ¥ Fl = A # 5 ’7
containers #HA—# (kI8 E o beta ERBGEF I ERE » & % PodSpec F
Al o

q

=4

ALHE Init EROEARES > e£—FEFRG

FE RN EERHNZANE
Tttt — L r ARG T A£G ER T EA 5

Bk -

%; S?r,

¥ R Init &2 &

Pod 6 B A SABR R ABITARRE@M 2L CLTRA —ANRENMLT R
A ZEERBFHE Init &5 o

nit #85LBGEBEFTR BT TRE:

y\\

omngxﬁakf | A3 AR A Ak o
o NNt EZBHLAET NNt ERRHZAHRIT TR ©

42 & Pod #9 Init 2 % kK > Kubernetes & B3 E 2 7% Pod » B2 Init & & &R
Aok o A o 4wk Pod 28 restartPolicy # Never® €& E# B3 o

FHRBEEA Init 23 » £ PodSpec ¥#4/e initContainers F# > ¥A
v1.Container £ st £ 69 JSON #4869 X » & A app #9 containers 4 o
Init 2% 894K A £ status.initContainerStatuses FHETUZEFZRKILK A%
N&E (£fL status.containerStatuses FH)

50 R R R F Z 4

nit #X A BFR A BB LRFEAER > G TRBH ~ ZIEEfo AR E o A
o Init 28 2 FRFRFRAGAEZHA TR » £ T @ 77 LAWA o M@ H Init
7% % 1 X ¥ Readiness Probe > H 4 €A1/ £ Pod #t4 Z AT 4T TR ©

%%%%Apmﬁﬁ TEA it &8 > REERLBRF—REBEIT—A o &4 Init
BobMEITRI 0 T—AA4 %m o LETA 8 Init &R BT AR >
Kubernetes #1441t Pod # & F % — M BT AE S o


https://kubernetes.io/docs/concepts/abstractions/pod/
https://kubernetes.io/docs/api-reference/v1.6/#container-v1-core
https://kubernetes.io/docs/concepts/workloads/pods/init-containers/#resources

Init % & At 1 ?

AAInit 2R BEAFSARFER>BGEREL > FTACHI B shta 2 RE LA
Jo AR H :

o CMITMUBLEHAEHFEHAILE 22 HTRAEE B AR RS
G P SRR TR TR o
o CATT LA A L AFo i FALAKAD K2 K » 122 Ree 2 2 A2 545 1%

P oo Bl s QAL L LE FROM H— N h RERAREIRFPEAR
L sed ~ awk > python & dig THEHIL -

o RARFHETUS BB REZGAL  MAALERSCNBWE—NE
EROE X

e Init & &4 A Linux Namespace > BT vA4a 2tz A AL 5 % & k5B A 7 R 89 U
ZLEALE o Bt s EA1489% B A 17 9] Secret 89 AR » do A A2 5 22 35 N
fg o

o CMNURLERRABRFERBAHNIMEITAR > MEARFERLHITETH
FTvAInit R EBRET —F R LOMREXLEREAESORBHE 5% > B3
AT — R A

17
T @ & — hafT4E A Init 22 % 69 280k -

o FH—4 Service Al & > BT X4 T shell 44

for 1 in {1..100}; do sleep 1; if dig myservice; then exit
0; fi; exit 1

o 1% Pod EMEB|ZAMEE > I AGALFIRAM API» £ T :
curl -X POST http://$MANAGEMENT_SERVICE_HOST : $SMANAGEMENT_S
ERVICE_PORT/register -d 'instance=$(<POD_NAME>)&ip=$(<POD_IP
>)!
o ERHFMBEBEIAF—BEE » £ L sleep 60 B4 o

o L% Git BEFIFIEL o



o KREMNINEREIHTY  BHBERIEAZLATEHAMEREE T o
Blde 2 BB M 52 POD_IP 44 > 3428 Jinja £ & £ &2 A B & SUHF o

¥ Z¥mA k7Bl o TV StatefulSet SUAE Fo £ 7 3138 Pod 458 P k3] o
1% K Init & %

T @ % Kubernetes 1.5 i A yaml SXH > & T —ANEA 2 A Init =& 695 £
Pod ° #—/%4F myservice B# * H# =A% mydb B# o —ERXAHA

Service #f B # T A& * Pod ¥ 46 8 # o

apiVersion: vi1

kind: Pod
metadata:
name: myapp-pod
labels:
app: myapp
annotations:
pod.beta.kubernetes.io/init-containers: '[
{
"name": "init-myservice",
"image": "busybox",

"command": ["sh", "-c", "until nslookup myservice; d

o echo waiting for myservice; sleep 2; done;"]

I
{
"name": "init-mydb",
"image": "busybox",
"command": ["sh", "-c", "until nslookup mydb; do ech
o waiting for mydb; sleep 2; done;"]
¥
1’
spec:
containers:
- name: myapp-container
image: busybox
command: ['sh', '-c', 'echo The app is running! && sleep 360

0']


https://kubernetes.io/docs/concepts/abstractions/controllers/statefulsets/
https://kubernetes.io/docs/user-guide/production-pods.md#handling-initialization

X & Kubernetes 1.6 MR AR89 #7118 7% » R % %8 annotation & A7 AT e A © &
fle%de Init 5697 AH 2 spec F:

apiVersion: vi1
kind: Pod
metadata:
name: myapp-pod
labels:
app: myapp
spec:
containers:
- hame: myapp-container
image: busybox
command: ['sh', '-c', 'echo The app is running! && sleep 360
0']
initContainers:
- name: init-myservice
image: busybox
command: ['sh', '-c', 'until nslookup myservice; do echo wai
ting for myservice; sleep 2; done;']
- name: init-mydb
image: busybox
command: ['sh', '-c', 'until nslookup mydb; do echo waiting
for mydb; sleep 2; done;']

1.5 FRAGGIERAE 1.6 BRABAT AR A » /2T KAV HFALH 1.6 IRAGITEE o
J&£ Kubernetes 1.6 JR AP » Init ZE & APl PHET —4MFHK - ARZLER
beta #& A& &) annotation ° 12/ & k& X AT IS &4k R F4% o

T@eg yaml XHE =T mydb ## myservice @A Service :



kind: Service
apivVersion: vi
metadata:

name: myservice

spec:
ports:
- protocol: TCP
port:
targetPort:

kind: Service

apiVersion: vi1

metadata:
name: mydb

spec:
ports:
- protocol: TCP
port:
targetPort:

XA Pod ¥ vA4E R T @ 84 3 AT 8 sh A= R,

$ kubectl create -f myapp.yaml
pod "myapp-pod" created
$ kubectl get -f myapp.yaml

NAME READY STATUS RESTARTS AGE
myapp -pod 0/1 Init:0/2 0 6m
$ kubectl describe -f myapp.yaml

Name: myapp-pod

Namespace: default

[...]

Labels: app=myapp

Status: Pending

[...]

Init Containers:
init-myservice:
[...]

State: Running

[...]



init-mydb:

[...]
State: Waiting
Reason: PodInitializing
Ready: False
[...]
Containers:

myapp-container:

[...]
State: Waiting
Reason: PodInitializing
Ready: False

[...]
Events:

FirstSeen LastSeen Count From Su
bObjectPath Type Reason

Message

16s 16s 1 {default-scheduler }

Normal Scheduled

Successfully assigned myapp-pod to 172.17.4.201

16s 16s 1 {kubelet 172.17.4.201} sp
ec.initContainers{init-myservice} Normal Pulling

pulling image "busybox"

13s 13s 1 {kubelet 172.17.4.201} sp
ec.initContainers{init-myservice} Normal Pulled

Successfully pulled image "busybox"

13s 13s 1 {kubelet 172.17.4.201} sp
ec.initContainers{init-myservice} Normal Created

Created container with docker id 5ced34a04634; Security:[secco
mp=unconfined]

13s 13s 1 {kubelet 172.17.4.201} sp
ec.initContainers{init-myservice} Normal Started

Started container with docker id 5ced34a04634
$ kubectl logs myapp-pod -c init-myservice

$ kubectl logs myapp-pod -c init-mydb



—B&MNE#HT mydb A myservice XA/ Service @ KATEEIS A B Init & &
TR > HE myapp-pod A&

$ kubectl create -f services.yaml

service "myservice'" created

service "mydb" created

$ kubectl get -f myapp.yaml

NAME READY STATUS RESTARTS AGE
myapp-pod 1/1 Running 0 9m

BAMGFIEFRE > 2B RS HRNAELTH Init BERB—ELR K -

ARATH

# Pod & ﬁz’u\ﬁ‘i’ v Init B8 A AR AL W S Fe I AL G B o BANES
LRMET—ANEERBHIMMAEY o R TEFHREAKEBE  FHREEBF
&M > € 4ARIE Pod 89 restartPolicy A8 EAIR%E#ITEIR o KM > wR Pod
89 restartPolicy % &4 Always ’ Init &% XA £1% ]l RestartPolicy &
B4 o

EPTA S Init ZERARAZA > Pod B RE2TMR Ready KA o Init ZEm
¥ T4t Service P#HATRE o Efwmiibd 89 Pod & T Pending K& 122
%t &M Initializing & EA true °

4o % Pod & 2 » FTA Init & & LA EH AT o

2t Init 22 % spec 89152 » WIRF AL X X image FHE T o & Init & % 49 image F
B FHTERE%ZPod-o

AA Init ZH8THRASBER ~ TRKF EHMAT » ATUL Init & F 09K 2 %A FF
9o HH3 > HE R EmptyDirs P XAFRA > mumstE U TROCAESFE
WA R % o

nit &5 EARRAEEITATHE - T readinessProbe * BAA Init &% £k
LR F T A (completion) #9934 (readiness) 89X shag LMK E o XLk
BerE AR P m Al AT o


https://kubernetes.io/docs/concepts/workloads/pods/init-containers/#pod-restart-reasons

Ji Pod L4# Al activeDeadlineSeconds °* £ % & E4# A livenessProbe » iX
B EREINtEE—BEER o XA Nt ZRERZRET AR -

£ Pod ¥ 8944 app A» Init 5 8 094 fLME—  SEMLEEEREIR 4%
e A TR I A s AR o

TR
5 Init % B 45 FF Ao HATIZ 8 > F @ 2 5 R A R 69 BRI S A

o EFTA Init &d L& L8y » ABfTakzk WiR1ERRRA G K14 » & A s wndsh
K/
o Pod * R &9 A sk iF RIRH &5 T -

o FTA M2 &3t AT IR 6GE RITRA| X Fe
o xtEAFIR ﬁ’]ﬁ»ﬁm&am IR AR
. %ﬂ"ﬁ»’(m RIHF ZRPE » X EFRAE Init &5 L% A mBILTG Tk > Xk
TR Pod £ B I A2 F H & A WAL o

e Pod # A QoS B * & Init & & o A & £ 48 F 49 QoS &

AT A3 Pod & RA= R4 k2 A Be A= 1R 4] o Pod % %189 cgroups A& AT A 3k
Pod & KAk %] » Fe B L 48 F o

Pod £ ;5 ¢ /R A

Pod 88 €2 » 25K Int EXE THMAT» TEZAWTILARRA ¢

o AP &3 PodSpec SEINtZEHBEAERT ARSI HBENTERLT
B R B &8 o

o Pod At XA ZWER o TR E N 12X &L BAA root IR T 17 17 Node #9A
TRES MK o

e % restartPolicy % &4 Always* Pod FATH &
TEHREEKESFH Nt ZEZRNETERX o

>\,Q

Stk Bl ETE 0B

o)

XIFHREM®



Apiserver iR A&7 1.6 R E SR ARGy %7 » B E{E A spec.initContainers F&
kXIF It &F o LATHRRAT UL alpha ## beta /% X 3F Init &%

spec.initContainers FHE A A 2| alpha #» beta =¥ » Pfr A Kubernetes
1.3.0 IRA R E IR A T AMAT Init 235 > FFE 1.6 IR A apiserver At 9% &2 69 &
RE) 15X RA » MR B £ LA Pod k& Init ZE 58 -

JR L33 ¢ https://k8smeetup.github.io/docs/concepts/workloads/pods/init-

containers/
i## : shirdrn
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https://k8smeetup.github.io/docs/concepts/workloads/pods/init-containers/
https://github.com/shirdrn

Pod % 4 F %

PodSecurityPolicy EA &g ZAgaszHl » £ 5T XAd Pod X% K » % Pod
Be9h %Al 2] Pod A2 % % 69 SecurityContext ° & & Pod %4 fok 71l
RIE L4585 -

1+ % & Pod %4 R% ?

Pod %A %% ;T £ 5 6 TR » BREG 424 Pod BATHITA » AR B RAFA 5 9
485687 o PodSecurityPolicy M # & XL T —AKH > 387 Pod 564 £ 4L
FT R dE2 0 7 24T o BNAFETE R4 THr @ :

F R AR

privileged

A 53 e BN — AR defaultAddCapabilities
BB FIR LA requiredDropCapabilities
BB LGS R e R et A allowedCapabilities
Fehl B LA 691E R volumes

EHH 26948 R hostNetwork

F g o ag4E A hostPorts

Z AL PID namespace #71% hostPID

F AU IPC namespace #71% hostIPC

FEEAR 6918 R allowedHostPaths

7 % 89 SELinux £ sC seLinux

AP 1D runAsUser

fe. B AP Ab L supplementalGroups

S EAMA Pod 448 %4 FSGroup fsGroup

sb AR ) — A R 1% 89 root L A 4 readonlyRootFilesystem

Pod %4 %% 0% B Ao Rk > ©A16E9% 42 4] Pod 7 9] 09 22 A 454 o X ME &
SHT =K


https://git.k8s.io/community/contributors/design-proposals/security-context-constraints.md
https://kubernetes.io/docs/concepts/policy/pod-security-policy/#controlling-volumes
https://kubernetes.io/docs/concepts/policy/pod-security-policy/#host-network
https://kubernetes.io/docs/concepts/policy/pod-security-policy/#allowed-host-paths
https://kubernetes.io/docs/concepts/policy/pod-security-policy/#selinux
https://kubernetes.io/docs/concepts/policy/pod-security-policy/#runasuser
https://kubernetes.io/docs/concepts/policy/pod-security-policy/#supplementalgroups
https://kubernetes.io/docs/concepts/policy/pod-security-policy/#fsgroup

o AT RAEIES ¢+ XAY XA G FEEKINA A& TR A 6948 o

o%%mﬁﬁ%ﬁ%%& P RAR R FR LG X BB BTG s AFIAER
RVF ©

o AT RUSAEH % E AL — A RBIAE AU kA ARG » A LH] L%
RAs T A FEARA TR BAEF o

RunAsUser

o MustRunAs - 5o B E—" range °1& R %CE R H —AMEEH KK o
BT RERENIZGER o

e MustRunAsNonRoot - %—3"»%‘ X #) Pod 24 EX runAsUser 14> REHIL
FELT USER FEEE o FRBEIKINE o

o RunAsAny - B RBEFKINE o A8 E/EMT runAsUser o

SELinux

o MustRUnAs - 4= R XA AL T4 B 6944 » LM B E  seLinuxOptions ° ik
{2 Fl seLinuxOptions ©° % 7E selLinuxOptions °
o RunAsAny - XA RN o AFEZEREH seLinuxoptions ID e

SupplementalGroups

o MustRunAs- £ EZ/E—ATEE o iIAE A F—ANTCE R ADE o Bl AT
HILE A o
o RunAsAny - Z & RBEKINE - A FEZIEEH  supplementalGroups ID °

FSGroup

o MustRunAs- £V E&3E—NEH o RIAEA FH—NEUEG R AME - Bl
F—ANCEAANE—ANID e
o RunAsAny - AR REFKINE - AFEZIEEEH fsGroup ID e

¥ A

it % B PSP AT 0 AR AR LA A o SelE—NEEIE 5%
FERARXGLEXETARLFREL THE



azureFile
azureDisk

flocker
flexVolume
hostPath
emptyDir
gcePersistentDisk

© NOoO R DN =

awsElasticBlockStore
9. gitRepo

10. secret

11. nfs

12. iscsi

13. glusterfs

14. persistentVolumeClaim
15. rbd

16. cinder

17. cephFS

18. downwardAPI

19. fc

20. configMap

21. vsphereVolume

22. quobyte

23. photonPersistentDisk
24. projected

25. portworxVolume

26. scalelO

27. storageos

28. * (allow all volumes)

#7169 PSP > 5 A F 69 &893 1 4 845 © configMap ~ downwardAPI
emptyDir ~ persistentVolumeClaim ~ secret #» projected °

I AW 4%

e HostPorts* ¥iAh# empty ° HostPortRange Z|#&iiid min (€4)and
max (E2) kT X > /T THANF THm D o



AT B EAALIEAZ

o AllowedHostPaths & — MNEA T ZMIEZ MR L E o« THEATHANE
MUFE 42 AR T VAAE JH o

4T

6,4 PodSecurityPolicy & #F°T42#| » AFIEH BB T RO EMISH > AT
KRR BB CE R T TR o

FAAE A4 T 897 N4 Pod @l & #4692 4A LT !

1. Bk A TR PSP o
2. ARMAEFERPEAIEN A LT RENFTHEM -
3. ATTHGEE » biE R ANEE o

o REANSRRAEHITE E > % Pod shik#EZ o e Ri5 KRS PSP RIEE » W] Pod %
B4 o

Pod s/ kT PSP #iE AN FH o

272 Pod &4 R %

T A~/ Pod %4 R4 T » FiA FROEEARRAN :



apiVersion: extensions/vlbetal
kind: PodSecurityPolicy
metadata:
name: permissive
spec:
seLinux:
rule: RunAsAny
supplementalGroups:
rule: RunAsAny
runAsuser:
rule: RunAsAny
fsGroup:
rule: RunAsAny
hostPorts:
- min:
max :
volumes:

%1

FRABICHTRGRE A% > RERATH T o4

$ kubectl create -f ./psp.yaml
podsecuritypolicy '"permissive'" created

R Pod 24 R% 7] &

R HERGT R A kubectl get



$ kubectl get psp

NAME PRIV CAPS SELINUX RUNASUSER FSGROUP S
UPGROUP READONLYROOTFS VOLUMES

permissive [] RunAsAny RunAsAny RunAsAny R
unAsAny [*]

privileged [] RunAsAny RunAsAny RunAsAny R
unAsAny [*]

restricted [1] RunAsAny MustRunAsNonRoot RunAsAny R
unAsAny [emptyDir secret downwardAPI configMap

persistentVolumeClaim projected]

% % Pod &4 F %
WRREFH AR RS > 18 kubectl edit

$ kubectl edit psp permissive

‘4
ﬂ

SRKAIT A —AKANL ARG E » X DRSS A% o

kL’
M & Pod 4% & R %
— O RABREE—NR%  REHART kubectl MIKTE :

$ kubectl delete psp permissive
podsecuritypolicy "permissive'" deleted

& Pod &4 &%

AE9% 2 R AE P12 R Pod %A R% » LKA T

1. B APl £%! extensions/vibetal/podsecuritypolicy ({fx*f 1.6 X &)
HIRELA)

2. BR#FTIEH X PodSecurityPolicy

3. XL B THR%



i 1 RBAC

f£ Kubernetes 1.5 S E # A » T X44& Al PodSecurityPolicy k4z#] » st &X-F A P
A @fr W CIRAE R 695 9] © 5 B R Fl 89 PodSecurityPolicy *f % » T ATk
1E k424] o & T Deployment ~ ReplicaSet % 4] # &) Pod » &4l 5 ¥]
PodSecurityPolicy #f % » Controller Manager 5o/ AT %4 APl 4 2547 » B R
Ae s BLA ARG A P AR o

PodSecurityPolicy A WEAE A BT A =T il 8 %% > e,46461 2 Pod 898 P » Pod k38
B9 IR % W& P (service acount) ° % Pod AT Deployment ~ ReplicaSet 6] & &} »
€412 Pod # Controller Manager » BT vA4e R A& T Ik %24 API 3% 23847 » A TFAT
A #) PodSecurityPolicy 2t % » 7 B R4 A 2 B tm 9 AR o JH P 35 B 4 % 89
PSP R%A 3 » R % & B3 F Pod #1F L - £ %% 1% » £& PodSecurityPolicy
RBAC =% » % A 33 % Pod Bt » & 1 PodSecurityPolicy 2% A T A &fn 4069 &
BREZGHR -

JR L33k @ https://k8smeetup.github.io/docs/concepts/policy/pod-security-policy/
&% 1 shirdrn
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https://kubernetes.io/docs/admin/kube-controller-manager/
https://git.k8s.io/kubernetes/examples/podsecuritypolicy/rbac/README.md
https://k8smeetup.github.io/docs/concepts/policy/pod-security-policy/
https://github.com/shirdrn

Pod 9 24 4 3 AA

Pod phase

Pod # status 13 &% %G & PodStatus PR L » LA —14 phase FH o

Pod #94a1% (phase) & Pod /&3 A 4 B 69 8 & 2 WL - mNBEHF R AN E
KR Pod HEELE » WAREA THMAZEKAIM -

Pod #4289 A& LS HAE T8 o IR T KU F 2| 6K B9 » FREZBREBL
Pod & X #.4) phase 44 °

T @& phase “TAHEEGHE :

o & (Pending) :Pod Zi% Kubernetes 2 4#% » 2 — AR A SN B EH
B ROIE o FAFN 1 G458 K Pod 898 8] fo il 3 W 28 T B ARG A9 BT 1R] 5 X T
e E AL Boad e o

e Z4TF (Running) : 7% Pod 442 T —/4~F AL > Pod F AT A 8 % & 4F
CHAE - EVA—NERELAEIT RFEELTEAHXREBRE -

o K (Successed) :Pod THHTA & EAMARA L L HATEHER

o k¥ (Failed) :Pod P AREACLLET » HHLEIFA—AEELAY
KM o AW 0 BEAFORBBE RAHALLLE o

e &%= (Unkonwn) : RA X &R H LK Pod 89K A » @F LR A5 Pod
BT 2 EALIRAZ KK o

o

]

Pod ‘K &

Pod A —/> PodStatus #f % » £ % &4 —4 PodCondition %4 - PodCondition %
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KAA Success °
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https://kubernetes.io/docs/concepts/workloads/pods/pod-lifecycle/#restart-policy
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apiVersion: vi1
kind: Pod
metadata:
labels:
test: liveness
name: liveness-http
spec:
containers:
- args:
- /server
image: gcr.io/google_containers/liveness
livenessProbe:
httpGet:

path: /healthz

port:

httpHeaders:

- name: X-Custom-Header
value: Awesome
initialDelaySeconds:
timeoutSeconds:
name: liveness

K A& T B

e Pod PRA—ANERFEELLEIT - BHERIEBYE -
o IERAMEH -
o %@ R restartPolicy # :
m Always : 2 %% 5 Pod phase 434 Running °
m OnFailure : Pod phase 7% & Succeeded °
m Never : Pod phase 7% & Succeeded °
e Pod PAA—NERABLELET - RHEBBE KK -
o IWHEKMEH o



o R restartPolicy A :
m Always : /& %% ; Pod phase 134 Running °
m OnFailure : £/& %% ; Pod phase 134 Running °
m Never : Pod phase % & Failed °
o Pod PARNEZHBAELEIT c A—NERBHEERK -

o WHEEMEM o
o 4=} restartPolicy # :
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m OnFailure : €2 &% ; Pod phase 737 Running °

m Never: R ¥k %% ; Pod phase 1374 Running °
o WRANBEBEEAXTEARE  FEARIEREYE

m EFRRKEH -
m @R restartPolicy 4 :
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m OnFailure : €& %% ; Pod phase 3% Running °
= Never : Pod phase 7% & Failed °
e Pod P AA—ANEEHLTEFRS - ZEBITHAZRLH RS
o BRVAKRMBAKREBLIE o
o 1653]{ OOM F 1 o
o 4% restartPolicy A4 :
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Node

Node & kubernetes £ 7% 69 TAE ¥ & » T A4 FLALAL T LA JE AL o

Node#) X &

S

Node &L 4 TR K12 & -

e Address
o HostName : #T ¥l#kkubelet¥ &) --hostname-override HZ#H KX o
o ExternallP : =T vAZE F A SM3R 3% oy 3| 69 P36 o
o InternallP : &&F R 2R1E R 69IP » REFSNIR B K15 17 o
e Condition
o OutOfDisk : # #& =7 R 2B A True
o Ready : Node controller 404/ A & & K 2Inode 9K A 444 unknown °
@A True °» TMA False
o MemoryPressure : Znode& A RAA/E/NFA True » TMA False
o DiskPressure : %nodeZ A #&EHE A True » EMA False o
e Capacity
o CPU
o A#A
o 7 i&4T85 ik KPod ™%k
o Info: ¥ &89 —&pr K13 & » 4208 ~ kubernetes ~ docker=F

) o
Node s &
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kubectl cordon <node>
IR %% ¥ & 8 BT A pod

kubectl drain <node>
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A A namespace T VAR Bk 5 694 % E 1] 0 LT AL ISR EEH o B4R
R AN AL GG BHAETT A E EARIE TR B Bt > e s MK s FFE R TR A
namespace °

Namespacei H
RILERE F A I £ namespace

kubectl get ns

KR P KNS AH default # kube-system XA 4~namespace °
FEWAT kubectl 4B TLUME -n 48 T &4 ¥9namespace °

R P ag-Eid s R RIGELE default T @ §EFHE M LGN EANEBFRBIRF 4
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Service

Kubernetes Pod &A £ BH6g » EA1T AR » ST AMAH % » R — 2k
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Pod (#l4e» FEHITYHE > XFWAT 27T 8) o A Pod HLSHERE
B T |P it » Bp{f it [P 3 R E R T TIRBEY 0 IXFH—ANFA £
Kubernetes &% F » w2 —% pPod (# % backend) A £ ¥ Pod (A
frontend) #2ABLIE % > AR XA AR frontend Zte TR I, > FE R XA pod PG
& backend % ?

%T Service

Kubernetes Service & X T ZXH—#4E 1 —4 Pod ZHH A > —FT WL
7 9] €A1 89 R BERRAMMRSE o X—4 Pod AW Service 5
2l @FAAL Label Selector (EATETH  AHXTREEZRA
selector # Service ) SEIAEY o

BEAGF o ZE—ANB R L backend » BIELIT T 3ANE] A o 23| AL T L8y
—— frontend & &% a1 A T A backend &l A& o A AR —4A
backend #2587 Pod SR LT A4 K 4 TAL o frontend B P 5% 7 5L 1%k AL & b B Fe
E o o B R E R IZ I — 4 backend 89 A o Service & LAY F ALY R4S
L Fk KL o

2t Kubernetes %%+ 8 = il » Kubernetes # 4t 7 # £ 45 Endpoints APl> R &
Service F#—4A pPod KATE » mRAERFHAKESH o 2 Kubernetes &
B 692 > Kubernetes #2457 5T VIP 89 M #8977 X35 7] Service ° HA @
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T X Service

—/~ service # Kubernetes ¥ &£—/ REST 2t % » ##= pPod £k %A

REST #t % —# > sService & LT AT POST 7 & » #% K apiserver 4| Z# 9
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https://kubernetes.io/docs/user-guide/pods
https://kubernetes.io/docs/user-guide/replication-controller
https://kubernetes.io/docs/user-guide/kubectl/v1.7/#rolling-update
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

kind: Service
apivVersion: vi
metadata:
name: my-service
spec:
selector:
app: MyApp
ports:
- protocol: TCP
port:
targetPort:

Eit B E A — AL ARA “my-service” 89 Service % 0 ¥ a¥EH RKNKIELE
1] TCP 3% 2 9376 » FF LA A1z %& "app=MyApp" # Pod Lo A
Service WHEAFIkR—AIP it (38 F A “Cluster IP”) » B AW %69 KIL4E
Bl (LT@) o % Service # selector & &34 174 » L4 R4 POST 2|
—/MNZARA “my-service” 8] Endpoints % L o

FREZNA > Service MBI —NHRCH OB FIMEZLY targetPort ° XK
NFAT > targetPort K ZEAL port FHEAAFEE o THEE A A&
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#£ backend KT —/MRRAF » #55% Pod £ E KT > FTRAFEE P 3% 69R

A o

Kubernetes Service #%% X4 TcP # upP il > BKiL TCP #Hid o

X # selector %7 Service

Servcie ¥ % T % 42175 ] Kubernetes Pod * f2lftdtdh v XA 69
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https://kubernetes.io/docs/user-guide/namespaces

AT =P > AR ALY € LA A selector B9 Service

kind: Service
apiVersion: vi1
metadata:
name: my-service
spec:
ports:
- protocol: TCP
port:
targetPort:

w TN service &A selector® st &4l #A8 X469 Endpoints & o Tk
F# ¥ service BRATF|IE T4 Endpoints

kind: Endpoints
apiVersion: vi1
metadata:
name: my-service
subsets:
- addresses:
- ip:
ports:
- port:

27 1 Endpoint IP 363k R 48 5% loopback (127.0.0.0/8) ~ link-
local (169.254.0.0/16) ~ &.# link-local % # (224.0.0.0/24) -

% |l % A selector ¥ Service ° 57 selector 8 Service #RIEAAFE o 5K
A% w B A P2 XL H Endpoint (RBP4 1.2.3.4:9376 ) ©
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kind: Service
apivVersion: vi
metadata:
name: my-service
namespace: prod
spec:
type: ExternalName
externalName: my.database.example.com

% 519 £/ my-service.prod.svc.CLUSTER B » &#f69 DNS MR %158 & — 4~
{7 my.database.example.com &) CNAME 123 ° 15 & MR % 89 TAE 77 X
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Kubernetes v1.1 JR & » #7327 1Ingress API (betahk) » k&= “7
EZ” (HTTP) MR% o
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R HAWRIEE] —A53iE 8 backend » T EEE P kFeid X T

Kubernetes - Service ~ X Pod #1E4T45 & o X 1%tk userspace XE &
e~ T3 o Aim > 1% userspace R » o Rk 1£3569 Pod RA AL
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H kR - iptablesR¥EZ % X T Servicett % B

L .
% 3% 0 Service
R% service FEEZRESZ N0 o xf TRAHF I » Kubernetes I &
Service MEPEXLEZAMD o LBFH S AM O > LSBT GH L
#r 0 XA Endpoint LR &7 A B SL 0 Blde


https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-probes/#defining-readiness-probes

kind: Service
apivVersion: vi
metadata:

name: my-service

spec:
selector:

app: MyApp

ports:

- name: http
protocol: TCP
port:
targetPort:

- name: https
protocol: TCP
port:
targetPort:

WwAFE Ty IP Ak

£ Service RIE&EHERF » TA@ TR E spec.clusterIP FHEkRIEBZT AT
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% pod 474 Node L kubelet&##&ANEKE Service Hhw—AIRET
F o BRI A Z#F Docker links %4 £ % (&% makelinkVariables) ~ f& %49
{SVCNAME}_SERVICE_HOST #= {SVCNAME}_SERVICE_PORT %% > X%
Service WL EFREG » HABIEHRARTRIAK °

BB F s — AL A "redis-master" #) Service A& T TCP 3% 2 6379 0 [
it 45 ¢ 4B T Cluster IP ¥4k 10.0.0.11 » X/~ Service AR T TIRFE T & .

REDIS_MASTER_SERVICE_HOST=10.0.0.11
REDIS_MASTER_SERVICE_PORT=6379
REDIS_MASTER_PORT=tcp://10.0.0.11:6379
REDIS_MASTER_PORT_6379_TCP=tcp://10.0.0.11:6379
REDIS_MASTER_PORT_6379_TCP_PROTO=tcp
REDIS_MASTER_PORT_6379_TCP_PORT=6379
REDIS_MASTER_PORT_6379_TCP_ADDR=10.0.0.11
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ClusterIp XA o

Type HBAEARAT A 4T :

e ClusterIp : AT EBFHNIIP RHEMRE > BFZME > MFARBEEHA
B VA7 9] 0 XALEERINEG  ServiceType °©

e NodePort : i &/ Node L&) IP #=# &35 ( NodePort ) % FEIR
% ° NodePort MR%F2¥ @2 clusterIP R% > XA ClusterIP fR%
S A FHAZE o L H R <NodeIP>:<NodePort> * ¥ YAM EBF 6 h30 15 9] —
A~ NodePort JR% ©

e LoadBalancer : XA Z=REMGABIIHE > TUAGINRRER S © SMH
B R BB R T A B P NodePort R%F= ClusterIP JR% o

e ExternalName : ii{iZE CNAME #Fo&894E o 7T L4 IR 5 Bk 4 2]
externalName FH A% (#Hl4= > foo.bar.example.com ) ° XA fE
fTRAREM A 2 > X AA Kubernetes 1.7 X E S A kube-dns 7 X
e

NodePort £ #

wR1%E type #1A4 "NodePort" s Kubernetes master 4% %€ 8 Fe & o B
A (BIA @ 30000-32767) 4 Besk v > 44~ Node H§ M 1%3% @ (&4 Node L9 F]

—sma) KREE] Service ° % IFi@E Service #
spec.ports[*].nodePort FHEMIEE o

o R EZISTHH TG o TR E nodePort #94E > AL o EEZ A > T 0
B APl %A% (bt s EZ X OH P REGTHEME) o



ET IR LA R B b R i1 8 S8 5 B39 £ » 8 E Kubernetes T 4L %
A XFNIRS I 0 KA BHERFE—NRZ A Node 49 IP Mk o

H &z F 02 > Service ¥R <NodeIP>:spec.ports[*].nodePort #=
spec.clusterIp:spec.ports[*].port @mxfsh=T I, o

LoadBalancer £ %

18R XFI R BB R O REFGIRSE > XE type 891EH
"LoadBalancer" * %% Service RENHBHYHER - ABAHHRE LA T0E
By 0 R THARBEE A B[ H R 8K 2L Service 8
status.loadBalancer FHEMA A&k o

kind: Service
apiVersion: vi
metadata:

name: my-service
spec:

selector:

app: MyApp

ports:

- protocol: TCP
port:
targetPort:
nodePort:

clusterIP:
loadBalancerIP:
type: LoadBalancer
status:
loadBalancer:
ingress:
- ip:

kB SNER R RGBT R 69 A E % EAE47 5 backend Pod Lk R ELFREAN] At T
VE6g » LBRBTERER - AZBLFILT » FRIEAPZLEY
loadBalancerIP ®A|ZE R HHYHESE - ZEZREFAFRXE



loadBalancerIP ° 4% A& E loadBalancerIP ° &4 f #39H E 45Kk —
/\'Ik B IPe & E7T loadBalancerIP * 2= @R X FZX M4 » 8L
B # loadBalancerIP 1E¥§ &K /Zw&if o

AWS H 3¢ 5t 3235 47 &

EREAEZIEY s ARMEMSAE R (VPC) FRFEFPHREBR O ATLETALE
8 o LA LA Service P annotation ERFEH o L THAF :

[...]
metadata:
name: my-service

annotations:
service.beta.kubernetes.io/aws-load-balancer-internal:

K558 DNS IR3gF » F2A A Service kG AIGAEH G F]
Endpoint L °

AWS SSL &

474 AWS B389 3 4% SSL 69 &#8F » I 1.3 BRAT 4 » Tk A
LoadBalancer X% #&) Service %724~ annotation :

metadata:
name: my-service

annotations:
service.beta.kubernetes.io/aws-load-balancer-ssl-cert: a

rn:aws:acm:us-east-1:123456789012:certificate/12345678-1234-1234
-1234-123456789012

% —/~ annotation 38T TAEAGEH o ©T AR L =ZH KATH RATHIEH » XA
H AR EAER] IAM > XA E AWS e HEE B E o



metadata:
name: my-service
annotations:
service.beta.kubernetes.io/aws-load-balancer-backend-pr
otocol: (https|http]|ssl|tcp)

% =/~ annotation ¥ 27 Pod 1£A &L o xt-F HTTPS #= SSL » ELB H#4#1%
% Pod AThBogEFERINEA Y -

HTTP A= HTTPS #4472 R®E : ELB ¥ P 5 M P 694 > SR F R &

=
fEHT Header 13 &7 ER P & |P duht ( Pod W& RAEAEEIEN B —3F 3%
IP Muht) o

TCP #= SSL # % #42 X3¥E : ELB ¥4 XA Z » 152 Header 1 & »

shet IP

4o RINEREY IP B 2| £BEF — 4K % 4 Node £ > Kubernetes Service &%
FEL & externalIPs o LI IP (4 B &) IP 3ehk) # AP &5 > 475
Service #3512 L&A E » K aMHE dF Service # Endpoint L o
externalIPs &7 Kubernetes &3 » €& T £ % 3 i 6982 57 7095 o

%I Service HIMT ° externalIPs “TULFIEZH ServiceType k—Aeid
E o ET@HEFF > my-service Trif 80.11.12.10:80 (913 IP:s% =) Lk
&P 3 o



kind: Service
apiVersion: vi1
metadata:

name: my-service
spec:

selector:

app: MyApp

ports:

- name: http
protocol: TCP
port:
targetPort:

externallIPs:

R4

A VIP 4% I userspace R3Z » ¥ Ri& & A 2| RMAL6G EBF » ALY K3 LT
Service MR ERH o F kit £ RIEF S MY o

1% ]l userspace R » 28, T 1717 Service &9FKIE LEGR IP 33k o XAE(F— 2
LA BF K& R kAMER o iptables KF R 4 Kubernetes £# A 35 ) IP
s 2R B RE Pk F RS AA L — /0 RIHHE B R Node 5% @ o

Type FHRIFHREDEE F—RBEERWI EL—EE®m e PR ERTA
=R (#lde » GCE sk & sb% 4 71—/~ LoadBalancer #&IAFdm4-B—
NodePort *{2% AWS F%& ) {2577 APl &4 &Ry o

KR ITAE

AR BEATRETAE] » KIZ R T A4 T4F L £ 49 round-robin 98 R % H £ % tm
g £ %) > thde master AR R o RA1feER > LB service HEA “E
B R BIE R 0 IMHIUT VIP ¥ BB e o454 -

KAVITHEA L7 (HTTP) Service &#EANIxTE8) I o


http://issue.k8s.io/1107

HAMATEA sService EMEmFFMHFRAAMERX » ZE Service E2 LA
ClusterIP ~ NodePort #» LoadBalancer X * REE % o

VIP 89 7AR 2 3% Ao [ 89 2m

stk % 4848 ] service BIARIRL FEMIZELZEGT o Ko AR S AR
RIBHENE » ALY o

B 0P R

Kubernetes R £ &8 ¥ 22 — > ZA P PR G HEN LRSS BANBEEEK ~ 12
X ARRRAVG LT o P TT kRN KRA—THMLs50 — AP T2
G Mk F—AR 05 s MBGSHOEA TR LA PR o ZhAW » £
EHERETHASER LK -

A TAER P eds A ef189 Service #F—ANsH o5 > BATLAHKRTEEH 24
Service ZA MR o KMTABIEAHEAN Service #EEAIA TE IP ik
FI o

AT HRIEFEA Service WA EE|—NE—8)IP> FE—NAFG B S EBR
THEFH eted FH— N2y RS L BNMNEHREZ L TREE -
Service ° A T4 Service I RIE] IP > X ABRAH A X R LI 2 iE AP0
B EMEIE Service L&MW IF—NIP R s B —4INES
Controller 8982 5t £ & & Bk 4t & (M Kubernetes 89w KT A k » waR AT £l
HEANG TR XER) » ARSI TEER TRAFRESR IP ARG TS
HHhe > XL |PHSETIZLAAA Service A EA] -

IP #= VIP

FME Pod 89 IP A CEIFR B —ANE TR GH > Service #IP £IFLE
FREATENTAHCRBAAITRE o AR > &A1 A iptables (Linux F&943E &
REEFH) RTXL—NEMIPHIE (VIP) » ETUREFTEEZARZITEL T -
LK P kiEZED VIP B » BINAZ S8 Fh3tEme —ANE41E 8 Endpoint © 3R3%
T ¥4 DNS » R E&ARIE Service &9 VIP Fvsh o R #ATHA ©

Userspace



YA — BT > 2RI GE K LS A5 o %48|# backend Service
B » Kubernetes master 24 €48k —ANE 4 IP 363k » o4 10.0.0.1 - R%
Service #9350 & 1234 > % Service &WEB P AL kube-proxy 55l
WEE] o ZRIELF B —N#HE Service * ERITHA—ANFHH T » I —IK
% VIP £ 2 @& 2| #3% 0 8 iptables » 4380k F K& -

L —ANEPkiEZED —A VIP o iptables 20| F454ER » €4 F R @ %KIE R
Servicef¥® &% 1 o Servicek¥® #iF—A backend® HHE PR EN
¥ %] backend L -

X FZokE Service BIFTH ZRedh AR IBAE R 8955 0 > & R LT R R,
Mo BZPETUAMENEZEI—NIPAto » IR E Efoil L7155 T AR
Pod -°

Iptables

BREEM@OREGEARLE L AT o B0 backend Service & »
Kubernetes master &% © 48k — AN E 34 IP 33k » 4= 10.0.0.1 ° fR%

Service #9355 25& 1234 % Service &M EFH FATA L kube-proxy %4l
WERE] o BRIELHEH —ANFHEY Service * BLXE— A iptables FLI] » K
VIP £ 2 & %] per- Service #LM o 1% per- Service #.M %32
per- Endpoint #.1| » % per- Endpoint AN & EE @ ( Bz NAT) 3|
backend °
L AR P HEEI —/ VIP > iptables #L0 46 A24E A o — /> backend &K ik 4%

(REBRIELEZ M > RFHAL) > FIE LK ELHF XA backend ° 1%
userspace R » FKIE LIk 74 N B A P % | » kube-proxy 1 & 8L A% VIP T
YEmE4T » FHEEP % IPAERT LR o ZAEITE Node #9382 k> Rl i
BYHES > 2PATHERGERAL (2R ENRLEHFE P IP 2T AL HE o

API = %

4 Kubernetes REST API # » Service & top-level itk o XT API #f £ 69 % % tm
¥ T A& E : Service AP| xt % o

£ 5128


https://kubernetes.io/docs/api-reference/v1.7/#service-v1-core

e 1%/l Service % # Frontend ?| Backend
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https://kubernetes.io/docs/tutorials/connecting-apps/connecting-frontend-backend/

Kubernetes 7 fi£ &

EMNemBRINF LT ER GRAEAR A FF AL » EEBHTUABHKIELRE E
% » BT vADocker#® £ T Volumedu®l vAAE 34 3038 2 AL 5% o 4049 » Kubernetes
R#AET £ 92 KAgVolumeldlFo £ o93E4E » AR R T BB FIEF XAbf & 5 Al & F 3
JE 89 9 /R o

Volume

B AT » Kubernetes X & A FTVolume X & :

emptyDir

e hostPath

e gcePersistentDisk

e awskElasticBlockStore
e nfs

e iscsi

o flocker

e glusterfs

e rbd

e cephfs

e gitRepo

e secret

e persistentVolumeClaim
e downwardAPI

e azureFileVolume

e vsphereVolume

e flexvolume

Z% 0 X EyvolumeH IE AR AR A H AL EY o thdeemptyDir ~ secret ~ gitRepoF ° &
Hyolume £ 1é & Pod & il ©— @ il %k o

PersistentVolume



2t T # AL 8 Volume ° PersistentVolume (PV)#=PersistentVolumeClaim (PVC)#&
BT AR ERAEN S K PVRIEM G B0 KR > MPVCH RGM# TR o X4
BHEHF AN TR OIERERE LA AT T RES AR AMKES - &
& &l Z claim k4 pod Rk 2K IE & X Bk AL &k o PVAPVC ™ A podF= k45 4 248 » pod
T E B I @ 6 A R AR LFE 9 XA o

PV

PersistentVolume (PV) &£ b8y —3 /M & 54 o 3k Node —4% » 4T EBEHY
TR o PV 3k Volume (&) £, » T &K k2T Pod 844 B o thde —ANFS
9PV T VA E LA

apiVersion: vi1
kind: PersistentVolume
metadata:
name: pvoeeO3
spec:
capacity:

storage: 5Gi
accessModes:

- ReadwriteOnce
persistentVolumeReclaimPolicy: Recycle
nfs:

path: /tmp

server:

PV &g i7 F 4 XA =4

o %—#t > ReadWriteOnce : AR AR Z X » THETE » 2R LHWE 4MPod
FES A

o % =# > ReadOnlyMany : T A R i 8 5 Xk % Podi: & o

o % =4k > ReadWriteMany : X4+ % i T AR 5 8 77 A % MPod £ F o T &
B BHAXFR =M REFH7 X BT XFOT RS > iR FA
89 ENFS o ZPVCH TPVE Ml FARE AN KERIE » —MNEBMBHYRD > 7
— ANRE L A K, o

StorageClass



)

L@ Faheg s Xel 2T —ANFS Volume » XA & 324k % Volumed B 1% R K7
& o Kubernetesit 424 7 StorageClassk #h Z 4| PV » R ¥ 4 T % R 69 8f
B o B AHRE T E XA G FEEPVCEA o

GCE# %] 1

kind: StorageClass
apiVersion: storage.k8s.io/vilbetal
metadata:

name: slow
provisioner: kubernetes.io/gce-pd
parameters:

type: pd-standard

zone: us-centrall-a

Ceph RBD &) %]+

apiVersion: storage.k8s.io/vilbetal
kind: StorageClass
metadata:
name: fast
provisioner: kubernetes.io/rbd
parameters:
monitors:
adminId: kube
adminSecretName: ceph-secret
adminSecretNamespace: kube-system
pool: kube
userId: kube
userSecretName: ceph-secret-user

PVC

PVZ % % % & » fmPersistentVolumeClaim (PVC) & s PV#)i K - PVC3RkPod %
L : PodiH % Node#y k. » @PVCH % PV it /R ; Pod#t 9% KRCPUF N & TR »
PVCi% RKAF & K e iy FIAE K #) $038 &


https://kubernetes.io/docs/user-guide/persistent-volumes/#storageclasses

kind: PersistentVolumeClaim

apivVersion: vi
metadata:
name: myclaim
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 8Gi
selector:
matchLabels:
release: "stable"
matchExpressions:

- {key: environment, operator: In, values:

PVCT A &4 £ 2| Pod P :

kind: Pod
apiVersion: vi1
metadata:
name: mypod
spec:
containers:
- name: myfrontend

image: dockerfile/nginx

volumeMounts:

- mountPath: "/var/www/html"

name: mypd
volumes:
- name: mypd

persistentVolumeClaim:
claimName: myclaim

emptyDir

[dev]}



4o 2 Pod&e E T emptyDirX % Volume » Pod % %-Bc 2|Node £ B 1% » 442
emptyDir > R #Podiz 17 Node L > emptyDirdf & G5 £ (REHFETLFHK
emptyDir& k%3 ) > /2% 4 RPod )\ Node LM &k (Pod# M Fk » 4 Pod& 4
it#) > emptyDirtu &M & > FHKAE X o

apiVersion: vi1
kind: Pod
metadata:

name: test-pd

spec:

containers:

- image: gcr.io/google_containers/test-webserver
name: test-container
volumeMounts:

- mountPath: /test-pd
name: test-volume
volumes:

- name: test-volume
hostPath:

path: /data

H #Volume i B

hostPath

hostPath A7 3 #Node £ 8 L # A 4. 3| Pod 2 # % © 4o EPod# & %1% FNode L
AF 0 7T A% Al hostPath ©

- hostPath:
path: /tmp/data
name: data

NFS



NFS & Network File System&145 5 » BP M % L & 4 ° Kubernetes 38 it i £ 36
fic B LT A4 HNFSEIPodF » MINFS T 89 £ 4B & 7T VAR X #4589 > Fl BT NFS 345
Fl B 5 3R AF o

volumes:
- name: nfs
nfs:

server:
path: "/"

FlexVolume

% % 4evolume plugin | /usr/libexec/kubernetes/kubelet -
plugins/volume/exec/<vendor~driver>/<driver> ’[MUQM§%§$
I, init/attach/detach/mount/umount 4 (T HFlvmeg =) o

- name: test
flexVolume:
driver: "kubernetes.io/lvm"
fsType: "ext4d"
options:
volumeID: "voll"
size: "1000m"
volumegroup: "kube_vg"

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
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https://github.com/kubernetes/kubernetes/tree/master/examples/volumes/flexvolume

Deployment

[TOC]

Deployment # Pod #= ReplicaSet #& 4t 7 —/~ % 81 X & sL(declarative) 7 i » f %k
# X A7 89 ReplicationController sk 7 1& 69 &2 f o A 82 A & 645 -

o ¥ L Deploymentsk 4] #Pod#ReplicaSet
o RN HFwIR R
o I EFYER

o % 174n 4k 22 Deployment

Hode — A~ 3£ B9nginx 2 =T XAE LA

apiVersion: extensions/vlbetal
kind: Deployment
metadata:

name: nginx-deployment

spec:
replicas:
template:
metadata:

labels:
app: nginx

spec:

containers:

- name: nginx
image: nginx:
ports:

- containerPort:
¥Ec

kubectl scale deployment nginx-deployment --replicas 10



4o R & 3+ horizontal pod autoscaling #7% » 3£ =T ¥4 /§ Deploymenti% & & # 4~
B

kubectl autoscale deployment nginx-deployment --min=10 --max=15
--cpu-percent=80

F GG AR ]
kubectl set image deployment/nginx-deployment nginx=nginx:1.9.1
=R

kubectl rollout undo deployment/nginx-deployment

Deployment £ # = & &

%% : https://kubernetes.io/docs/api-reference/v1.6/#deploymentspec-vibeta-
apps


https://kubernetes.io/docs/api-reference/v1.6/#deploymentspec-v1beta1-apps

2.2.6 Deployment

kubernetes

minReadySeconds: 0

paused: boolean
progressDeadlineSeconds: 600
replicas: 1

revisionHistoryLimit: 2

reversion: integer rollbackTo
| key: string
| operator: string spec
selector
| values: string array
matchLabels: object
| 25%
rolingUpdate
maxUnavailable: 25% strategy

type: [Recreate | RollingUpdate]

metadata: O
spece: PodSpec

availableReplicas: integer

template

lastTransitionTime: Time
lastUpdateTime: Time
message: string
condition
reason: string
status: string
status
type: string
observedGeneration: integer
readyReplicas: integer
replicas: integer

unavailableReplicas: integer

updatedReplicas: integer

Deployment Cheat Sheet

Deployment

Reference http

High Level View

minfsadySaconds: 0
paused: boolean
progressDeadineSeconds: 600
repicas: 1

revisionHistoryLimit: 2

i

1

o] roiivackro

selector

I

[rE——— |
ki Dployment
El-

«f sategy

Deployment

= template

availableRepicas: nteger

={ condition

observedGeneration: Integer

readyRepiicas: integer status

repiicas: nteger

unavailableReplicas: integer

updatedReplicas: integer

apiVersion: apps/vibetal |

kind: Deployment

annotations: object

clusterNaem: string
creationTimestamp: Time
deletionGracePeriodSeconds: integer
deletionTimestamp: Time

finalizers: string array

generateName: string

generation: integer

labels: object

name: string

namespace: string I

metadata

apiVersion: string
blockOwnerDeletion: false
controller: boolean

ownerReferences
kind: string

name: string

uid: string

]|

resourceVersion: string

selfLink: string

uid: string

© Jimmy Song https://github,
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Deployment # & iF & A2

K SL#1% B kubernetes B 7 L

# . https://kubernetes.io/docs/concepts/workloads/controllers/deployment.md
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https://kubernetes.io/docs/concepts/workloads/controllers/deployment.md

% 4E20174-5 A 10 B #9Commit 8481c02 #11% -

Deployment & f+ 4 ¥

Deployment# Pod#=Replica Set ( T —1XReplication Controller) 24t % B X &
# o

& A % &£ Deployment F 4%t /8 8 269 B 4= K & &4+ 2 » Deployment controller
4 # 3% Pod ##ReplicaSet #) R AKX T K B AR KRS o BT UE L—4
£ %74 Deployment k€] & ReplicaSet & M & &4 49 Deployment F &) 7 — A%
By kAR o

E%& B8R 1%F 3% Ed Deployment 4172 49 ReplicaSet » & M &t EALT
Deployment controller 89825t | TL % 7| T Deployment st £ P 28 £ 7 T A 49
FAf| o ke R AA B EWPTA FHRAB] > 5 AL Kubernetes #9143 & P 32
issue °

A8 R 54 T

. ﬁiiﬂ Deployment %k 4] Z ReplicaSet ° ReplicaSet/ /& & 4| &pod ° % & B K
A bmﬁk#] AR e

. 5*1‘ i ¥ # Deployment#PodTemplateSpecF & k 7 lPod#) #K & o &
24 3%"/\#)? 89ReplicaSet * Deployment4-ii B 4z 4] 89 i% &34 pod M & 9
ReplicaSet# # %] %7 #)ReplicaSet + °

o WwREAMKAFA T » TR A4 Deployment revision o 4R B IR AR & £ #7
Deployment#9revision ©

o ¥ % Deployment A & £ 69 fi # o

o ¥ 1%Deploymentsk 5 FlPodTemplateSpect) % M58 » KRGk § L4 -

o RIEDeployment 89K & H| B L& Z GhangfE T °

o ik b sk %8 ReplicaSet e

@] 2 Deployment

T @ & —4~ Deployment =% » €4|& T —4 ReplicaSet %k /& 3/ nginx pod °

T A A PAT S



$ kubectl create -f https://kubernetes.io/docs/user-guide/nginx-
deployment.yaml --record
deployment "nginx-deployment" created

Hkubectl®y --record # flag k& A true T ¥AE annotation T2k A4 4
QAT RT %TR o RERKESRAR » Hlde » &% £ 4/ Deployment
revision F #AT T AR a4 o

K6 2B HAT get KR THR

$ kubectl get deployments

NAME DESIRED CURRENT UP-TO-DATE AVAILABLE
AGE

nginx-deployment 3 0 0 0

1s

i 2 R A KA A Z 8repalicazk £3 (R IEdeployment P
8 .spec.replicas B &) % Alreplicazk ( .status.replicas ) &0, &# 9
replicaZx ( .status.updatedReplicas ) =0 *T i #Jreplica®k

( .status.availableReplicas ) &0 °

UG BRIAT get 4 KRG Tl

$ kubectl get deployments

NAME DESIRED CURRENT UP-TO-DATE AVAILABLE
AGE

nginx-deployment 3 3 3 3

18s

&A1 A& 2| Deployment &4 €] # T 34 replica * 74 #9 replica #F & £ 5% & #7 69
T (&4 &3 9pod template) ° T &) (H3EDeploymentF

9 .spec.minReadySeconds 7 B » & T &34 KA podtyk FANE) o it

4T kubectl get rs ## kubectl get pods 4 % ~Replica Set (RS) ##Pod &
e o



$ kubectl get rs
NAME DESIRED CURRENT READY AGE
nginx-deployment-2035384211 3 3 0 18s

&7 it 22 & %| ReplicaSet #9.% F % & <Deployment# % F>-<pod template#)
hashfa> o

$ kubectl get pods --show-labels

NAME READY STATUS RESTARTS
AGE LABELS
nginx-deployment-2035384211-7ci7o0 1/1 Running 0
18s app=nginx, pod-template-hash=2035384211
nginx-deployment-2035384211-kzszj 1/1 Running 0
18s app=nginx, pod-template-hash=2035384211
nginx-deployment-2035384211-qqcnn 1/1 Running 0
18s app=nginx, pod-template-hash=2035384211

Rl &) 22 89 Replica Seti ki & & A 34 nginx 49 pod # & °

2% 1 4L £ Deployment T 49 selector 45 © £ 7469 pod template label (£ %
TBlF A app = nginx ) ° RERELALE controller 89 selector ¥ 45 € 9 pod
template label %% 7 ( &4% Deployment ~ Replica Set ~ Replication Controller
) o Kubernetes A% 7 7 & k12 &4 T pod template label » 12 % 4= % &
B 893X 2407 0 X controller I &4 ZATR » TR F R T EHMEITH o

Pod-template-hash label
EFE DX label R P A |

Z& L@ B4 E 49 pod label 24 pod-template-hash label °© % Deployment
@) # R # % ReplicaSet B » Deployment controller & &  # Pod 74 pod-
template-hash label o X 4£# 49 B & & F7 £ Deployment # -FReplicaSet & pod %
F& 5 o it ReplicaSet # PodTemplate i #7954 #4 7| » 1% 24 mx 6975 1 1E
7 label 8944 » 4 /m %] ReplicaSet selector £ ~ pod template label #»
ReplicaSet % # ¥ #) Pod Lt °



¥ #Deployment

Z7% : Deployment &7 rollout % H.{x % Deployment & pod template (4

42 .spec.template ) F#Jlabel & # KA 4515 £ A AR K o LA F 3 > Blded
%-Deployment & &A% & rollout °

B de KA1 B EA1E nginx pod £ A nginx:1.9.1 694 H% Rk RAR &
89 nginx:1.7.9 #9%1% o

$ kubectl set image deployment/nginx-deployment nginx=nginx:1.9.
1
deployment '"nginx-deployment" image updated

EAVTOAMER edit 44 k% # Deployment » 15 %
.spec.template.spec.containers[0].image °* ¥ nginx:1.7.9 &E &

nginx:1.9.1 °

$ kubectl edit deployment/nginx-deployment
deployment '"nginx-deployment" edited

%% rollout #)R & » R &AT

$ kubectl rollout status deployment/nginx-deployment
Waiting for rollout to finish: 2 out of 3 new replicas have been

updated. ..
deployment "nginx-deployment" successfully rolled out

Rollout A%/ * get Deployment :

$ kubectl get deployments

NAME DESIRED CURRENT UP-TO-DATE AVAILABLE
AGE

nginx-deployment 3 3 3 3

36s

UP-TO-DATE # replica # %< B €. % T & & & Reh% A o



CURRENT #j replica % % 7= Deployment & 3 &) replica 4t » AVAILABLE #9
replica 5% % A7 7T A é9replicaZk £ ©

K AVAZIMAT kubectl get rs 7T ¥AF %] Deployment €4 T Pod » il i 4] —/
#7459 ReplicaSet /4 & T 34 replica » F] &% /7 %k 89 ReplicaSet 4 % %] 704
replica °

$ kubectl get rs

NAME DESIRED CURRENT READY AGE
nginx-deployment-1564180365 3 3 0 6s
nginx-deployment-2035384211 0 0 0 36s

AT get pods R 4AZF L ATH#H 4 pod:

$ kubectl get pods

NAME READY STATUS RESTARTS
AGE
nginx-deployment-1564180365-khku8 1/1 Running 0
14s
nginx-deployment-1564180365-nacti  1/1 Running 0]
14s
nginx-deployment-1564180365-z9gth 1/1 Running 0
14s

TR FFHXE pod 89841% » R FE £ 4 Deployment F 49 pod 49 template BP 7 o

Deployment =T vAfRiE /£ F+ % B A A — € & £ 69 Pod A& down 89 o BKik8g » & 24
RE VA IE PO E F — M RupRE (RS —AFTH) -

Deployment F] i 4T Aag R Rl Z2 B L N Z H 69— T K49 Pod ° KAy >
CEFREK S W PodkE % — M8 Pod A up 9 (&K %14 surge ) °

£ R k8 Kuberentes "R A F 2 J4 M 1-17% 7%25%-25% °

Blde » 4o R4 A TA T L@ Deployment » 4 X I » 4641 —#78) Pod >
KRG M tk—w 6 Pod BAIE—A#789 o BHGPodR Z E kI AT R4 A w
Pod ° X #7895 24 1% T F1 89 Pod %2 £V A 24 > Pod#) &4k %44 -



$ kubectl describe deployments

Name: nginx-deployment

Namespace: default

CreationTimestamp: Tue, 15 Mar 2016 12:01:06 -0700
Labels: app=nginx

Selector: app=nginx

Replicas: 3 updated | 3 total | 3 available | 0 unavailabl
e

StrategyType: RollingUpdate

MinReadySeconds: 0

RollingUpdateStrategy: 1 max unavailable, 1 max surge
OldReplicaSets: <none>

NewReplicaSet: nginx-deployment-1564180365 (3/3 replicas cr
eated)
Events:
FirstSeen LastSeen Count From Subobje
ctPath  Type Reason Message
36s 36s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica set n
ginx-deployment-2035384211 to 3
23s 23s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica set n
ginx-deployment-1564180365 to 1
23s 23s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled down replica set
nginx-deployment-2035384211 to 2
23s 23s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica set n
ginx-deployment-1564180365 to 2
21s 21s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled down replica set
nginx-deployment-2035384211 to 0
21s 21s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica set n

ginx-deployment-1564180365 to 3



KAV v F 3] B &RATR] 45 4] Z XA Deployment 698 4% » €] T — 4
ReplicaSet (nginx-deployment-2035384211) » # B34y &% 7 34 replica °

% &A1 £ #3X 4 Deployment 8B 4% » & 241 Z — 4978 ReplicaSet (nginx-
deployment-1564180365) ° ¥ € %211 replica * A JE 4 % /& J.#9 ReplicaSet
324 replica » LB H 2 E F 2/ Pod £ T AIRA » Fl—8 Zl& % A4/ Pod & T
QGRS

& 9k 4248 48 F 89 rolling update R%-3~ & #7 49 ReplicaSet = 45 2 & )
ReplicaSet ° % » ¥ &£ %74 ReplicaSet ¥ A 3/~ i1 &9 replica » & 9
ReplicaSet # replica % B £ &0 °

Rollover ( % 4rollout#47)

# % Deployment controller 3.7 2| % #7 &) deployment #% 8| 228 » 4o R % H A4 £
# ReplicaSet k& % M489 Pod 897 » 34012 & —4~#7 49 ReplicaSet %k #%
BXHF o 54 ReplicaSet #4! label 5 .spec.selector E&A{ZZ template
Ik .spec.template I Pod 4% ° % » #7489 ReplicaSet ¥ &4 %

& .spec.replicas 4§ &%k B & Pod » & & ReplicaSet &% % %10 °

Yo RIERFH T — 69 LA 4 FFIE £ 24T F 89 Deployment 4K £ # Deployment4e
24| — /9789 ReplicaSet#F 4 28 » FIH ®R X ATY %49 ReplicaSet —¥& &
Ax/mE| W@ &g ReplicaSet 7| & F » FF4EH % ©

Blde » B ERIET —MAS5A niginx:1.7.9 replica®) Deployment » 125% % ix
AA3A nginx:1.7.9 # replica A1 & &k 912 kT4 2 H S A5

A~ nginx:1.9.1 replica # Deployment o £ X ## 3LTF » Deployment & = Bf %

F LA EZ34 nginx:1.7.9 & Pod * A4 Z nginx:1.9.1 8 Pod ° B F

SF B PTA K954 nginx:1.7.9 8 Pod #R6| E TG & FH45 B R AE o

Label selector ¥ #f
K AVE F 5 £ 47 label selector @ & AT BUE IR 4F 18 89 selector °

AT T » REBAEEZWAT label selector 89 F 47 > iH— T R EHHA B LE
AR PTA THREALS KN ER o

o 3% selector & £ R Bt & Deployment b9 spec T £ #7 #7489 label » & M IR =
RIx45I% o WEBERTR S8 0 ZFRA 709 selector F L iFLH @



selector 41# #) ReplicaSet #» Pod » M % X BT 4 @ ik & 49 ReplicaSet #f 4
%% » el 3149 ReplicaSet °
o % # selector » BP £ 7X selector key #9 % AT44 » 3% § IR IZ A selector Fl A 89

Ja R o

o M & selector > BP M| & Deployment selector F &) &4 & key » 1~ & &t Pod
template label AT £ 2 » ILA 8 ReplicaSet &2 AL » 122 FE
& M8 label 75 X 4 £ T34 49 Pod 4= ReplicaSet ¥ °

=] i1& Deployment

A BHE A5 7T 4848 ©1 38 — A Deployment » #l4= » % Deployment 44 & i » Hote —
A crash looping °

BN LT > kubernetes & & £ % F -4 BT % X 8 Deployment &9 rollout % .12
% VAERT A @R (BT A5 revision history limit 5k & XK A4
revisionfx ) °

Z%& : A% Deployment 49 rollout % Ak & 3t &4 Z — 4> revision ° L3k L1 % HAX
% Deployment #) Pod template (4= .spec.template ) & £ 7 » 4 £ 37
template ¥ 9 label #= & & 42148 » L2012 & — #7189 revision °

LAty £ F > e d B Deployment 241 Z revision A St AT 7T AR 77 AR 69
FHREAHY E o LFRAE L EIRE 7 L revision & » AA Deployment F 8

Pod template #f 9 F & =& o

BR% &A1& 24 Deployment #9828 T —ANHE B 1% » B 5L 092 F 5 &
T nginx:1.91 @ WM EMAEG L F R %L nginx:1.9.1

$ kubectl set image deployment/nginx-deployment nginx=nginx:1.91
deployment '"nginx-deployment" image updated

Rollout % & 1% °

$ kubectl rollout status deployments nginx-deployment
Waiting for rollout to finish: 2 out of 3 new replicas have been

updated. ..



%1 Ctrl-C 422 E @ &) rollout K & B 4% o

& &% 2] w &9 replica (nginx-deployment-1564180365 #= nginx-deployment-
2035384211) #=3789 replica (nginx-deployment-3066724191) %k B AF &24 o

$ kubectl get rs

NAME DESIRED CURRENT READY AGE
nginx-deployment-1564180365 2 2 0 25s
nginx-deployment-2035384211 0 0 0 36s
nginx-deployment-3066724191 2 2 2 6s

& TAIZ Pod » #4421 H &34 ReplicaSet 412 #) Pod & T
ImagePullBackOff K & » & IR42 B4t 1% o

$ kubectl get pods

NAME READY STATUS

RESTARTS AGE
nginx-deployment-1564180365-70iae 1/1 Running

0] 25s
nginx-deployment-1564180365-jbqqo 1/1 Running

0] 25s
nginx-deployment-3066724191-08mng 0/1 ImagePullBackOff
0] 6s
nginx-deployment-3066724191-eocby 0/1 ImagePullBackOff
0] 6s

7% » Deployment controller& & # 4% 1L 3189 rollout » F-4% .L 47 537 69
ReplicaSet °

$ kubectl describe deployment

Name: nginx-deployment

Namespace: default

CreationTimestamp: Tue, 15 Mar 2016 14:48:04 -0700
Labels: app=nginx

Selector: app=nginx
Replicas: 2 updated | 3 total | 2 available | 2 unavailabl
e

StrategyType: RollingUpdate



MinReadySeconds: 0
RollingUpdateStrategy: 1 max unavailable, 1 max surge

OldReplicaSets: nginx-deployment-1564180365 (2/2 replicas cr
eated)
NewReplicaSet: nginx-deployment-3066724191 (2/2 replicas cr
eated)
Events:
FirstSeen LastSeen Count From Subobjec
tPath Type Reason Message
im im 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica set ng
inx-deployment-2035384211 to 3
22s 22s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica set ng
inx-deployment-1564180365 to 1
22s 22s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled down replica set
nginx-deployment-2035384211 to 2
22s 22s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica set ng
inx-deployment-1564180365 to 2
21s 21s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled down replica set
nginx-deployment-2035384211 to 0
21s 21s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica set ng
inx-deployment-1564180365 to 3
13s 13s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica set ng
inx-deployment-3066724191 to 1
13s 13s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled down replica set
nginx-deployment-1564180365 to 2
13s 13s 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica set ng

inx-deployment-3066724191 to 2

A TSR ZEAFRA » KA1F 2 =18 2|4 € 49 Deployment revision ©



# % Deployment #4697 .12 %

H % £ & T Deployment &9 revision :

$ kubectl rollout history deployment/nginx-deployment
deployments '"nginx-deployment":

REVISION CHANGE - CAUSE

1 kubectl create -f https://kubernetes.io/docs/user-gu
ide/nginx-deployment.yaml--record

2 kubectl set image deployment/nginx-deployment nginx=
nginx:1.9.1
3 kubectl set image deployment/nginx-deployment nginx=
nginx:1.91

R J &A414] Z Deployment 898424 A T --recored &4 T A2 ka4 » KT
VASR 77 A2 69 & & 4 R revision 8 £AL o

% & ¥ /-revision #i¥ m1z 8

$ kubectl rollout history deployment/nginx-deployment --revision
=2
deployments '"nginx-deployment" revision 2
Labels: app=nginx
pod-template-hash=1159050644
Annotations: kubernetes.io/change-cause=kubectl set image dep
loyment/nginx-deployment nginx=nginx:1.9.1

Containers:
nginx:
Image: nginx:1.9.1
Port: 80/TCP
QoS Tier:
cpu: BestEffort
memory : BestEffort
Environment Variables: <none>

No volumes.

=] 1B 3| 7y SR A



WA RAVT LR T & 5 AT8 rollout 2 Z AT B AR A -

$ kubectl rollout undo deployment/nginx-deployment
deployment '"nginx-deployment" rolled back

L VAAE ] --revision HEIEETENH K

$ kubectl rollout undo deployment/nginx-deployment --to-revision
=2
deployment '"nginx-deployment" rolled back

5 rollout 48 % 894 41% 4a LA Wkubect! rollout °

% Deployment #L/2 &2 =R 2] T A 0] 6948 R iR A o 4 8 PT I, > Deployment

controller/ £ 7 — A~ = 3& #|revison 289 DeploymentRollback #J event °

$ kubectl get deployment

NAME DESIRED CURRENT UP-TO-DATE AVAILABLE
AGE

nginx-deployment 3 & 3 3

30m

$ kubectl describe deployment

Name: nginx-deployment

Namespace: default

CreationTimestamp: Tue, 15 Mar 2016 14:48:04 -0700
Labels: app=nginx

Selector: app=nginx

Replicas: 3 updated | 3 total | 3 available | 0 unavailabl
e

StrategyType: RollingUpdate

MinReadySeconds: 0

RollingUpdateStrategy: 1 max unavailable, 1 max surge
OldReplicaSets: <none>

NewReplicaSet: nginx-deployment-1564180365 (3/3 replicas cr
eated)

Events:

FirstSeen LastSeen Count From Subobjec


https://kubernetes.io/docs/user-guide/kubectl/v1.6/#rollout

tPath  Type Reason Message

30m 30m 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica set ng
inx-deployment-2035384211 to 3
29m 29m 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica set ng
inx-deployment-1564180365 to 1
29m 29m 1 {deployment-controller }
Normal ScalingReplicaSet Scaled down replica set
nginx-deployment-2035384211 to 2
29m 29m 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica set ng
inx-deployment-1564180365 to 2
29m 29m 1 {deployment-controller }
Normal ScalingReplicaSet Scaled down replica set
nginx-deployment-2035384211 to 0
29m 29m 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica set ng
inx-deployment-3066724191 to 2
29m 29m 1 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica set ng
inx-deployment-3066724191 to 1
29m 29m 1 {deployment-controller }
Normal ScalingReplicaSet Scaled down replica set
nginx-deployment-1564180365 to 2
2m 2m 1 {deployment-controller }
Normal ScalingReplicaSet Scaled down replica set
nginx-deployment-3066724191 to 0O
2m 2m 1 {deployment-controller }
Normal DeploymentRollback Rolled back deployment "
nginx-deployment" to revision 2
29m 2m 2 {deployment-controller }
Normal ScalingReplicaSet Scaled up replica set ng

inx-deployment-1564180365 to 3

# ¥ Policy



BT L@ L% E . spec.revisonHistoryLimit k45 E deployment & % %% ¥ %
 revision 7 £.12% o BN SR G AT A 69 revision 5 4o R %R EAQ
Deployment#t. ~ A HF =R T o

Deployment ¥ %
=T V4% R AT 4 44 % Deployment :

$ kubectl scale deployment nginx-deployment --replicas 10
deployment '"nginx-deployment" scaled

Bax & 69 £B ¥ B A T horizontal pod autoscaling » #& ¥ ¥A% Deployment 1% & —
/> autoscaler » &-F % 37 Pod# CPU #| fl £t & YV F2 & % 4 Pod %k °

$ kubectl autoscale deployment nginx-deployment --min=10 --max=1
5 --cpu-percent=80
deployment "nginx-deployment" autoscaled

et T &

RollingUpdate Deployment ¥ ¥ Fl 8t & 47— AN A 89 % ASER A o 34 autoscaler 4
% RollingUpdate Deployment #) 8t 4% » iE £ Fi8#) rollout (#47F X% 2 413
B9) » A T EARR S > Deployment controller 34 & - #7 € 74 /& 69 & 7 F 8
ReplicaSet (# Pod # ReplicaSet) #=#7/e A ) replica o & AR A LB & & o

Bl4e » fRE £ 247 F 24 104 replica 9 Deployment © maxSurge=3 *
maxUnavailable=2 -

$ kubectl get deploy

NAME DESIRED CURRENT UP-TO-DATE AVAILABLE
AGE

nginx-deployment 10 10 10 10
50s

B 4T — MR 0 T BB AR R AT -


https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale-walkthrough

$ kubectl set image deploy/nginx-deployment nginx=nginx:sometag

deployment "nginx-deployment" image updated

%1% £ 318 5 T — /> .4 ReplicaSet nginx-deployment-1989198191 &9 #7 &9
rollout » 12 & EMET » B A &A1 L @R 2 4maxUnavailable

$ kubectl get rs

NAME DESIRED
nginx-deployment-1989198191 5
nginx-deployment-618515232 8

CURRENT READY AGE
5 0 9s
8 8 Im

Rig AT — /% 8)Deploymenti &1k K o autoscalerl§ Deployment#JrepllicaZk
B 3% m2| T 154 o Deployment controller & & #| i fe IF 238 /w1 5/~37 89 replica © 4=
R BN ZA R BT 5 PTA 8950 replicadl & 4o 2| — 37 89 ReplicaSet + © 4= %
1% B el i 5 0 Fr e B replicatd 1% 4% 2] BT A 69 ReplicaSet ¥ © K 493% 4 Jm A
replicazt sk % #9ReplicaSet¥ » ‘I~ 838 2w A Flreplica®t " #)ReplciaSet ¥ ° 04

replica®JReplicaSet =~ &y & ©

£ &A1 L@ B FF o 34 replicatd i im 3] w é9ReplicaSet T » 24 replicat§ #im 2|
# 89ReplicaSet ¥ © rollouti# #2 5k #4234 BT A #9replicat? ) 2| #7 49 ReplicaSet ¥ » &

& # treplicam A BERE o

$ kubectl get deploy

NAME DESIRED CURRENT
AGE

nginx-deployment 15 18
m

$ kubectl get rs

NAME DESIRED

nginx-deployment-1989198191 7
nginx-deployment-618515232 11

# 124 & & Deployment

UP-TO-DATE AVAILABLE
7 8
CURRENT READY AGE
7 (0] m
11 11 7m



BT AER B —RK S R EFH A 15— Deployment » KRG Bk B € o ZTH L3R
it % X ¥ 13 Fatk B Deployment » st iR 47— A48 8 T4E > m AKX B Rk
&9 rollout °

)4 4% ) R R €] 22 Deployment :

$ kubectl get deploy

NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
nginx 3 3 3 3 im
[mkargaki@dhcp129-211 kubernetes]$ kubectl get rs

NAME DESIRED CURRENT READY AGE
nginx-2142116321 3 3 3 1m

1% A vATF 44 % 1% Deployment :

$ kubectl rollout pause deployment/nginx-deployment
deployment '"nginx-deployment" paused

K& &% Deplyment¥ 89 4t1% -

$ kubectl set image deploy/nginx nginx=nginx:1.9.1
deployment "nginx-deployment" image updated

EEH M rollout B#H T

$ kubectl rollout history deploy/nginx
deployments "nginx"

REVISION CHANGE-CAUSE

1 <none>

$ kubectl get rs

NAME DESIRED CURRENT READY AGE
nginx-2142116321 3 3 3 2m

BT UARAITIEZ S REH o Bl B HIE G TR



$ kubectl set resources deployment nginx -c=nginx --limits=cpu=2
00m, memory=512Mi
deployment '"nginx" resource requirements updated

\A‘..

Deployment % 15 a7 89 #7146 K &4 sk 4 € 69 7 %€ > 7 K & xf Deployment #9 £ 3
A TR m » R & Deployment& % 4249 o

®JE > kB & A Deployment @ L& TR £ #7469 ReplicaSet &4 B T ¢

$ kubectl rollout resume deploy nginx

deployment '"nginx" resumed

$ KUBECTL get rs -w

NAME DESIRED CURRENT READY AGE

nginx-2142116321 2 2 2 2m
nginx-3926361531 2 2 0 6s
nginx-3926361531 2 2 1 18s
nginx-2142116321 1 2 2 2m
nginx-2142116321 1 2 2 2m
nginx-3926361531 3 2 1 18s
nginx-3926361531 3 2 1 18s
nginx-2142116321 1 1 1 2m
nginx-3926361531 3 g 1 18s
nginx-3926361531 3 3 2 19s
nginx-2142116321 0 1 1 2m
nginx-2142116321 0 1 1 2m
nginx-2142116321 0 0 0 2m
nginx-3926361531 3 3 3 20s
NC
$ KUBECTL get rs
NAME DESIRED CURRENT READY AGE
nginx-2142116321 0 0 0 2m
nginx-3926361531 3 3 3 28s
E%& ¢ &% A Deployment Z Al f& £ ik = B — A & 4 4 1589 Deployment ©

Deployment X &



Deployment £ A4 BB $ A % #R & o /£ 4] —/##) ReplicaSet #) i 1% & 7T 14
A& progressing K& » complete K& » & F fail to progress K& ©

# 47 ¥+ 49 Deployment
Kubernetes # #47d TF 7]4E 4 X — &9 Deployment 47124 progressing R A

Deployment JE /£ ¢ 7 #7 ) ReplicaSetd #2 F o
Deployment :E £ 3 & — /1~ &4 & ReplicaSet °
Deployment :E /£ 45 & — /1~ &4 &9 ReplicaSet °
A #897T F &9 pod B

8T A4 M kubectl rollout status 4 % 4% Deployment #93% & o

7. %5 Deployment
Kubernetes % 6145 VA T 451 69 Deployment 17124 complete K4 :

e Deployment & T Al o & I~7T Al &% & Deployment & 7T A replica /~4¢3% T
KA AT Deployment R 69 312 A%k o

e FTH 5% Deployment 48 % &9replica# ik  #7 %| T & 48 A » LR #H 7
& o

e % Deployment F % 4 @ & Pod 4 & °

&I kubectl rollout status 4 &% Deployment £ & & ° R
rollout /%1 Z A% * kubectl rollout status J4:i& = —A-01449 Exit Code °

$ kubectl rollout status deploy/nginx

Waiting for rollout to finish: 2 of 3 updated replicas are avail
able...

deployment '"nginx" successfully rolled out

$ echo $?

0

X % %) Deployment

% 89 Deployment f& % X 3% & 31 #) ReplicaSet #9I& T F1& » A TAELFR L TR
T AL A B A AT JUANE &5l A2d


https://kubernetes.io/docs/concepts/workloads/controllers/deployment.md#progressing-deployment
https://kubernetes.io/docs/concepts/workloads/controllers/deployment.md#complete-deployment
https://kubernetes.io/docs/concepts/workloads/controllers/deployment.md#failed-deployment

o L3

e R T1% 49 probe failure
o HLiRITILAE IR

o IR

o JuH IRH

o /P iEATH BB 45K

M XA LB — A 7 X2 0 £ #8469 Deployment spec ¥ 4

% spec.progressDeadlineSeconds ° spec.progressDeadlineSeconds &7~
Deployment controller 4 % V4 4 #4492 (38 & Deployment status)
Deployment# #2 & {189 o

T @4 kubectl #41%E progressDeadlineSeconds 1% controller /&
Deployment /& i# & F{£105- %% 5 &% -

$ kubectl patch deployment/nginx-deployment -p '{"spec":{"progre
ssDeadlineSeconds":600}}'
"nginx-deployment" patched

%43 3 H kB H & 0 Deployment controller 47 Deployment 49
status.conditions ¥ 3%v— % DeploymentCondition * © &L4&4= T /&%

e Type=Progressing
e Status=False
e Reason=ProgressDeadlineExceeded

7| % Kubernetes AP| conventions % % % T status conditions® £ % 13 &,

2% : kubernetes’s 7 &4 Reason=ProgressDeadlineExceeded Ik &13 &R
424 F 4149 Deployment BAEATIEAE o £ 2 & K818 & =T vUR) A B H RIA8 AT
% > 4]4= » ®R Deployment £| X AT 9 hR A o

A% T WwREHIFT — A Deployment » £ % 1% 69 X B B 18] A kubernetnes &4 &
45 T 89 deadline ° & 7T A& Deployment ) rollout i& F % 469 %15 € » RJg B
2 TR oA ZABiddeadline® KA o

& 7T 48 /£1% ] Deployment 898t 1%3i8 5] — 48 H 69458 » R ETREG TEHERET
K¥89 timeout » AA T AL A 4 &40 L4 S BB Y 481k o Bl » BR% B4
BT &3 695] A o %1% Describe Deployment 8B 12 7T 48 22 & 5| = T13 & :


https://kubernetes.io/docs/concepts/workloads/controllers/deployment.md#progress-deadline-seconds
https://github.com/kubernetes/community/blob/master/contributors/devel/api-conventions.md#typical-status-properties

$ kubectl describe deployment nginx-deployment

<,..>

Conditions:
Type Status Reason
Available True MinimumReplicasAvailable
Progressing True ReplicaSetUpdated
ReplicaFailure True FailedCreate

<,..>

AT kubectl get deployment nginx-deployment -o yaml * Deployement
B RS VT e A AL R AR X AT



status:

availableReplicas:

conditions:

- lastTransitionTime: -10-04T12:25:39Z
lastUpdateTime: -10-04T12:25:39Z

message: Replica set "nginx-deployment-4262182780" is progre
ssing.
reason: ReplicaSetUpdated
status: "True"
type: Progressing
- lastTransitionTime: -10-04T12:25:42Z
lastUpdateTime: -10-04T12:25:42Z
message: Deployment has minimum availability.
reason: MinimumReplicasAvailable
status: "True"
type: Available
- lastTransitionTime: -10-04T12:25:39Z
lastUpdateTime: -10-04T12:25:39Z
message: 'Error creating: pods "nginx-deployment-4262182780-
" is forbidden: exceeded quota:
object-counts, requested: pods=1, used: pods=3, limited: p
ods=2'"
reason: FailedCreate
status: "True"
type: ReplicaFailure
observedGeneration:
replicas:
unavailableReplicas:

& %% » —B A1 Deployment #4269 deadline » kuberentes & £ #7 K & 4= 5
Progressing K& 89/8 A

Conditions:
Type Status Reason
Available True MinimumReplicasAvailable
Progressing False ProgressDeadlineExceeded

ReplicaFailure True FailedCreate



T Ll i 45 & Deployment® 7 R AR ik Bo 20 1 269 B8 » R 38 e 1549
namespace BB o he R BIH R T B & » Deployment controller =4 % A%
& &9 Deployment rollout » %534 & %] Deployment 89K & &3 4 R K&

( Status=True #E Reason=NewReplicaSetAvailable ) °

Conditions:
Type Status Reason
Available True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Type=Available ~ Status=True A& & #Deployment# T At o &
A>T M A £ Deployment R % F 38 € 69 5% © Type=Progressing
Status=True ,a"*%fiéﬁDeployment RALEHRFIRT » XA TLERAIHE >
HETME &P T RAreplicazi & (& A 4% K & #9Reason——4& &A1 89 4] 1

¥ Reason=NewReplicaSetAvailable ®&*% & Deployment& 4 &) °

8T A& ] kubectl rollout status 44 & ADeployment# 2 &% KK o %
Deploymentid #242 i T deadline * kubectl rollout status &= 3E049exit
code °

$ kubectl rollout status deploy/nginx

Waiting for rollout to finish: 2 out of 3 new replicas have been
updated. ..

error: deployment '"nginx" exceeded its progress deadline

$ echo $?

1

¥ AE £ ¥ 49 Deployment

FT A 2t 7% %89 Deployment 8942 4E 4R & A T %k % 89 Deployment o &7 XAt €4 /4
20 WERE LR A BEZE T AL RH 42 %k~ A Deployment pod template ©

# ¥ Policy



&7 vA3% & Deployment ¥ 87 .spec.revisionHistoryLimit ki8R E % F
& ) ReplicaSet © & T #5256 6K B E3 Ik & - Bk » BT A 8 revision /7
WA EBIRE o ERKGRATF » 2B BA2-

A& KRR E A0 5§ BT 89 Deployment /i L2 TAR S F TR 0
Deployment st £ & B EE T o

JH 1]

2 # % Deployment

4o R B8 24% F Deployment #3385l P IR % 5 XA release » BT A4l % 4
Deployment » %4~ Deployment *f & — 4> release * % B managing resources ¥ #f
e ER X o

= 5 Deployment Spec

1 BT A 89 Kubernetes B & F » Deployment 4%
% apiVersion ° kind #7 metadata X E R o B E LA 69E A 4E R L&
A AERR o BRESS » Fo 12 ] kubect! &I TR LA o

DeploymentdL. & % . spec section.

Pod Template

.spec.template & .spec PHE—ZRGFK -

.spec.template & podtemplate. €3 Pod#H —# —# 89schema > & T € &8
E0)F LR EE apiversion ## kind FH o

% 9b 4 T 2 4rPod# Bl > Deployment ¥ 49 pod template 4 41 48 & i& % #label (T
Z R L Abcontroller€£ £ 7 » % Fselector) A& G849 F B ko o

.spec.template.spec.restartPolicy TWAXEN Always , R T L&
XA KNG E o

Replicas


https://kubernetes.io/docs/concepts/cluster-administration/manage-deployment/#canary-deployments
https://kubernetes.io/docs/tasks/run-application/run-stateless-application-deployment/
https://kubernetes.io/docs/tutorials/object-management-kubectl/object-management/
https://github.com/kubernetes/community/blob/master/contributors/devel/api-conventions.md#spec-and-status
https://kubernetes.io/docs/user-guide/replication-controller/#pod-template
https://kubernetes.io/docs/user-guide/pods
https://kubernetes.io/docs/concepts/workloads/controllers/deployment.md#selector
https://kubernetes.io/docs/concepts/workloads/pods/pod-lifecycle

.spec.replicas AT AZFHK » 8T NZ podk = » KIkAT °

Selector

.spec.selector £ FH » fl k48T label selector » B & Deployment® 3 &)
podit & °

4w RALAEE > .spec.selector 4L/ LA
.spec.template.metadata.labels °* & M EHFHKAPIEL o 4= R
.spec.selector XA MIET * .spec.selector.matchLabels ZKik&

.spec.template.metadata.labels -

f£Pod#templatek .spec.template RFE XA %K EAIT .spec.replicas #L
T H K F 9 ILT » Deployment4 24 #¥labelikselector 7 F] 89 Pod °

AR L BT %A L label 3k X Mselector L B 9 pod » XA i i A
Deployment » 3. # i i3 2 fbController » %]4=ReplicaSet#=ReplicationController °
% M % Deployment 2 %4e €141 4 AT £ B Tl 4 o Kubernetes ~ & FELIE &3 A4
o

4o R1EA % 4~controlleri® 1 7 £ & #9selector * controllerf1zt & ZAa 47 & S & R
EFEGITA o

R

.spec.strategy 18 #89Pod# % w f9Pod#) k% > .spec.strategy.type
T vA5£"Recreate" 3. # & "RollingUpdate" ° "RollingUpdate" & B A4 °

Recreate Deployment

.spec.strategy.type==Recreate i > Zf|Z HIHIPodI W& LA A 5
f£ 89Pod °

Rolling Update Deployment

.spec.strategy.type==RollingUpdate Bf » Deploymenti% rolling update 9
7 NEHPod ° T ¥L4EE maxUnavailable #» maxSurge k4% rolling
update #4£ o


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels
https://kubernetes.io/docs/tasks/run-application/rolling-update-replication-controller

Max Unavailable

.spec.strategy.rollingUpdate.maxUnavailable &% &M » R k48 /£
FFRIRPIRT APodi R KEKZ o BT AL —MNEE (H]45) » LT A2
ZPod&% A5 (Fl4210%) B THH B 8@ TERE © 4o
% .spec.strategy.rollingUpdate.maxSurge H#OHB » XAMETRTIAAQ o KA
f A1 o

Bl4e » % AE% E 30% * & #rolling updates & &9 ReplicatSet¥4 & 5 Bp 45 & 2| 1 &
f9Pod#k Z 8970% ° #749Pod ready/s * 4 4 #7849 ReplicaSetty 4™ & » & 9
ReplicaSet& it — ¥ 45 & » AR A28 69 BT A B 2] T AR 89 Pod % £ £ ¥ 52 1 % Pod
HEHT0% °

Max Surge

.spec.strategy.rollingUpdate.maxSurge & *T#&EEMR » A REET AR
B2 Pod K Z R MK o BT UAE—MEAE (Hl405) A L2 d9Pod %k
T E 5L (Fl410%) ° % MaxUnavailable AOB %A ARTIAAN0 o L B 4
Pt F 6 4 x4 6 B BUEE o BRI A

B4 > ZAEZ E 30% * & Fhrolling update s #7 #9ReplicatSet!¥ & L Bpdr & » #7142
Pod#9 & % T 4E A8 i %2 69Pod 4k £ 69130% ° W B9Pod# A 425 » #7 89 ReplicaSet

Ky % 0w 8ReplicaSeta# —F 4 % #aIR A IR 69 BT A B %] BT A 69 Pod %k

A R oA ZE Podi £ 69130% °

Progress Deadline Seconds

.spec.progressDeadlineSeconds & &EER » kG2 £ LAARE
Deployment#9failed progressing ——#& 3L A resource 89K &
¥ type=Progressing ~ Status=False -~
Reason=ProgressDeadlineExceeded AT *] XA £F 89 Deploymenti# 1T 6947 4 o
Deployment controller4 4k 4: & X %Deployment © Ak » ZL AT BHERE »
deployment controller/ S 2| X f K BB L& B HEIR o

R R E RS 0 %ML KT | spec.minReadySeconds °

Min Ready Seconds


https://kubernetes.io/docs/concepts/workloads/controllers/deployment.md#failed-deployment

.spec.minReadySeconds & —ATB ER > k48 XA ETE S crasht)
Pod 4k 4 A& 7T K & 8 5 5 2% o BIAZ0 (Pod/Eready/s st &k A & T A
KRE) o #—F T B A1+ 2 BPod &Ik A Zready K& » £ 1 Container
Probes °

Rollback To

.spec.rollbackTo &—/A7TALA &N > k& EDeployment™ i g & & o &
B RS RRR C R BREBTRE » BERRHATR o

Revision

.spec.rollbackTo.revision A&—AN T &E ER » F k4% € =38 2] &revision °
KINAOD » Fh A iR 5] E— 4 revision °

Revision History Limit
Deployment revision history 7 fi /2 & #% 4| #)ReplicaSets ¥ °

.spec.revisionHistoryLimit A&—ANTT&EEZN » F K48 2T ARG 699 89
ReplicaSet# & o % A4 H & T v Deploymentty 51l R 4o £ T 1 o o RZAER A X
B 8915 » BINFTA @ 8 Replicaset R 2R G » 4 R G4 LetedF > &

Al kubectl get rs &FH#H o &/ Deploymentt % fic & 4% & 7 /£ ReplicaSet
F o R —EEM 46 B 69RepelicaSet » & 89 Deploymentst £ % A =1 1 5] AR A~
revison 7T °

4o R ARG %AEXE A0 0 BT A B4 0/ replicatyReplicaSet#R 244 Ml & o 42 415 5L
T » # 9 Deployment rollout & ik #44 » B A revision history#F# A 3242 T o

Paused

.spec.paused & AT LA E R > booleantd o Jil k48 T H i F 1k B
Deployment ° Paused#= & A paused#JDeploymentX_ 8] 8 — X 3| st A& » F7 A 23
paused deployment ¥ #PodTemplateSpec#) 15 AR 1~ 4 Ak & #7 #9rollout ©
Deploymenti& 4 2 Z_J& 1A 3Epaused °

Deployment &% Xt 4%


https://kubernetes.io/docs/concepts/workloads/pods/pod-lifecycle/#container-probes

kubectl rolling update

Kubectl rolling update & 4% A £ 4169 7 X £ #Pod#=ReplicationController ° 12 &
&A1 75-1% A Deployment » B 4 € & B ARG » F P sml o B A M heddiE > 5] 4o Bp
18 R FH 4B 45 RS AT VAR R BEAT I SRR o

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
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https://kubernetes.io/docs/user-guide/kubectl/v1.6/#rolling-update

Secret

Secretff &2 7 B ~ token ~ BA FHBAIIE B E AL > d A~ F Fde 3 O J IR
A E B 414 R #Pod SpecF ° SecretT L AVolume XA IRF T 269 7 NAE A o

Secretf = XA .

e Service Account : /] k7 IF]Kubernetes API » &1 Kubernetes & 34| » A
2 B #HE & EIPodf /run/secrets/kubernetes.io/serviceaccount A 3k
¥+

e Opaque : base64% 7% # X 69Secret » sk 741k B AL ~ B4 5

e kubernetes.io/dockerconfigjson : Jil k 7 fit #4 & docker registry A 1E45

Aé‘ °
AN

Opaque Secret

Opaque £ A 89 4 3E £ — Mmap £ & » £ Kvalue£base64 % A4 14 5 :

$ -n "admin" | base64
YWRtaw4=
$ -n "1f2d1e2e67df" | base64
MWYyZDF1MmU2N2Rm

secrets.yml

apiVersion: vi1

kind: Secret

metadata:
name: mysecret

type: Opaque

data:
password: MWYyZDF1MmU2N2Rm
username: YWRtaw4=

#A& 0 KT @l EsecretT : kubectl create -f secrets.yml



Sl ZE4FsecretZ e » H A F X kA2 A -

e VI \olumeZ A,
o VIIRETE & 7 A,

¥4 Secretit # ¥ Volume P

apiVersion: vi1

kind: Pod

metadata:
labels:

name: db

name: db
spec:
volumes:
- name: secrets

secret:

secretName: mysecret
containers:
- image: gcr.io/my_project_id/pg:vil
name: db

volumeMounts:

- hame: secrets
mountPath: "/etc/secrets"
readonly:

ports:

- name: cp
containerPort:
hostPort:

¥ Secret3 LRI T P



apiVersion: extensions/vlbetal
kind: Deployment
metadata:

name: wordpress-deployment
spec:

replicas:

strategy:

type: RollingUpdate
template:
metadata:

labels:
app: wordpress
visualize: "true"

spec:

containers:

- name: "wordpress"
image: "wordpress"
ports:

- containerPort:
env:
- name: WORDPRESS_DB_USER
valueFrom:
secretKeyRef:
name: mysecret
key: username
- name: WORDPRESS_DB_PASSWORD
valueFrom:
secretKeyRef:
name: mysecret
key: password

kubernetes.io/dockerconfigjson

TR EHER kubectl 44 k#] 2 A -Tdocker registryihiE 4 secret :



$ kubectl create secret docker-registry myregistrykey --docker-s
erver=DOCKER_REGISTRY_SERVER --docker-username=DOCKER_USER --doc
ker -password=DOCKER_PASSWORD --docker-email=DOCKER_EMAIL

secret "myregistrykey" created.

BT VA B #95 B ~/ .docker/config.json &P & kA

$ cat ~/.docker/config.json | base64
$ cat > myregistrykey.yaml <<EOF
apiVersion: vi1

kind: Secret

metadata:

name: myregistrykey
data:

.dockerconfigjson: UmVhbGx5IHJ1YWxseSByZWV1ZWV1ZWV1ZWFhYWFhYWF
hYWFhYWFhYWFhYWFhYWFhYWFhYWXxsbGxsbGxsbGxsbGxsbGxsbGxsbGxsbGxsbGx
sbGx5eX15eX15eX15eX15eX15eX15eSBshGxsbGxsbGxsbGxsbGOvb29vb29vb29
vb29vb29vb29vb29vb29vb25ubm5ubm5ubm5ubm5ubm5ubm5ubm5ubmdnz2dnz2d
nZ2dnzZ2dnZ2dnzZ2cgYXV0@aCBrzxX1lzCg==

kubernetes.io/dockerconfigjson
EOF
$ kubectl create -f myregistrykey.yaml

f Q| Pod#y it 4% » i 3id imagePullSecrets k35| A RI€|Z &) myregistrykey :

apivVersion: vi
kind: Pod
metadata:
name: foo
spec:
containers:
- name: foo
image: janedoe/awesomeapp:vil
imagePullSecrets:
- name: myregistrykey

Service Account



Service Account/ k77 F]Kubernetes API » e1Kubernetes &l # el & » L4 A &4
# FIPod® /run/secrets/kubernetes.io/serviceaccount B E P o

$ kubectl run nginx --image nginx

deployment "nginx'" created

$ kubectl get pods

NAME READY STATUS RESTARTS AGE
nginx-3137573019-md1u2 1/1 Running 0 13s

$ kubectl nginx-3137573019-md1u2 1ls /run/secrets/kubernetes
.1o/serviceaccount

ca.crt

namespace

token
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StatefulSet

StatefulSet £ 4 Controller /7 Pod &4 — 854718 o € 7T LUK IESR E F= scale 89
B o

1% |l £ 5% : kubernetes contrib - statefulsets » & ¥ &4 zookeeperf=kakfa#y
statefulset& & A= 1% A 5L o

StatefulSet-£ 4 T f# kA KA MR %69 A (22 DeploymentsfReplicaSets-£ 4 £
KRERE M%) » R Apxels:

o BT MFFAAHME » BrPod T #18 E )G 3T A fe 17 Ml 3] 48 Bl 69 A AL 438 » AT
PVC:k % 3L

o HEIM%IrE » BPPod € # 1A K & LPodName#*HostName =~ % » & T
Headless Service (B & 7 Cluster IP#Service) k 5L

o HFHE AR o BPodAA 69 » 230 S A e i IR B ARYE E L
B R AR R AR R #AT (BPIK0ZIN-1 » £ T —/ANPodi& 47 Z A1 AT A Z AT 89 Pod s
MARZRunning#@Ready® &) » & Tinit containers k 5 2,

o A% » A Mk (BPIN-12]0)

M@ 69 & R 3 5 7T VAR BT 0 StatefulSetdr VAT JUASER 4~ 4%, -

o ATEAM%LAzE (DNS domain) #Headless Service
o il T 4] ZPersistentVolumes#yvolumeClaimTemplates
o T L B4k A ) StatefulSet

StatefulSet ¥ 4 /~Pod#IDNS# X 4 statefulSetName-{0..N-

1}.serviceName.namespace.svc.cluster.local ° £+

e serviceName #Headless Service®).%

e 0..N-1 APodFTf /55 » IO 4 ZIN-1

statefulSetName # StatefulSet#) %

e namespace ARk %P7t 6ynamespace ° Headless Servic#e StatefulSetss /i 72

8 F] #namespace
.cluster.local # Cluster Domain

i¢ F StatefulSet


https://github.com/kubernetes/contrib/tree/master/statefulsets

StatefulSet E A TAHAUATEAR S AT RO A :

e - E o
T FRACHEE o

HF o AR HEHEE Fo scale o
A B o ARHEHM B An £k o

5
HF > BRI % o

EEXF > REA Pod (Zd) AEFHEAMRGREH o R ARSI E 2T
148 X BIAFIRAF ~ AT F ~ M A scale » W R %AE AR —A LIRS S K6y
controller k3% & & A A5 » #l4e Deployment 3 ReplicaSet o 48 # 1& & &89 £ K

I

IR %1

StatefulSet & beta # /& » Kubernetes 1.5 YARTIR AT X ©

2t T 7 A 8 alpha/beta # 78 » AT i@ i £ apiserver X E  --
runtime-config #LAKZEHR o

¢ % Pod # 5 fik oL &1 PersistentVolume Provisioner 43814 K49 storage
class #4TEE > RO EFELRFALBEE -

M & 2, scale StatefulSet ¥ 1~ &Mk 5 StatefulSet 48 X Bk 49 volume ° XA
R T AR R AN 0 I F L A $hE T A 4 % StatefulSet TR & A Hr
18 o

StatefulSets B A% K Headless Service it 3t Pod #9 M & &ty o A Gt iE4)
IR % o

24

Tmag ) PR T StatefulSet F 69 284 o

— A% A nginx 59 headless service * T 1EH] B 23, o

—/AN% A web 8 StatefulSet > B4 Spec F4& T £ A 3 ANEAT nginx & % 49
Pod -

volumeClaimTemplates 1% i PersistentVolume Provisioner #% £ &9
PersistentVolumes 1§ 7 # & 5 fi% -

apiVersion: vi1


https://kubernetes.io/docs/concepts/workloads/controllers/deployment
https://kubernetes.io/docs/concepts/workloads/controllers/replicaset
http://releases.k8s.io/%7B%7Bpage.githubbranch%7D%7D/examples/persistent-volume-provisioning/README.md
https://kubernetes.io/docs/concepts/services-networking/service/#headless-services
https://kubernetes.io/docs/concepts/storage/volumes

kind: Service
metadata:
name: nginx
labels:
app: nginx
spec:
ports:
- port:
name: web
clusterIP: None
selector:
app: nginx
apiVersion: apps/vilbetal
kind: StatefulSet
metadata:
name: web
spec:
serviceName: "nginx"
replicas:
template:
metadata:
labels:
app: nginx
spec:
terminationGracePeriodSeconds:
containers:
- hame: nginx
image: gcr.io/google_containers/nginx-slim:
ports:
- containerPort:
name: web
volumeMounts:
- name: www
mountPath: /usr/share/nginx/html
volumeClaimTemplates:
- metadata:
name: www
annotations:
volume.beta.kubernetes.io/storage-class: anything



spec:
accessModes: [ "ReadwWriteOnce" ]
resources:
requests:
storage: 1Gi

Pod & 1

StatefulSet Pod LA E—8 F 1y » O3EF L REMB Gy Fo e TG - F
WworE 3 Pod Lo FEE (E#) EERMAT AL -

i

st F—AA N A& k8 StatefulSet » & A8 KA 2ol ds T —MNELRF % > £ [ON)
Z g » HYE— o

#& 2 8 M %% ID

StatefulSet P # & 4 Pod M StatefulSet # % #r#= Pod #9573 kA L T E - ik
B EM G XA ¢ (statefulsetB#R)-$(F%k) o L@l THReZE=1%
# web-0° web-1°web-2 # Pod °

StatefulSet =T ¥A4% fl Headless Service k4z#| 2 Pod #93% o sLIR % & 32 69 3% 69 4%
XA $(JR%4A).$(namespace).svc.cluster.local ° &P “cluster.local” &
ERERR o

T B 5 MPodit » B RIR— AN IZEL A DNS T3 0 RAULTH KX © $(pod %
FR).$(FEMER) » L P EERSE G StatefulSet L4  serviceName FHE
>‘L o

VAT & Cluster Domain » A& %% #& » StatefulSet & #f VA & 4= 1 % #f StatefulSet #9
Pod # DNS & #Rr 8 — 25 45] o


https://kubernetes.io/docs/concepts/services-networking/service/#headless-services
http://releases.k8s.io/%7B%7Bpage.githubbranch%7D%7D/cluster/addons/dns/README.md

Cluster Service StatefulSet StatefulSet Domain

Domain (ns/name) (ns/name)
cluster.local default/nginx  default/web  nginx.default.svc.cluster.local \?
cluster.local  foo/nginx foo/web nginx.foo.svc.cluster.local \?
kube.local foo/nginx foo/web nginx.foo.svc.kube.local \?

2% Cluster Domain %1% & & cluster.local FMR3E#4TT HLibmE o

& 2 A ik

Kubernetes # %~ VolumeClaimTemplate #| & — 4 PersistentVolume » L @49
nginx 834 FF » A Pod % &2A —4 & anything Ak L6146 1 GB #1449
PersistentVolume ° %% Pod (Z#7) #&Z2 ¥ AL > volumeMounts iR EG
PersistentVolume Claim #8 % % &9 PersistentVolume ° 5 & * 5
PersistentVolume Claim #8 % 3% & PersistentVolume /£ 7 ¥ Pod 3 StatefulSet #9
B AR R A o 3L F5h TR, o

8 £ 4= Scale #*it

o #fTA N A& K8 StatefulSet » Pod 444 % {0..N-1} 89 54 4] EAn 35 F o

o % M Pod 89BF4% » Jde R if 7k 44 > M{N-1..0}

e *f Pod 4T scale #&AE X AT » € FT A 89 BI1E LA & T Running # Ready #*
X o

o %k Pod BT CHTHBAEZE LML T RAXAKA o

F %44 StatefulSet 89 pod.Spec.TerminationGracePeriodSeconds & .& 4
0°c BHAFLENLBATENEIHM o & —F M8 F45 M 250 1%
StatefulSet Pod °

L@y nginx =H &1 E » 3 A Pod 4% B4 TR AF 41 2 web-0 » web-1 * web-

2 o f£ web-0 & T =478k RAEZAT » web-1 & R M3 E > FIAE S web-1 &
TEZATH R L RE A web-2L T 23 E o R A web-1 EATH KL E » web-2
B#HZ A > web-0 KT > web-2 R4 0 HE web-0 REZ B HLTE
FRERS -


http://releases.k8s.io/%7B%7Bpage.githubbranch%7D%7D/cluster/addons/dns/README.md
https://kubernetes.io/docs/concepts/storage/volumes
https://kubernetes.io/docs/tasks/run-application/force-delete-stateful-set-pod
https://kubernetes.io/docs/user-guide/pod-states

4o R A P i@ 15 4h StatefulSet %k scale 38 % 89 71 » VA4& replicas=1 ° 1]
web-2 & & KL E o £ web-2 R4 K AAMAZ AT > web-1 R #ak o R
web-0 /£ web-2 %L HF AR A XM Z G » 2K web-1 ZEZ AT XK > M web-1
Rtk s RJE web-0 SE£EZATHE GRS o

Pod & ¥ R %

f£ Kubernetes 1.7 72X G iR A » StatefulSet A &2 5 Rk » B B 38 i
.spec.podManagementPolicy FHARIEH 697 — 1% o

OrderedReady Pod % 3%

StatefulSet ¥ & iA1£ f1 69 & OrderedReady pod &3 o €M T 4o b Prafegiy

#47 Pod % 3%

Parallel pod & ¥ %7 StatefulSet controller #4789 58 #h =41k Pod » £ B #
Fo b A Pod AT A2 545 Pod TR BT ARG R &L LRS-

 #HR%

f£ kubernetes 1.7 7= A LR A F » StatefulSet 49 .spec.updateStrategy F#
A5 I8 B B F2 22 A StatefulSet T 89 % % - label ~ resource request/limit
annotation 8% 3h £ 37 o

OnDelete ¥ H REFEMTRE (1.6F0047T) 89474 o %
spec.updateStrategy AifTH » ZZKIAR% o % StatefulSet 8

.spec.updateStrategy.type % &4 OnDelete & » StatefulSet % J?%/]%‘?F
S B EFH StatefulSet T4 Pod o J P 5o/ F M s Pod vAME 124 & & 237
89 Pod » ¥A R B2 StatefulSetty .spec.template AT o

R E A


https://kubernetes.io/docs/concepts/workloads/controllers/statefulset.md#deployment-and-scaling-guarantees

RollingUpdate £ # %% & StatefulSet ¥ 523 Pod &9 & sh & #h £ 47 o %
StatefulSet?) .spec.updateStrategy.type % EZ#4 RollingUpdate & °
StatefulSet 12 #| £ 4 & StatefulSet P #l ik # E# 4| ZHA Pod °» €I A5 Pod &
AR B 89 5 AT (R K8 8B RN FE) » HFREH— N Pode £ EHL
AE XA ¥ FAAEL LHE Pod KA T ARIEE BT

e

T L8 E  .spec.updateStrategy.rollingUpdate.partition skt
RollingUpdate ®# R%G#ITHR o wRIT T 9 R » M & StatefulSet 89
.spec.template E#HH » BAKXKTRFTHrRFENPTA Pod ¥HEH - BA
DT REGFEGPTA Pod % Rtk &4 > BpiEMr e HEHAE - R
StatefulSet # .spec.updateStrategy.rollingUpdate.partition XT3
.spec.replicas * MHA .spec.template & & # & F&453%%] Pod °

ERSZEHFAT  BRFREASRE > 2o REBZHITH)NEEH - EASLE
B BPATH N BEE A » e EFAR -

5 % 4
YA—A~ i F 69nginx R $-web.yam| 4 %] :

apiVersion: vi
kind: Service
metadata:
name: nginx
labels:
app: nginx
spec:
ports:
- port:
name: web
clusterIP: None
selector:
app: nginx

apiVersion: apps/vilbetal


https://github.com/rootsongjc/kubernetes-handbook/blob/master/manifests/test/web.yaml

kind: StatefulSet
metadata:
name: web
spec:
serviceName: '"nginx"
replicas:
template:
metadata:
labels:
app: nginx
spec:
containers:
- hame: nginx

image: gcr.io/google_containers/nginx-slim:

ports:
- containerPort:
name: web
volumeMounts:
- name: www
mountPath: /usr/share/nginx/html
volumeClaimTemplates:
- metadata:
name: www
annotations:

volume.alpha.kubernetes.io/storage-class:

spec:
accessModes: [ "ReadWriteOnce" ]
resources:
requests:
storage: 1G1i

$ kubectl create -f web.yaml
service "nginx" created
statefulset "web" created

$ kubectl get service nginx

NAME CLUSTER-IP EXTERNAL-IP PORT(S) AGE
nginx None <none> 80/TCP im

anything



$ kubectl
NAME

get statefulset web
DESIRED CURRENT AGE

web 2 2 2m

$ kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESSMODES AGE

www-web-0 Bound pvc-d064a004-d8d4-11e6-b521-42010a800002
1G1 RWO 16s

www-web-1 Bound pvc-d06a3946-d8d4-11e6-b521-42010a800002
1G1i RWO 16s

$ kubectl get pods -1 app=nginx

NAME READY STATUS RESTARTS AGE

web-0 1/1 Running 0 5m

web-1 1/1 Running 0 4m

$ kubectl run -i --tty --image busybox dns-test --restart=Never
--rm /bin/sh

/

Server: 10.0.0.10

Address 1: 10.0.0.10 kube-dns.kube-system.svc.cluster.local
Name: web-0.nginx

Address 1: 10.244.2.10

/

Server: 10.0.0.10

Address 1: 10.0.0.10 kube-dns.kube-system.svc.cluster.local
Name: web-1.nginx

Address 1: 10.244.3.12

/

Server: 10.0.0.10

Address 1: 10.0.0.10 kube-dns.kube-system.svc.cluster.local
Name: web-0.nginx.default.svc.cluster.local



Address 1: 10.244.2.10

T ARAT A by A

# ¥E
$ kubectl scale statefulset web --replicas=5

H BE

$ kubectl patch statefulset web -p '{"spec":{"replicas":3}}"'

# BB EH (BWETLHEHE P FHinage » F FpatchkAESLH)

$ kubectl patch statefulset web --type='json' -p='[{"op": "repla
ce", "path": "/spec/template/spec/containers/0/image", "value":"
gcr.io/google_containers/nginx-slim:0.7"}]"

# M rRStatefulSet#"Headless Service
$ kubectl delete statefulset web
$ kubectl delete service nginx

# StatefulSetM IR EPVCE ARG & » FIE T AAL A 69154 F M ik
$ kubectl delete pvc www-web-0 www-web-1

zookeeper

79— A & 481 ¥ StatefulSet & K 2 it 69 7= #] A zookeeper.yaml » Z A T4 A4 94
fg > S IERET R 69 e B 1% A
https://github.com/kubernetes/contrib/tree/master/statefulsets ¥ &3 & & o

apiVersion: v1
kind: Service
metadata:

name: zk-headless

labels:

app: zk-headless

spec:

ports:


https://github.com/rootsongjc/kubernetes-handbook/blob/master/manifests/test/zookeeper.yaml
https://github.com/kubernetes/contrib/tree/master/statefulsets

- port:
name: server
- port:
name: leader-election
clusterIP: None
selector:
app: zk
apiVersion: v1
kind: ConfigMap
metadata:
name: zk-config
data:
ensemble: "zk-0;zk-1;zk-2"

jvm.heap: "2G"

tick: "2000"
init: "10"
sync: "5"

client.cnxns: "60"

snap.retain: "3"

purge.interval: "1"
apiVersion: policy/vilbetal
kind: PodDisruptionBudget
metadata:

name: zk-budget
spec:

selector:

matchLabels:
app: zk

minAvailable:
apiVersion: apps/vilbetal
kind: StatefulSet
metadata:

name: zk
spec:

serviceName: zk-headless

replicas:

template:



metadata:
labels:
app: zk
annotations:
pod.alpha.kubernetes.io/initialized: "true"
scheduler.alpha.kubernetes.io/affinity: >
{
"podAntiAffinity": {
"requiredDuringSchedulingRequiredDuringExecution
R R
"labelSelector": {
"matchExpressions": [{
"key": "app",
"operator": "In",
"values": ["zk-headless"]
3]
I

"topologyKey": "kubernetes.io/hostname"

3]

spec:

containers:

- name: k8szk
imagePullPolicy: Always
image: gcr.io/google_samples/k8szk:v1l
resources:

requests:
memory: "4Gi"
cpu: "1"
ports:
- containerPort:
name: client
- containerPort:
name: server
- containerPort:
name: leader-election
env:
- name : ZK_ENSEMBLE
valueFrom:



configMapKeyRef:
name: zk-config
key: ensemble
name : ZK_HEAP_SIZE
valueFrom:
configMapKeyRef:
name: zk-config
key: jvm.heap
name : ZK_TICK_TIME
valueFrom:
configMapKeyRef:
name: zk-config
key: tick
name : ZK_INIT_LIMIT
valueFrom:
configMapKeyRef:
name: zk-config
key: init
name : ZK_SYNC_LIMIT
valueFrom:
configMapKeyRef:
name: zk-config
key: tick
name : ZK_MAX_CLIENT_CNXNS
valueFrom:
configMapKeyRef:
name: zk-config
key: client.cnxns
name: ZK_SNAP_RETAIN_COUNT
valueFrom:
configMapKeyRef:
name: zk-config
key: snap.retain
name: ZK_PURGE_INTERVAL
valueFrom:
configMapKeyRef:
name: zk-config
key: purge.interval
name: ZK_CLIENT_PORT
value: "2181"



- name: ZK_SERVER_PORT
value: "2888"
- name: ZK_ELECTION_PORT
value: '"3888"
command:
- sh
- -C
- zkGenConfig.sh && zkServer.sh start-foreground
readinessProbe:
exec:
command:

"zkOk.sh"
initialDelaySeconds:
timeoutSeconds:

livenessProbe:
exec:
command:

"zkOk.sh"
initialDelaySeconds:
timeoutSeconds:

volumeMounts:
- name: datadir
mountPath: /var/lib/zookeeper
securityContext:
runAsuUser:
fsGroup:
volumeClaimTemplates:
- metadata:
name: datadir
annotations:
volume.alpha.kubernetes.io/storage-class: anything
spec:
accessModes: [ "ReadWriteOnce" ]
resources:
requests:
storage: Gi

kubectl create -f zookeeper.yaml



¥ 2m 89 1% B L9 Wzookeeper stateful application °

*% T StatefulSet® £ % =414 4 ] github.com/kubernetes/contrib - statefulsets »
2 142 T zookeeperirkafka °

4E 2% 913815 9] StatefulSet 9 Pod

KAVE B — T XM 3% % . f£kubernetes & 2 7131 18 X StatefulSet A /7 #Pod >
AR 2 Je AT 17 7] 31X 2 6g pod %R, 7

7 k& Hpodik Elabel » A& M kubectl expose 53 vANodePortt) 7 X % % 2|
FEEBEINER > A L@ égzookeeperdd Bl TR 0 TaiE A G487 X RREL T
# A~zookeeper¥ & » &7 VL E — A serivce &t & yam| LA o

kubectl label pod zk-0 zkInst=0

kubectl label pod zk-1 zkInst=1

kubectl expose po zk-0 --port=2181 --target-port=2181 --name=zk-
0 --selector=zkInst=0 --type=NodePort

kubectl expose po zk-1 --port=2181 --target-port=2181 --name=zk-
1 --selector=zkInst=1 --type=NodePort

## f£kubernetes & 2 9131 L 7T AR IE pod PT A2 69 ZAUATBR AT 69398 2 k15 9] T o

X
&% zk-0 X Aservice T A E Bl e TLEE

NAME CLUSTER-IP EXTERNAL-IP PORT(S) AGE
zk-0 10.254.98.14 <nodes> 2181:31693/TCP 5m

BRI IL T A4S A BT A 89node F 89 1E4T — AN IP:31693 3k 77 1] X A zookeeper 52
/f§l] o

o

https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/


https://kubernetes.io/docs/tutorials/stateful-application/zookeeper/
https://github.com/kubernetes/contrib/tree/master/statefulsets
https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/

kubernetes contrib - statefulsets

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
2017-11-02 08:43:28


https://github.com/kubernetes/contrib/tree/master/statefulsets

DaemonSet

1+ % = DaemonSet ?

DaemonSet #1% 43 (% —*%) Node LiE47—/ Pod #&| & o %A Node A»
NEBN > e HMATFHIE — 2 Pod ° %A Node M EFFEAS AT » X ¥k Pod L&
K EK o M % DaemonSet 4 &M k€A Z T AH Pod °

1% 1 DaemonSet 9 — sk A ik -

o ZAiTEB 5% daemon » #4= £ H A Node £iE4T glusterd - ceph
o 44 Node Liz 'fTEl E MK E daemon » #l4= fluentd - logstash °
o %/ Node Liz47 ¥ 4% daemon » #l4= Prometheus Node

Exporter ~ collectd ~ Datadog "X - New Relic X3 » 2 Ganglia

gmond °

— AR B R EL > EPTAHH Node LA 5 £ — 4 DaemonSet » J§ 4 AF 4 &4+ %
789 daemon 1£ A o —ANAEME WG RIA T 66T 0 2t 2R 895 R A 4 daemon
1% A % A~ DaemonSet * 12 LA TR 8947 & » Fo/ Rt TR A4 LA LA TR 8 R
#~CPUZ R -

s 5 DaemonSet Spec

4 75

Fe € BT A Kubernetes Bt & —4% » DaemonSet #% apiVersion ~ kind #»
metadata FH o A XEEXHGBRAZE » FRXAE FE LM~ BREZ S Fo i
R o

DaemonSet & & & —/~ .spec BEK °

Pod #Z &

.spec "E—LbFEHFHEL .spec.template °


https://github.com/prometheus/node_exporter
https://kubernetes.io/docs/user-guide/deploying-applications/
https://kubernetes.io/docs/user-guide/configuring-containers/
https://kubernetes.io/docs/concepts/tools/kubectl/object-management-overview/
https://git.k8s.io/community/contributors/devel/api-conventions.md#spec-and-status

.spec.template Z—/ Pod i€tz o €45 Pod EA 4 F & schema® 7T €L
# B2 mATALA apiVersion R kind FH o

Pod & T s/ F- B 9F » 42 DaemonSet T 4 Pod AR 2618 6Lz 5 (&4
pod selector) °

4£ DaemonSet F 49 Pod # b & EAH —/MMEA Always #) RestartPolicy °
AH AT CHME > KIAEL Always °

Pod Selector

.spec.selector FH &= Pod Selector > €45 Job R ¢€ F kY
.sper.selector #RIZZAF ) o

spec.selector RT—MHE » Bdde T AN FHRAM :

e matchLabels -4 ReplicationController & .spec.selector &/& 348
R o

e matchExpressions - AL & hw B 49 Selector > 7T XAl 3 45 € key
value 7| & » AR5 key #= value 7| & 8948 X 69 3 AE4F -

G ERAAFERAME K ZREATHLAND X A o

4w RITT .spec.selector » sb/i5 .spec.template.metadata.labels
AAIRE o do RZA T > BAIBRIRAFN 0 o bR 5 EA16E 69 FITE > N &5
AP| E% ©

42 Pod #9 label & selector L » 3 # B4 AT H €4 DaemonSet ~ s#
Controller (#]4= ReplicationController) * L7 XA&]| Z4E4T Pod © & M
DaemonSet Controller 45k 4 At & Pod & € 4| &5 o Kubernetes 7 4 [ b XA+
Moo =P FE > THRAZE-NLA TR ~ A kMK A Node EF 3612
Pod °

12 f£ 48 ] &7 Node _E:Z4T Pod

WwRIEET .spec.template.spec.nodeSelector * DaemonSet Controller
JE A9 I8 B £ Node Selector # Node E41Z Pod o R AFHF I » T AT
.spec.template.spec.affinity °* /& DaemonSet Controller % /= #t 4% I fc


https://kubernetes.io/docs/user-guide/replication-controller/#pod-template
https://kubernetes.io/docs/user-guide/pods
https://kubernetes.io/docs/user-guide/pod-states
https://kubernetes.io/docs/concepts/jobs/run-to-completion-finite-workloads/
https://kubernetes.io/docs/concepts/workloads/controllers/replicationcontroller/
https://kubernetes.io/docs/concepts/configuration/assign-pod-node/

E Node Affinity #7 Node L4 Pod ° 4= RAR AR ZAA 45 » M DaemonSet
Controller # £ 7 & Node L&]# Pod °

4o & 18 & Daemon Pod

EFHEALT > Pod B4 AMAIE LR & Kubernetes 1 R #4716 367 o Ko »
& Daemon Controller ]2 % Pod &4 # & T £ E L (Pod @l ZIEE T
.spec.nodeName ) ° Et:

e DaemonSet Controller # & %% —4 Node # unschedulable ¥ o
e DaemonSet Controller =T vA4]%Z Pod » BPA& B E RE X AW R o » Xt &R
HAFETEH BB o

Daemon Pod %5 Taint #= Toleration » €144 %A E tolerationSeconds
%9 node.alpha.kubernetes.io/notReady #=
node.alpha.kubernetes.io/unreachable # Taint> mA&|Z LA NoExecute
&9 Toleration ° XA FR T % alpha 414 TaintBasedEvictions /& » &
Node H#L¥ % » M % R » X BT R 2B FRE (4
TaintBasedEvictions #MWAA B » £ARXEHFTTLLRSWFR 24 RAY
NodeController & % 25 4T ) f A% i & » Toleration & R 4&69) o

~

5 Daemon Pod @1z

5 DaemonSet ¥ & Pod #4713 » JLAP T RO N4 T :

e Push : A& DaemonSet ¥ 4 Pod & & Service X% £ # » fl4e ST 3B
B oo CRKHEF i

e NodelP #7 ©4n35 2 : DaemonSet F 47 Pod =T ¥A4% ] hostPort ° M =] ¥A
# 1¥ Node IP 7% 5] 2] Pod © & P s gl it A 7 ik o3& Node IP 7| % » /A A&
T AL T VA FmiE o5 o

e DNS : 4|22 £ % 48 F] Pod Selector 8 Headless Service » & Jg i@ 4% A
endpoints % /R I DNS # % 3] % A A 12 % %k X 3L DaemonSet °

e Service : 4| £ # 48 Fl Pod Selector & Service » #1% % Service 5 ¥ %] &
ML Node L85 daemon ° (& A %17 9] 2] 4§ € Node)

¥ # DaemonSet


https://kubernetes.io/docs/concepts/configuration/assign-pod-node/
https://kubernetes.io/docs/admin/node/#manual-node-administration
https://kubernetes.io/docs/concepts/configuration/assign-pod-node/#taints-and-tolerations-beta-feature
https://kubernetes.io/docs/user-guide/services/#headless-services

4o £ 1457227 Node Label * DaemonSet ¥ sz %] &) # IS &e._E 4 Node #s42 Pod » [ B
M) Bt &k Ik B k49 Node £ 49 Pod

T A5 % DaemonSet £]7Z ) Pod ° A » RAF* Pod 8T A FHE#AITEH - %
T X Node (B4 A AR 694 A7) 6|28 » DaemonSet Controller i &% A i
M EAEAR o

T UMk — 4~ DaemonSet ° 42 4% Al kubectl 48 % --cascade=false ik

> W Pod ¥ A% E £ Node L o RJE T A4 2 LA T F A 4997 DaemonSet °

B A 7 B AR 69 % DaemonSet 4 #5784% 38 3 Label I A21R 5 Fﬁ?ﬁ TR 5

Pod o & 1 & B R M ke o BiiE A452 LB T Pod A4k o 3 Mk Pod &4
M % Node » =T ¥A 5% 4l 6| #7469 Pod °

£ Kubernetes 1.6 X AB R A » [ A& DaemonSet £ #4772 7 7H %% o

init B A~

BT g8 12 A4 —/ Node £ B % daemon # 42 (4]4= » 4% A
init ~ upstartd ~ & systemd ) ° XIFFIHF > K@ T DaemonSet kiz
TR} ARE o T — 474

o Gt MBRE—H# » &N daemon REUIEFETE R TRT -

e 4 daemon F= i A 3% i AR B 9B B 5 5 A= LB (4= Pod #
# ~ kubectl ) e

o Kubernetes & khrR AT 484 X #F 2t DaemonSet €12 Pod & Nodet% TAF %
BATEAR o

o ERB/ZIREESR FiEFIT daemon » AE453E e daemon AR IR H 8918 &M o
R X )&A—%ngag‘?@ﬁ daemon ° 123 T 56/ Pod FE4T (Hl4e » BiE
AT Docker B #) -

#* Pod
ThE A E Pod > Rl LEH 424 Node £ - A » DaemonSet %

T & TAEAT IR A M B R &k 69 Pod ° #]42 Node & ~ #]47% B4EdP » tbde
Fadtsg o M TREARMA » KA1~ %4 DaemonSet 71 & £ 1k 4] Pod °

# % Pod


https://kubernetes.io/docs/tasks/manage-daemon/update-daemon-set/

E’cT A E MR X T %S LA REHE Pod % B %% Kubelet AT 41, ©
X Pod #ARA 74 Pod ° 1% DaemonSet » # & Pod &% kubectl ## &
Kubernetes API & F 5% % ¥ o # & Pod F &k #i T apiserver » X145 €12 £5 2

HEGERLTIEFTAM o mA > KEk# A Pod TREAWE 747 o

Replication Controller

DaemonSet 5 Repllcatlon Controller JE% X4 » €147 48481 2 Pod » X % Pod #f
BAFRE ML (B4 > Web RE 5 ~ BREIREE) o ARKRSEY
Service 1% R Repllcatlon Controller » 1% frontend » £ I3 & KRG K ZHATY 4 & ~
HIPR > WX TH#dES Pod BT E XN EIM LR ERF S o £ Pod &
3\4Tii/fariék4%/£imi s FEELETHEEPOd B3 > SRXABIRAEF ﬁé‘é—ﬂj‘ ’
k2 %A% F Daemon Controller °
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https://kubernetes.io/docs/concepts/cluster-administration/static-pod/
https://kubernetes.io/docs/user-guide/replication-controller

Service Account

Service account’J Pod ¥ # # #2124 & iy 12 &, o

A A& % T Service Account ¥3)A P 18 & » & 218 d % . Service Account 7 &7
T o

A& AU 6 X T Serivee Account 89474 A F % 542 B Kubernetes *il B
BT ABEREBROFRAT A A - B EBRETERTREAGHEREYFAR
LEE o EAERLT RIS TR REM o

L& (EARP) HREE (Bl4{g A kubectl 4 ) B > apiserver &% f8iA1E
A — A4 E 89 User Account (B AT % & admin * RFELOAAETERALLT
ERRE) o Pod &F T 9@ AT L apiserver Bk & o & &A1& % % apiserver
By EFAR o BT SHAE A —AN4F 89 Service Account (#l4= default )

1¢ K KA 8 Service Account 77 7] API server

% 501 2 pod 898 1Z » 4 R B R A 35 € — A service account © A2 B HIFEG
%pod #8 Fl 89 namespace T A £ 159k —4 default service account o %= & &5k
BR8] 22 89 pod 89744 json & yaml 13 & (#l4=1% ] kubectl get
pods/podename -0 yaml wh) o B A E spec.serviceAccountName F#& &

%% B A automatically set °

&= A4 pod F 1% Al B 504 % 49 service account ik k7 ] API > 4= Accessing
the Cluster  ATH5 3t o

Service account & & &8 4% BAF 17 5] AP & 7F 7T Bk T 1848 F 8 32 A0S 1 A0 5ok o

f£ 1.6 VA ERRAKTP » BT AZLIFEUE A serivee account B i 23% APl &k » 25
fx service account ¥1% & automountServiceAccountToken: false


https://kubernetes.io/docs/user-guide/working-with-resources/#resources-are-automatically-modified
https://kubernetes.io/docs/user-guide/accessing-the-cluster/#accessing-the-api-from-a-pod
https://kubernetes.io/docs/admin/authorization/#a-quick-note-on-service-accounts

apiVersion: vi1
kind: ServiceAccount
metadata:

name: build-robot
automountServiceAccountToken:

A 1.6 AERRAT » BT A%ERBIE £/ pod 89 APl RIiE A #HHE K -

apiVersion: vi1

kind: Pod

metadata:
name: my-pod

spec:
serviceAccountName: build-robot
automountServiceAccountToken:

4= 3% f£ pod ## service account ¥ Fl&f#% & T automountServiceAccountToken
,pod HEFHKERLESZ o

1% % /~Service Account

# namespace T A H —ANEKILNEG ML default &9 service account FR °

85T VAAE B VAT 4043 iE namespace T #F7 A serviceAccount % /& °

$ kubectl get serviceAccounts
NAME SECRETS AGE
default 1 1d

& 5T AR IX A2 4] 2 — 4> ServiceAccount *f £ :



$ cat > /tmp/serviceaccount.yaml <<EOF
apivVersion: vi
kind: ServiceAccount
metadata:
name: build-robot
EOF
$ kubectl create -f /tmp/serviceaccount.yaml
serviceaccount "build-robot" created

4o R A8 B4 T 89 service account *t % 69 T & B4z & -

$ kubectl get serviceaccounts/build-robot -o yaml
apiVersion: vi1
kind: ServiceAccount
metadata:

creationTimestamp: 2015-06-16T00:12:59Z

name: build-robot

namespace: default

resourcevVersion: "272500"

selfLink: /api/vl/namespaces/default/serviceaccounts/build-rob
ot

uid: 721ab723-13bc-11e5-aec2-42010af0021e
secrets:
- name: build-robot-token-bvbk5

RE %A B A —A token ©.2 8 # 4] » 4% service account 3] A °
& e R 3 ARIEE R 14 service account # AL o

1% & 3F Bk 89 service account * R % /& pod #) spec.serviceAccountName
B+ namek E 4 & Z 8 service account % FBP 7T o

f£ pod &1 Z X 41 service account #Lob M &2 F /£ 0 TN R ZIGHIELS o
& 48 2 %7 24 2 89 pod 49 service account °

89T VA7 22 service account * @ T BT -

$ kubectl delete serviceaccount/build-robot


https://kubernetes.io/docs/admin/authorization/#a-quick-note-on-service-accounts

F %1 4] Z service account #] API token

BEEANCEAH T — /4 ELIR 3] 69 4 4 “build-robot” #) service account » &A1
4| # — A 37 8 secret ©

$ cat > /tmp/build-robot-secret.yaml <<EOF
apiVersion: vi1
kind: Secret
metadata:
name: build-robot-secret
annotations:
kubernetes.io/service-account.name: build-robot
kubernetes.io/service-account-token
EOF
$ kubectl create -f /tmp/build-robot-secret.yaml
secret "build-robot-secret" created

A AR T AR T #7422 49 secret B, T “build-robot” iX /> service account /& &
% API token °

BT B &R 1 £ 8 service account % token % 4% token controller F ¥ 4% o

$ kubectl describe secrets/build-robot-secret

Name: build-robot-secret

Namespace: default

Labels: <none>

Annotations: kubernetes.io/service-account.name=build-robot, kub
ernetes.io/service-account.uid=870ef2a5-35cf-11e5-8d06-005056b45
392

Type: kubernetes.io/service-account-token

Data

ca.crt: 1220 bytes
token:
namespace: 7 bytes



EEZAE P token AL T o

A service account #+/e ImagePullSecret

B % 0 4l —/ imagePullSecret » ¥ L Z o

RIG > FINT A o 4o

$ kubectl get secrets myregistrykey
NAME TYPE DATA AGE
myregistrykey kubernetes.io/.dockerconfigjson 1 1d

RJG » 15 P namespace T 89 Bk service account 1%l % secret 1F 4

imagePullSecret °

kubectl patch serviceaccount default -p '{"imagePullSecrets": [{
"name": "myregistrykey"}]}'

ViREZARFPFZTFHRE :


https://kubernetes.io/docs/concepts/containers/images/#specifying-imagepullsecrets-on-a-pod

$ kubectl get serviceaccounts default -o yaml > ./sa.yaml
$ cat sa.yaml
apiVersion: vi1
kind: ServiceAccount
metadata:
creationTimestamp: 2015-08-07T22:02:39Z
name: default
namespace: default
resourceVersion: "243024"
selfLink: /api/vil/namespaces/default/serviceaccounts/default
uid: 052fb0f4-3d50-11e5-b066-42010af0d7b6
secrets:
- name: default-token-uudge
$ vi sa.yaml
[editor session not shown]
[delete line with key "resourceVersion"]
[add lines with "imagePullSecret:"]
$ cat sa.yaml
apiVersion: vi1
kind: ServiceAccount
metadata:
creationTimestamp: 2015-08-07T22:02:39Z
name: default
namespace: default
selfLink: /api/vl/namespaces/default/serviceaccounts/default
uid: 052fb0f4-3d50-11e5-b066-42010af0d7b6
secrets:
- name: default-token-uudge
imagePullSecrets:
- name: myregistrykey
$ kubectl replace serviceaccount default -f ./sa.yaml
serviceaccounts/default

A > BT A % 3 namespace T # 412 #) pod # spec PH A b TAHZE :

spec:
imagePullSecrets:
- name: myregistrykey



https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-

account/
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ReplicationControllerf~ReplicaSet

ReplicationCtronller A sk 28 4% 2 35 52 A 69 &) A #ks LARBEL T P 2 LW 8] AR $k > Bp
WRAEEFFEE  2AFHREHYPodRBNK s AR FFZHEEANES LS
B % =K o

A£ #7 IR A 89 Kubernetes F Z U1 Al ReplicaSet sk BLXReplicationCtronller ©
ReplicaSet#kReplicationCtronller’2 & A 69 R F » R 2% FF—# > F A
ReplicaSet X # % & X #9selector °

% A ReplicaSet ™ vA %k 4% A » 12 — A% 3% L 2 34 | Deployment % B # & %
ReplicaSet » A 3t £ & 42 SR EALALH 69 TR Z P (thdeReplicaSet T+ X
rolling-updatef2Deployment X )

ReplicaSet %/ :

apiVersion: extensions/vlbetal
kind: ReplicaSet
metadata:

name: frontend

spec:

replicas:

selector:
matchLabels:
tier: frontend
matchExpressions:
- {key: tier, operator: In, values: [frontend]}



template:
metadata:
labels:
app: guestbook
tier: frontend
spec:
containers:
- name: php-redis
image: gcr.io/google_samples/gb-frontend:v3
resources:
requests:
cpu: m
memory : Mi
env:
- name: GET_HOSTS_FROM
value: dns
# If your cluster config does not include a dns servic
e, then to
# instead access environment variables to find service
host
# info, comment out the 'value: dns' line above, and u
ncomment the
# line below.
# value: env
ports:
- containerPort:
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Job

Job fi FT ik FAL % 5 BPARIMAT—RME S > CIRIEILL L S 89— AR % MPod &
ook

Job Spec#s =\

e spec.templatet& X\l Pod

e RestartPolicyfx % #Never# OnFailure

o ¥ ANPodif » BIAPod R H E4T /6 Job P 4

e .spec.completions #x&Job% R F BRI EATIPodNEK 0 BRI A1

e .spec.parallelism 47 & FFATE4T89Podeg N4k » EKIA A1

e spec.activeDeadlineSeconds #%& &M Pod&) &Kk KB ] » A8 3 i AA
JA] TR 4 4k 4 F X

—Af 86T

apiVersion: batch/vi1
kind: Job
metadata:
name: pi
spec:
template:
metadata:
name: pi
spec:
containers:
- name: pi
image: perl
command: ["perl", "-Mbignum=bpi", "-wle", "print bpi(20
00)"]
restartPolicy: Never



$ kubectl create -f ./job.yaml

job "pi" created

$ pods=$(kubectl get pods --selector=job-name=pi --output=jsonpa
th={.items..metadata.name})

$ kubectl logs $pods

3.141592653589793238462643383279502. . .

Bare Pods

Fii 18 Bare Pods-Z 48 B 4% fl PodSpeck 6| & #9Pod ( BP 1~ /£ ReplicaSets &4
ReplicationControllerty & 2 2 T #Pods) ° X ¥PodZNodeEZ B E T4 AHE
R > 42Job & 6] 1 #7 69 Pod 4k £ 4E % o BT VA » #7542 Fl Job &k # X Bare Pods » Bf
& & m R EE—/Pod °
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CronJob

Cron Job & ® & T i A 49 Job » Bp :

o JA MM 45 T B A B B AT

— A~ Crondob *t % X 44T crontab (cron table) X# ¥ & —47 - CRIE 89T
T B A R E AT — A Job 0 B X T % # Cron o

GIR:E ia

% 1% F 89 Kubernetes %% » le A >= 1.4 (2t ScheduledJob) °>>=1.5 (x¢
Crondob) » % &% API Server (54 7 #2715 & % 1 AP Ak RICE 543
&) B B3 fF# % - -runtime-config=batch/v2alphal=true T ¥AJ )3
batch/v2alpha1 API -

A6 R ke TR PTR

o fxth #ut A R Job EAT
o QIIERIMIMEELTE) Job > Blde BB &ty ~ KA IRAF o

CronJob Spec

e .spec.schedule : A » LFFE » HEEFETRAL > #&XF Cron

e .spec.jobTemplate :Job #ik > LFFH » BT FRETHES » BXF
Job

e .spec.startingDeadlineSeconds : & # Job 89K (#% %) » HZFHK
ARG o de R A AEATR A Mm45E T AR E A1) 5 AR 2 44 AT BT ] 89
Job EAKIR A A KM o e REFIG T » WEA MR

e .spec.concurrencyPolicy : H&XR% s ZFRALAETHY o CIE T L=fT
%L 324 Cron Job &1 #) Job 897 K #AT A AHIEE T @ R% F o9 —F :
o Allow (ZKik) : AHFHFXE4 Job
o Forbid : ZWHKET R —NEEA TR WNEFERLTT—4


https://kubernetes.io/docs/concepts/jobs/run-to-completion-finite-workloads/
https://en.wikipedia.org/wiki/Cron
https://kubernetes.io/docs/admin/cluster-management/#turn-on-or-off-an-api-version-for-your-cluster
https://en.wikipedia.org/wiki/Cron

o Replace : A ZATE/LE4T69 Job > Al —AN#7 69 kB
EE 0 SAT RS R AL AT R —4 Cron Job 41 # &) Job ° =% % £ % A Cron
Job » ©N1EIE# Job XA & A AFH L EAT -

e .spec.suspend :HAL > BLFHLELTHLG - wRLEHN true ° BEH
HWATA WA o €3t LR HATH Job AR - KiAMEA false o

e .spec.successfulJobsHistoryLimit #=
.spec.failedJobsHistoryLimit : /7 £ R%|» T HGFH - NPT
TARE % 7 AR RIAY Job e

FRINE A RH » BTA R A2 k89 Job AR 248K Y - A » % E4T—A Cron
Job B » Job T A R esiiEARiR % 0 B R E XA AF A o % E R 644
A0 AFREAE Job TmEFE T 2WERYE o

apiVersion: batch/v2alphail
kind: CronJob
metadata:
name: hello
spec:
schedule: "*/1 * * * *U
jobTemplate:
spec:
template:
spec:
containers:
- name: hello
image: busybox
args:
- /bin/sh
- -C
- date; echo Hello from the Kubernetes cluster

restartPolicy: OnFailure

$ kubectl create -f cronjob.yaml
cronjob "hello" created

%R s AT VA kubectl run k4|2 —/~CronJob :



kubectl run hello --schedule="*/1 * * * *" __restart=0nFailure -
-image=busybox -- /bin/sh -c "date; echo Hello from the Kubernet
es cluster"

$ kubectl get cronjob

NAME SCHEDULE SUSPEND ACTIVE LAST-SCHEDULE
hello /1 oFox o False 0] <none>

$ kubectl get

NAME DESIRED SUCCESSFUL AGE
hello-1202039034 1 1 49s

$ pods=$(kubectl get pods --selector=job-name=hello-1202039034 -
-output=jsonpath={.items..metadata.name} -a)

$ kubectl logs $pods

Mon Aug 29 21:34:09 UTC 2016

Hello from the Kubernetes cluster

$ kubectl delete cronjob hello
cronjob "hello" deleted

Cron Job %]

Cron Job £ 4R B Z EATH B ;] Kk 24122 — A Job 3t % o RATZ AT VA KR
’ %f@ﬁ%ié@%%ﬂf%%m%%/\ Job s HEF—/ Job A E A o KATER
YR A ZFIER AL TR T AR o Fk > 8122 Job B %A TEF o

Job HRIE TR Z ) Pod 89 7-4TE » ft 5+ XA 2 Pod » 3k k<X —4 Pod 4
I X &K ° Cron Job AL R & k4# & Pod °

M % Cron Job

— B2 RAEEE CronJob > A #MTAE A kubectl “4M%E



$ kubectl delete cronjob hello
cronjob "hello" deleted

XW AU E AW Job o A 0 BATH Y Job F IR Ak &k o RAMR Job K
CA18 Pod ° 4 T FHHEA L Job = Pod » F % 7] 1% Cron Job 4] # 8 A< Job »
Rig M el .

$ kubectl get jobs

NAME DESIRED SUCCESSFUL AGE
hello-1201907962 1 1 11m
hello-1202039034 1 1 8m

$ kubectl delete jobs hello-1201907962 hello-1202039034 ...
job "hello-1201907962" deleted
job "hello-1202039034" deleted

— 2 Job #H Mtk > &1 Job @178 Pod dL MM Ik o % 0 FTA @4 A “hello” 89
Cron Job &% 9 Job & VAR 4 5 4F $ “hello-” #4744 o 4o R ZM R % AT
Namespace ¥ 8974 Job » T il id 44 kubectl delete jobs --all %]
M R eAT o
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Ingress f# 47

X & kubernete & 7 X 4% F Ingress Resource 89 &11F » & @ 69 = &3 2| 4% A Traefik
k) Ingress controller » SLE R B4 T JLA4a X ek 3 o

K&

ERABELEPHRELED — S h AT R ARG RIE > AT ik £ 8L
BNV BRKEFFT

o % : Kubernetes & #f ¥ 89— & M I AL A JE BAM ©

o %  fiTlInternethy K3& )5 893 & » X Zkubernetes® 2 89 T 21+ FH ® ik o

o UHRBEE I AFEFEBHPATH KRB EE o XTI ZREH D
TR B AR X o

o REM%  —MFH R EEEE > T RIEKubernetes M %1% 7 52 LB &£ 7 6938
S o FEM %6 5 846 0verlayE A 89 flannel F2 A TSDN#OVS o

o % 1 Mir & %4 5 4718 — Apod & A B9Kubernetes/lt %  Fh3E 5 A BLAA »
% MR 1B T AR SRR W 48 P AR T 38 3 R P37 19 o

f+ 4 ZlIngress ?

WEHILT » servicefrpod R T /£ £ A AR M & 1 8 LIP3 17 18] o T A 3]k 4 5+
BRUBHAREREEF ARG LD LT o MBS LD » TRET @A

internet

[ Services ]

Ingress A& & AN b E 3£ B ik EBEIR S 09 N £ o


https://kubernetes.io/docs/concepts/services-networking/ingress/
https://github.com/containous/traefik
https://kubernetes.io/docs/admin/networking/
https://github.com/coreos/flannel#flannel
https://kubernetes.io/docs/admin/ovs-networking/
https://kubernetes.io/docs/user-guide/services/

internet

[ Ingress ]

[ Services ]

R 7T A% Ingress e & 4= B 7036 7T 17 | A9URL ~ i #3987 ~ SSL ~ AT L Mreg i £
#LEF o P i EPOST Ingress # 7% 2| API servery 7 & % Kingress ° Ingress
controller fi 3t 52 #ingress » @ F4E A G B -FHE » €& T AR E @ 5% b Fo LA E]
S0 BA BT AHAZ XA RAF o

Sk M

f£1% FlIngress resourceX A » A L% 5T AT @ LA F 1  Ingress-Ebetahk Ay
resource > 7 kubernetes1.1X &£ & A © R & Z— Ingress Controller k&
M Ingress ° FHEZE— Ingress RAIEMESL o

GCE/GKE & 2master ¥ & L3¢ & —4ingress controller o 7% ¥A £ —A~pod F 4F F
£ & A B & L#ingress controller o R 54 iE # 3annotate & Ningress » tde 217
% /~ingress controller #= % Hglbc.

7 T AR B4 H1E T Ingress controllerégbetaii A R 4| o £ JEGCE/GKE# FR3g F » 1R
& & f£pod F <[ F — ~controller °

Ingress Resource

& b8 Ingresst & :


https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-controllers
https://github.com/kubernetes/ingress/tree/master/controllers/nginx#running-multiple-ingress-controllers
https://github.com/kubernetes/ingress/blob/master/controllers/gce/BETA_LIMITATIONS.md#disabling-glbc
https://github.com/kubernetes/ingress/blob/master/controllers/gce/BETA_LIMITATIONS.md
https://github.com/kubernetes/ingress/tree/master/controllers

: apiVersion: extensions/vlbetal
: kind: Ingress
: metadata:

name: test-ingress

: spec:
rules:
- http:
paths:
- path: /testpath
backend:

serviceName: test
servicePort:

4o R AR & A B E Ingress controllerst % £ POSTZ| APl server £ AE4T A 4
fie & 1 B

1-447 : 3RKubernetes#y L Afic & — 4% > ingress®) fic & 4. F
% apivVersion ° kind #7 metadata FH o BLE X8 Fm LGS A 2
A, B & % % F» 1% Flresources.

5-747: Ingress spec ¥ &4 B & — Moadbalancerskproxy serverfy Fi A 15 & o x &
BT Ea T —ANEERATA AEE RGN & o B ATingress R X FhttpL
W] o

8-917 : & XhttpAN] &4 A T15 & © —4A host B E’R (tbtefor.bar.com » /£ & 4
BF P HIAAE*) > path F|& (Bdo : ftestpath) » %A path#k %5 —

4~ backend (Fu4etest:80) o /£loadbalanceri% i € 4% & ®lbackendZ &l *» AT A B9 A
shik KA E 5 I BehostA=path ©

10-1247 : JE4= services doc P #8974 » backend&—/~ service:port fJ4
4 o Ingress ) A Z 4% & 2| € FT I B 69 backend ©

ARSE AT HEARNL s Ingress =B FRA SRS 0 EHH R TR TEZ L
apis= o fE BT A RAL T féSkspec ' Kypath IE B 6915 JU T » iF KAL K % ] Ingress
controller®) K1k J& 3% » =T vA48 & & &) # 4 backend °

Ingress controllers


https://kubernetes.io/docs/user-guide/deploying-applications
https://kubernetes.io/docs/user-guide/configuring-containers
https://kubernetes.io/docs/user-guide/working-with-resources
https://github.com/kubernetes/community/blob/master/contributors/devel/api-conventions.md#spec-and-status
https://kubernetes.io/docs/user-guide/services
https://releases.k8s.io/master/pkg/apis/extensions/v1beta1/types.go

A T 4% Ingress E # LAk » £ BF F 540 32 1TIngress controller ° 31X 5 3 #b 3 A 64 42 41
BAE s KA XA eG3EH RAFEH kube-controller-manager —t#|CHF 85—
HRHyET EEHRHNAHEFH o REFHRBFRESH TEHIngress
controller# 8 TEIL—A o THI Ao 3Tl X LK EF| o

F2 AR FH46 AT

VAT SUAS #5387 Ingress R F R 69 — 035 F & h ko MABWEILT > PR
Ingress controllersf & % #F & & AN » 122 KATEZA £ o GCEFnginxiz 4
RO H L T fo il T oo ARIEEF IR ERFTHIA » AEET AL
By iEEF R o

Ingress & #!

¥ Service Ingress

Kubernetes ¥ &4 & /£ — R AT AR F £ Mservice (EFL K7 %) » 1224k1M0
AT LB i Ingressk £ 3, 0 i 48 & — AN & A rule 9 Eikbackend# 7 X ©

ingress.yaml & sLU U4 :

apiVersion: extensions/vlbetal
kind: Ingress
metadata:
name: test-ingress
spec:
backend:
serviceName: testsvc
servicePort:

1% kubectl create -f 448l > AR5 EFingress :

$ kubectl get ing
NAME RULE BACKEND ADDRESS
-ingress - testsvc:80 107.178.254.228


https://github.com/kubernetes/ingress/tree/master/controllers
https://github.com/kubernetes/ingress/blob/master/controllers/gce/README.md
https://github.com/kubernetes/ingress/blob/master/controllers/nginx/README.md
https://kubernetes.io/docs/concepts/services-networking/ingress/#alternatives

107.178.254.228 #t&lIngress controller® 7 5 IIngress 4L 69 1P
b o RULE PR THTH R XL ZIPH A SAEE X5 T BACKEND Ff7) 8
Kubernetes service L °

A ¢ e AT

4o AT @ 44 K 49 AR FE > kubernete pod P 89IP R £ £ BEM B AT N » KN FELELF
%E—NET o L C i Ringress AT H G N L BB A E o EAK
7 — % 5% & T i #9loadbalancer ° 1% fl Ingress fit 9% 4. % 1R ¥ loadbalancerfy /i~ % %

KB 7D Blde > Bl R AR BZZXFG—RE

foo.bar.com -> 178.91.123.132 -> / foo s1:80
/ bar s2:80

R % F— A3 # 8ingress

apiVersion: extensions/vlbetal
kind: Ingress
metadata:
name: test
spec:
rules:
- host: foo.bar.com
http:
paths:
- path: /foo
backend:
serviceName: s1
servicePort:
- path: /bar
backend:
serviceName: s2
servicePort:

1 Ml kubectl create -f 4|# Tingress/z :



$ kubectl get ing
NAME RULE BACKEND ADDRESS

foo.bar.com
/foo s1:80
/bar s2:80

REMR% (s1°82) B4 0 Ingress controllersk &35 #24 — AN L% Ingress 89 4%
g

loadbalancers: 3L o & —# TR JE &3 £ Ingress#9 55 — 7 & %lloadbalancer#y
Hohk o

KT 4 g % L EM
Name-based#) & #L £/ Bl —/NIPRALTIMA % A£G o

foo.bar.com --| | -> foo.bar.com s1:80
| 178.91.123.132 |
bar.foo.com --| | -> bar.foo.com s2:80

T @& ANingress it & T Host header®y /& s#loadbalancery % &% K :


https://tools.ietf.org/html/rfc7230#section-5.4

apiVersion: extensions/vlbetal
kind: Ingress
metadata:

name: test
spec:

rules:

- host: foo.bar.com

http:

paths:

- backend:
serviceName: si
servicePort:

- host: bar.foo.com
http:

paths:

- backend:
serviceName: s2
servicePort:

FKikbackend : — AN & Arulefyingress » e B @ ¥ VAT R 0 BT A R EA I K % 3
— /> ikbackend ° 1R 7T vA ] 1% 477 il #wloadbalancer4= 17 3% 2] 1% M 55 89404 7 @ »
i i 4] — & 5] rulefe — 4~ EKikbackend#) 7 R\ © 42 R 15 Kheader ¥ #host T~ #& 3k
ingress  é9host = & > FF B/ X REGURL T 4 5 1E4T — path L &2 » iR & 4 % &
3|1 89 B ikbackend °

TLS

RV 48 % A TLSAA A Ak § i secretkhm FIngress ° B A » IngressfX X 3
¥ ATLS#% 2443 » H B ZTLS termination ° 4= RIngress ¥ 89 TLSA B 9452 7
R R 6y EA > M e ARIE A LT SNI TLSY 48 €69 ML (1B4=Ingress
controller X #SNI) £ % AMa R4 o L3475 A o TLS secretd &/ &4 %

A tls.crt #7 tls.key 89848 > X2 @A T A TTLSH e HFoAL4 » filde


https://kubernetes.io/docs/user-guide/secrets

apiVersion: vi1
data:
tls.crt: base64 encoded cert
tls.key: base64 encoded key
kind: Secret
metadata:
name: testsecret
namespace: default
type: Opaque

f£Ingress F 71 Al 1% A~secretds i 4zIngress controlleri® A TLS v % M A & 7 5% 2|
loadbalancer#ychannel :

apiVersion: extensions/vlbetal
kind: Ingress

metadata:
name: -rules-map
spec:
tls:
- secretName: testsecret
backend:

serviceName: si
servicePort:

%A% » &FFIngress controller X ¥ 89 TLS A A X A B /£ £ o H A A
%nginx » GCE RAEAT HAb-F & 4% T Ingress controllerfy sTA% » vA T AETLS /£ 1R 89 21
g ey TAEJRE o

Ingress controller/a # & [t # — 3% | -F BT A Ingress #9 i £ -F#r k1% & - #]4e #

BB HE > BMRETEZF o LHAN R RFEBE (BleFXLE 0 AR
F) B ARAEIngress T AH o AR5 AT vl i service loadbalancer R B X H 7 4g o

A& B ] 89 AL 0 RATTHER K E R T35 -F & 69 5 8 -F#r42 XAe A %l Ingress it R F o

TG EZN A REEERETE %‘%Li;lngress/z\\f’r ’ 4E’Kubernetes“PffE 4T
BRA > Bl SRS TR R A B g RA R R o HEFRH TR E G
VAT R dof T AL e & (nginx » GCE) e


https://github.com/kubernetes/ingress/blob/master/controllers/nginx/README.md#https
https://github.com/kubernetes/ingress/blob/master/controllers/gce/README.md#tls
https://github.com/kubernetes/contrib/tree/master/service-loadbalancer
https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-probes/
https://github.com/kubernetes/ingress/blob/master/controllers/nginx/README.md
https://github.com/kubernetes/ingress/blob/master/controllers/gce/README.md#health-checks

¥ #tlngress

4o 1R 8% %) A Hingress T 38 An— AN #7 89 Host » 4R 7T A % 48 F= £ %7 Zingress :

$ kubectl get ing

NAME RULE BACKEND ADDRESS
- 178.91.123.132
foo.bar.com
/foo s$1:80

$ kubectl edit ing

BB —NEA T GyamI TG ARER » 5208 » 3 hed 9HostEL B o

spec:
rules:
- host: foo.bar.com
http:

paths:

- backend:
serviceName: si
servicePort:

path: /foo
- host: bar.baz.com
http:

paths:

- backend:
serviceName: s2
servicePort:

path: /foo

B4 EHAPI server T &9 it R » X £ Ak Zingress controller € #7 &c &
loadbalancer °



$ kubectl get ing
NAME RULE BACKEND ADDRESS
- 178.91.123.132

foo.bar.com

/foo s1:80
bar.baz.com
/foo s2:80

fe —AME B B9ingress yamI U LR Al kubectl replace -f @4~ —# T Ak 3|
FIAf 8920 % o

35 Bk

ERB L o BHERGASEBHEARAAIIAER - AXFmEL HEA
48 % Ingress controller®y L o A % /& federation &2 F ¥ & Ingress 49 4013 & >
1% % M federation L % o

Kk il

o 3 HALHHTTPS/TLSH#E R %4+ (4=SNI » re-encryption)
o 1At 5 B kH RIPRA TG

o % 4&L447L7 Ingress

e % % #jIngress controller

T IRIEL7FeIngressiproposal » TMA X FREH#GE S m¥F » YLRIngress
repository » T f#H % &#¥Ingress controlleriZ# 9 £ % ¥ mfz & o

A E
RT A AR % A 7 XAk Eserviced T ok #:4% Alingress :

e 1% F Service.Type=LoadBalancer

e 1% M Service.Type=NodePort

e 1 M Port Proxy

o 3FF—4Service loadbalancer X A H R £ % IserviceX 7] & F £ AP » il
it Service Annotations 52 . £ % 4 69 i # F 47 o


https://github.com/kubernetes/kubernetes/pull/12827
https://github.com/kubernetes/ingress/tree/master
https://kubernetes.io/docs/user-guide/services/#type-loadbalancer
https://kubernetes.io/docs/user-guide/services/#type-nodeport
https://github.com/kubernetes/contrib/tree/master/for-demos/proxy-to-service
https://github.com/kubernetes/contrib/tree/master/service-loadbalancer

2.2.14 Ingress

Kubernetes Ingress Resource

% FINGINX Plus i # 39 #rKubernetes /i %

12 1 NGINX #= NGINX Plus %7 Ingress Controller # 17 Kubernetes 9 fi 2% 39 #7
Kubernetes : Ingress Controller with Traefik and Let's Encrypt

Kubernetes : Treefik and Let's Encrypt at scale

Kubernetes Ingress Controller-Traefik

Kubernetes 1.2 and simplifying advanced networking with Ingress

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
2017-11-02 08:43:28

202


https://kubernetes.io/docs/concepts/services-networking/ingress/
http://dockone.io/article/957
http://www.cnblogs.com/276815076/p/6407101.html
https://blog.osones.com/en/kubernetes-ingress-controller-with-traefik-and-lets-encrypt.html
https://blog.osones.com/en/kubernetes-traefik-and-lets-encrypt-at-scale.html
https://docs.traefik.io/user-guide/kubernetes/
http://blog.kubernetes.io/2016/03/Kubernetes-1.2-and-simplifying-advanced-networking-with-Ingress.html

£ 52 ConfigMap s f¢ £ Kubernetes 1.2/ A 09 B 4238 A T » F % 2 AAZ 5 2 KB E

B AT HARRITRTET R REER L o T LR ERZ LT ESdocker mageﬁ%

% 0 AR E TS BL— AN Be B 7k E M — ANimage e ? ConfigMap API% & 4148 4
AR PR AR EAS B HLE ConflgMapT VARE ] kPR 5 3 B bE > LT VA 7‘1%

ﬁ‘xﬁ%‘/}\ﬁéa AR KA JSON=3# 4] Kot % o

ConfigMap# %

ConfigMap API %t /7 Al & #& 7+ key-value pairfic & % ¥ » X 38 T L £ pods Z14%
R SR kA % controller— 4% 69 £ 45 484 75 ik B B %38 o & A ConfigMap3k
Secrets £ » 12 ConfigMap £ 7 & 69 L B RSBz BT/ & o & .
ConfigMaps 7 5% & M Bt & L 69 %X & o ConfigMaps R &1 4 % /~properties ST #
B35 A o ARTT A E M ALINUXA AT /etc B F » FIH kG054 E 469
B & o T @& T » 4 F ConfigMap#t & %k €] ZKuberntes Volumes * ConfigMap
F 69 & A~ data AR & R A — A F A o

kind: ConfigMap

apivVersion: vi

metadata:
creationTimestamp: -02-18T19:14:38Z
name: example-config
namespace: default

data:
example.property.1l: hello
example.property.2: world

example.property.file: |-
property.l=value-1
property.2=value-2
property.3=value-3

data —#%2 45 7 B & %3 » ConfigMap T AR A kR 5 AN Bt > 27T LUR kAR
B —AEE U o BB IR T AR Z AR % Ay 7 XAEPods 24442 1  ConfigMaps =T
AR R %k -


https://kubernetes.io/docs/user-guide/secrets/

1. REF L E A
2. EERBERBEFTAITHRE
3. £ % 4E A 2 @ 6] #Z config L4

R P e £ 4 484 P B4 T v ConfigMap 2 & 74 1% Bt B 3538 o
AR FRAATE@LE > AEI kubectl create configmap -h #9# Bhf5 & F

3. 4 *f ConfigMap % S % 1T 6l i b ko — = 7

Examples:
# Create a new configmap named my-config based on folder bar
kubectl create configmap my-config --from-file=path/to/bar

# Create a new configmap named my-config with specified keys i
nstead of file basenames on disk

kubectl create configmap my-config --from-file=keyl=/path/to/b
ar/filel.txt --from-file=key2=/path/to/bar/file2.txt

# Create a new configmap named my-config with keyl=configl and

key2=config2

kubectl create configmap my-config --from-literal=keyl=configl
--from-literal=key2=config2

@] Z ConfigMaps
T AR R G4 o RS R AR - TR B & k81 Z ConfigMap °

kubectl create configmap

1% B e 7

Ll RANCEANT o — % E X » L 64T RI118E%E 9 ConfigMap )
18



$ 1s docs/user-guide/configmap/kubectl/
game.properties
ui.properties

$ cat docs/user-guide/configmap/kubectl/game.properties
enemies=aliens

lives=3

enemies.cheat=

enemies.cheat.level=noGoodRotten
secret.code.passphrase=UUDDLRLRBABAS
secret.code.allowed=

secret.code.lives=30

$ cat docs/user-guide/configmap/kubectl/ui.properties
color.good=purple

color.bad=yellow

allow.textmode=

how.nice.to.look=fairlyNice

1% R F d g 4T ARl 3 — A @2 B & F BT A L 89 ConfigMap ©

$ kubectl create configmap game-config --from-file=docs/user-gui
de/configmap/kubectl

—from-file 182 £ B T8 PT A LAHAT 24 A £ ConfigMap Z & 4] 22 — M4 4a
2t 0 4RI L FRRAIM L o ERA LG ARE o

1L &A1 kA — T X A4 48] 2 69 ConfigMap :



$ kubectl describe configmaps game-config

Name: game-config
Namespace: default

Labels: <none>
Annotations: <none>

Data

game.properties: 158 bytes
ui.properties: 83 bytes

AT A A B AR A /nkey & Mkubectlds T 89 B & F 89 UHE S o & kkeyd) N E T hE 4
X o BTvAf2kubect! describetg 4 i F » R 4895 A B 4269 5 FAMATEG K]S o do
REEF D4 MEEE > TVAE R kubectl get

$ kubectl get configmaps game-config -o yaml

FATA yaml #B X B fE o



apiVersion: vi1
data:
game.properties: |
enemies=aliens
lives=3
enemies.cheat=true
enemies.cheat.level=noGoodRotten
secret.code.passphrase=UUDDLRLRBABAS
secret.code.allowed=true
secret.code.lives=30
ui.properties: |
color.good=purple
color.bad=yellow
allow.textmode=true
how.nice.to.look=fairlyNice
kind: ConfigMap
metadata:
creationTimestamp: -02-18T18:34:05Z
name: game-config
namespace: default
resourceVersion: "407"
selfLink: /api/vil/namespaces/default/configmaps/game-config
uid: -d66e-11e5-8cd0-68f728db1985

& SHe) 22

Rl A% B Rl 26yt 1Z KA1 —Ffrom-file HEHEZ—NB T RBEHEZH—A
SRR T AN AU F € Z ConfigMap e

$ kubectl create configmap game-config-2 --from-file=docs/user-g
uide/configmap/kubectl/game.properties

$ kubectl get configmaps game-config-2 -o yaml



apiVersion: vi1
data:
game-special-key: |
enemies=aliens
lives=3
enemies.cheat=true
enemies.cheat.level=noGoodRotten
secret.code.passphrase=UUDDLRLRBABAS
secret.code.allowed=true
secret.code.lives=30
kind: ConfigMap
metadata:
creationTimestamp: -02-18T18:54:22Z
name: game-config-3
namespace: default
resourceVersion: "530"
selfLink: /api/vil/namespaces/default/configmaps/game-config-3
uid: f8da22-d671-11e5-8cd0-68f728db1985

—from-file AT VUER %k > ART VUEF B R 9 5135 2 LA 4] P ag AR
AAEE L ARARBEEANAR ZTAE—HH o

& M 5 @18 6] 2

1A X FAERZE » AIA —from-literal 5 # (2R B IR E > BAITUEA %
Ko XwT

$ kubectl create configmap special-config --from-literal=special
.how=very --from-literal=special.type=charm

$ kubectl get configmaps special-config -o yaml



apiVersion: vi1
data:
special.how: very
special.type: charm
kind: ConfigMap
metadata:
creationTimestamp: -02-18T19:14:382
name: special-config
namespace: default
resourceVersion: "651"
selfLink: /api/vil/namespaces/default/configmaps/special-config
uid: dadce046-d673-11e5-8cd0-68f728db1985

Pod ¥ 1% /] ConfigMap

1% Fl ConfigMap % # XIF R T &

ConfigMap T A#& Hl k3L AR E & o A F T @4 ConfigMap ©

apivVersion: vi1
kind: ConfigMap
metadata:
name: special-config
namespace: default
data:
special.how: very
special.type: charm

apiVersion: v1
kind: ConfigMap
metadata:
name: env-config
namespace: default
data:
log_level: INFO



& AT A2 Pod F 1 # 4% ConfigMap :

apiVersion: vi1
kind: Pod
metadata:
name: dapi-test-pod
spec:
containers:
- name: test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "env'" ]
env:
- name: SPECIAL_LEVEL_KEY
valueFrom:
configMapKeyRef:
name: special-config
key: special.how
- name: SPECIAL_TYPE_KEY
valueFrom:
configMapKeyRef:
name: special-config
key: special.type
envFrom:
- configMapRef:
name: env-config
restartPolicy: Never

ZA-PodiEAT /5 24 th 4 T JUAT -

SPECIAL_LEVEL_KEY=very
SPECIAL_TYPE_KEY=charm
log_level=INFO

i ConfigMapi& & 4 4-17 % 4

ConfigMapL =T vA#8 4% il k1% B 5 & F 694 & 34 53l - €12 A 89 £ Kubernetes
89$(VAR_NAME)# #1% % o &A1& T T @i A~ConfigMap °



apiVersion: vi1
kind: ConfigMap
metadata:
name: special-config
namespace: default
data:
special.how: very
special.type: charm

A 7 ¥ ConfigMap F 89 Z A 3|4 S 4T85 3 B @ > KA1E BAL AT @ AR F — 4%
18 IR T EHHER ${VAR_NAME) ° (HFZAKFEHLLDockers &% & IR
B F 0 BT RAE4AZ 00042 2 % X X 3 0 18 i2docker run#d i 4% 45 € -e & 45
AL LTS EF > K JS dockerf) CMD 4 4 4] M #%$(VAR_NAME)i it sed %
5B E X REAFARTEATRE FHHE )

apiVersion: vi1
kind: Pod
metadata:
name: dapi-test-pod
spec:
containers:
- name: test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", "echo $(SPECIAL_LEVEL_KEY) $(S
PECIAL_TYPE_KEY)" ]
env:
- name: SPECIAL_LEVEL_KEY
valueFrom:
configMapKeyRef:
name: special-config
key: special.how
- name: SPECIAL_TYPE_KEY
valueFrom:
configMapKeyRef:
name: special-config
key: special.type
restartPolicy: Never



EATEAPods 2% i ¢

very charm

il 33 L 4E 46 1% Al ConfigMap

ConfigMap+L o YA £ $ 48 & 2 @ 44¢ A » i& £ X M ConfigMap °

apiVersion: vi1
kind: ConfigMap
metadata:
name: special-config
namespace: default
data:
special.how: very
special.type: charm

12 %35 A 2 @iE A 3 ~ConfigMap » A T Fl 89 37 o 3 & AR 89 3k 834 ST IR A\ 43
B EZATHT o AR EIHSL > REREIH AR

apiversion: vi
kind: Pod
metadata:
name: dapi-test-pod
spec:
containers:
- name: test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh", "-c", '"cat /etc/config/special.how"

volumeMounts:
- name: config-volume
mountPath: /etc/config
volumes:
- name: config-volume
configMap:
name: special-config
restartPolicy: Never



ZBATIZANPodiy i i & very o

AT AL ConfigMap 1A 7K e 41 89 348 & E 4= #9642 o

apiVersion: vi1
kind: Pod
metadata:
name: dapi-test-pod
spec:
containers:
- name: test-container
image: gcr.io/google_containers/busybox
command: [ "/bin/sh","-c","cat /etc/config/path/to/special
-key" ]
volumeMounts:
- name: config-volume
mountPath: /etc/config
volumes:
- name: config-volume
configMap:
name: special-config
items:
- key: special.how
path: path/to/special-key
restartPolicy: Never

BT ANPodE B4R A very ©
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Horizontal Pod Autoscaling

K R 8G FRAE R B8 F AR s fe R 0 B4R iznf’I#IJJ*”‘i—«":?\ » P AR A AR
RA R % > 1kservice T #9Pod ™%k B 318 R 7 %ﬁ%ﬁ T Horizontal Pod
Autoscaling T > Bl.% & 3L » {£PodK-F B #h 45724 ° X 1~Object (#Pod -
Deployment—#% 4 £ API resource ) 5% 5z it ik Ikubernetes X T 1% 4% 12 4 #4489
Wi TAREFEFHYET » A TERAHIT » DT LA T LI8F » ZAERRET
T A A LA 68 B SR |

Horizontal Pod Autoscalingzi& A -T Deploymenti»

ReplicationController (ReplicaSet 2 %2 #% ReplicationControllerfX.) » V1A
P Az X FHAREPod I CPUF| A 24 P& » fevialphatk AT » X FARIE A AF R P B
T Emetrich” 45 & o

WRBABETEYOLETALAEL TN THE » AKX EZ ~ AFGEE - ¢4
T ARBABET o

Horizontal Pod Autoscaling &1 API serverf=controller#t F] 5 3, o

Oreate new pods Pod N

LN N<5

Get resource metrics \ / e
CPU(V1)
Memory(v2alpha1) RC/ Deployment

Custom metrics(v2alphal)

E Pod 1 Pod 2

SCEﬂ e kubectl autoscale deployment foo

& --min=2 --max=>5 --cpu-percent=80

4 N

A\

[Resource Metrics API }1—-— HOI’iZOﬂta| Pod AUtOSCﬂIEr

—horizontal-pod-autoscaler-use-rest-clients=true
—-api-server=${AP| server aggregator}

Controller Manager

Source https:Vgithub.com/rootsongjo/kubernstes-handbook

B k - horizontal-pod-autoscaler



Metrics X #

J£ R R A APIF » HPA autoscale Bt o VAR VA T 36 47 sk F| BT -

e autoscaling/v1
o CPU
e autoscaling/v2alpha1
o N#&
o B L metrics
m kubernetes1.642 X 4 B & sLmetrics * 12 & 54/ 72 kube-controller-
manager ¥ & & 4= T & R :
m --horizontal-pod-autoscaler-use-rest-clients=true
m --api-server #§w@kube-aggregator @ XL VA4 il heapstersk
I, 0 38 /2 B Hheapstertg B 4245 € - -api-server=true °
% % kubernetes metrics
o % fkmetrics L4
n HPAAARIE & Mmetricty 481+ F Hscalet9 18 » H 5k K9 ARAE1E A
e &EER o

1% Ml kubectl % 3%

Horizontal Pod Autoscalingff % API resource. 7T ¥2 1% Pod ~ Deployment—#£1%
kubecltd 4% 3 » 1& Al 7 kSR €1 —4 » FREARA hpa °

kubectl create hpa
kubectl get hpa
kubectl describe hpa
kubectl delete hpa

AH—BARE®AZ » TVAHEIEAE A kubectl autoscale B4l 4476975 R4 &
Horizontal Pod Autoscaler °

k4T :


https://github.com/kubernetes/kube-aggregator
https://github.com/kubernetes/metrics

kubectl autoscale (-f FILENAME | TYPE NAME | TYPE/NAME) [--min=M
INPODS] --max=MAXPODS
[--cpu-percent=CPU] [flags] [options]

ARAE] T

kubectl autoscale deployment foo --min=2 --max=5 --cpu-percent=8
0]

71 Deployment foo®] # — /~autoscaler * % Pod# CPUF| f £ ik £]80%#49 & 1% » RC
freplicaZi /2255 7] o %y 4 691F ik Al SUAS Whitps://kubernetes.io/docs/user-
guide/kubectl/v1.6/#autoscale °

Z% %2R A ReplicationControllert| ZHPA#) & » & %1% A rolling update » 125%
2t -F Deploymentk 54 7T ¥4 89 » A % Deployment = #.4Trolling update #9 i 4% & £
# 4] Z #7 89 ReplicationController °

f+ 4 & Horizontal Pod Autoscaling ?

#] 1 Horizontal Pod Autoscaling * kubernetes #t 4% 142 Y M 2| 69 CPU #] A & (3,
# 7 alpha MR AT X692 A 4R- 48 metric) B #1894 & replication controller »
deployment #= replica set °

Horizontal Pod Autoscaler 7 # kubernetes API resource #= controller 9 52 31, o
Resource # & controller #47% - Controller £4&3E WM 2| A P 35 2 &9 B 47 49 CPU
A R & Bl 34398 # replication controller 2 deployment 49 replica X £ °

Horizontal Pod Autoscaler 4= {7 T4F ?

Horizontal Pod Autoscaler & — /™42 % 528 5 3, » #53R F #A &1 controller manager
F 4 --horizontal-pod-autoscaler-sync-period 4= &3 2 (EKIL&Z 30
B) -

£ FEANFHA » controller manager 4 49 HorizontalPodAutoscaler F 5 L4
metric &7 % 24| Al & - Controller manager M resource metric APl (#4> pod &)
resource metric) H# A & L metric APl (AT A #metric) ¥ 3% B metric °


https://kubernetes.io/docs/user-guide/kubectl/v1.6/#autoscale

e 44 Pod # resource metric (#]4= CPU) - controller i i resource metric
API 3R BX HorizontalPodAutoscaler F & L9 &4 Pod ¥ 89 metric © A& » 4=
REET BARA A & > controller 74| Al #9165 & A Pod 8 & & 249
resource request 189 & 5t o e RZE T B Az RAE4E 0 I B IEAL T 2R
metric 44 ° A& controller T AT A B 17 Pod #4] A £ X R4 (B kT A5
T RAREKA) &P > P A AN THAPTE replica HEE - 152
& wR L Pod 89 % & A A % E A X8 resource request * M 4T L
Pod # CPU #| Al £ » 3 H Aucoscaler ¥. 7 & 3% metric KBAEATIEAE o A
X OB F T TARNE S m ¥ 5 AW A ) 4 At U e

o xtT#/ Pod B L& metric » controller % #& £ 4L-T &4 Pod # resource
metric » R & CAE A R4S M A R FA4E o

o #T object metric®* RIEANEZ (MAAFMGE L) » b5 AirE#iTI
B AF e FRTIR AL ER o

HorizontalPodAutoscaler ¥ %] 2 =T VA VA B 4% 1 F] 69 77 X 3% B metric @ B4
Heapster % ¥4 REST & P 5% 15 19 ©

% 1% B B4 49 Heapster % ¥l &t » HorizontalPodAutoscaler &.4%:8 i& APl IR % 5 89
MR % AR F )R & 14 Heapster o & 2 /£ %2 L3 F Heapster 7 £ kube-system
namespace ¥ &A4T ©

HEXRESTEF#iz R EmIZE 55 H AT LES o

Autoscaler 7 17148 & &9 replication controller * deployment 2 replica set %k 48 2 F

Scale &R —MAFEH SR E&| AL FREL SATRSNHE D -

HAGRTFRBOLS my Tl 22 K3 o

API Object

Horizontal Pod Autoscaler & kubernetes # autoscaling API 4% &5 AP| #
Boo ZRTEGRETRAT » R X3F CPU B#¥ %% » -V autoscaling/vi API
IR 3K 2 o

f£ alpha "R A F X HFARE A G4 8 € L metric ' B & > T W
/£ autoscaling/v2alphal F4%%|  autoscaling/v2alphal F 3| X893 F&
f£ autoscaling/vi F &M A annotation &4 69 o


https://git.k8s.io/community/contributors/design-proposals/horizontal-pod-autoscaler.md#autoscaling-algorithm
https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale.md#prerequisites
https://git.k8s.io/community/contributors/design-proposals/horizontal-pod-autoscaler.md#scale-subresource

%T% APl 2t %69 %13 & » 5 % ] HorizontalPodAutoscaler Object e

#£ kubectl ¥ %4 Horizontal Pod Autoscaling

Horizontal Pod Autoscaler = 2491/ APl R —4% » i@t kubectl WAARAEHY
VT

FAVT VA4 A kubectl create 4 4-&|7& — /#7469 autoscaler °

EATTA4E R kubectl get hpa 7| FrA &9 autoscaler » 4 kubectl
describe hpa HRILFmiz & o

WG BATT VAL A kubectl delete hpa Mk autoscaler °

A9 > T AE A kubectl autoscale 44 » 1R42 5 8930 T ¥A4] 22 — 4~ Horizontal
Pod Autoscaler °

4= » #AT kubectl autoscale rc foo —min=2 —max=5 —cpu-percent=80 a

43 7 replication controller foo €] # —/ autoscaler * B 485 CPU #| i &
A& 80% - replica (9 E/NT 25 g o

% T kubectl autoscale ¥ & %12 854K L Z o

R BATI R B 8 B Y B

B A7 £ Kubernetes ¥ » #T w43l 1§ B 4% & 32 replication controller 2.4% 1 deployment
st RMAT R F 0 % deployment st % 4 18 % 32 L &k replication controller °

Horizontal Pod Autoscaler 12 X #J& —#F 7 /% : Horizontal Pod Autoscaler # 48
%] deployment 2t % » €% & deployment 3t % & X -I» » deployment #i 5 % & & &
replication controller # X ]~ o

Horizontal Pod Autoscaler T #&4% i & #£4%1F replication controller # 178 # & #
PP 1~ #&4% Horizontal Pod Autoscaler %¢ 5 2| replication controller » 7% uwi] F 3
(#1424 Bl kubectl rolling-update ) °

R AATER A& > B IR £ 36— 9749 replication controller & » Horizontal
Pod Autoscaler 44 7 2 45 € 2| #7 89 replication controller £ ©


https://git.k8s.io/community/contributors/design-proposals/horizontal-pod-autoscaler.md#horizontalpodautoscaler-object
https://kubernetes.io/docs/user-guide/kubectl/v1.6/#autoscale
https://kubernetes.io/docs/tasks/run-application/rolling-update-replication-controller

X 3 % /> metric

Kubernetes 1.6 F3& 4w 7 L &F KT % A metric 894 B & o &7 vk

Jl autoscaling/v2alphal API #& A&k # Horizontal Pod Autoscaler 45 & % 4
metric > & J& Horizontal Pod Autoscaler controller 4% Az #5 & — A~ metric » # R 1E %
metric $2L— AN #1 #) scale © & F7 A =L Lk K89 AR A scale ¥4E A & 44 scale °

¥ # 8 7 3L metric

2% : Kubernetes 1.2 H#E 4 & T & 427 69 metric » B4 A 4FsREzB G 5
N 0 ¥ T 2t 43489 alpha ¥ o

f£ Kubernetes 1.6 F Ml &% 7 st X iz 889 L 45 > AAH T autoscallng/vzalphal
APl o & AR\ 8 B T L metric 898 ik AT R 423X 5 metric 4§ R T 4t
Horizontal Pod Autoscaler 1% A » % B T 4% € 245 2089 B & 3L metric &9 XART 69 7
AL R £ % Horizontal Pod Autoscaler A7 o

Kubernetes 1.63% 7= T #£ Horizontal Pod Autoscale r 1 i & & 3L metric # X 4% o

&=L/ autoscaling/v2alphal API F 1% A & Horizontal Pod Autoscaler #s/w
B £ 3L metric °

Kubernetes &)z &% 69 B & 3L metric API & £ 348 & B & L metric #9144 o

AT &P

71 7 # Horizontal Pod Autoscaler ¥ 4% i B /€ 3L metric » &5/ 2 R £ B 69
controller manager ¥4 --horizontal-pod-autoscaler-use-rest-clients

R EREA true °© ARG 0 830038234 controller manager # B 4= API server % &
71 API server aggregator (42 --apiserver #=&) - B E &89 controller
manager A i API server aggregator 5 API server ##13 - Resource metric API4=
B & sL metric API L4/ & API server aggregator E#t » o /R b £ 8F L2 4T
&9 API server {24t o

& =T vA4¢ ] Heapster £ 3 resource metric APl » 77 %<4 --api-server #&&
W E A true F1247 Heapster o 3 32 69 48 4F 5L/ 424 B ' L metric APl (A % & &
Umetric AP189 £ % 13 & » T )k k8s.io/metrics repository &4F) o


https://github.com/kubernetes/metrics

2.2.16 Horizontal Pod Autoscaling

i — 3 ] %

e %1+ U# : Horizontal Pod Autoscaling
e kubectl autoscale 44~ : kubectl autoscale
o 1 F145]-F : Horizontal Pod Autoscaler

HPA% 7+ 5T
# : https://github.com/kubernetes/community/blob/master/contributors/design-
proposals/horizontal-pod-autoscaler.md

HPA#.# : https://kubernetes.io/docs/tasks/run-application/horizontal-pod-
autoscale/

HPA# #% : https://kubernetes.io/docs/tasks/run-application/horizontal-pod-
autoscale-walkthrough/

kubectl autoscale 4% 2a1% Al 5LBA : https://kubernetes.io/docs/user-
guide/kubectl/v1.6/#autoscale

Bl & sLmetrics 7 & : hitps://github.com/kubernetes/metrics
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https://kubernetes.io/docs/user-guide/kubectl/v1.6/#autoscale
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https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale/
https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale-walkthrough/
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https://github.com/kubernetes/metrics

Label

Label& It & 2lobject £ (#]4=Pod) #94E4a 2t o 7T vA/E 8] object®) B % 458 & >
7T YA L objectt| G M BT 48 € o Labels®fixt AA AR F FHZAAH 24 3L » REA
PAREENL -

"labels": {
"keyl" : "valuel",
"key2" : "value2"
¥

Kubernetesix 234 stlabels i £ & 51 = k) % 5] A kb &9 Fewatch » £ UIF 44
TP et eMBEF o F~Eflabel PAE A AR ~ 3EAR IR L AILEIE » B R ZMHNK
& k2 % Kl annotation °©

A

Labelft 4% % AR R A2 AARM L (B REREHE) » THRS ZZTMH
MR %69 % 22 > 4R 7T A% objectiTs L4 T £ A 89label :

e 'release" : '"stable" , "release" : '"canary"

e '"environment" : "dev" , "environment" : "ga" , "environment" :
"production"

e "tier" : "frontend" , "tier" : "backend" , '"tier" : "cache"

e '"partition" : "customerA" , "partition" : "customerB"

e '"track" : "daily" , "track" : "weekly"

e "team" : "teamA" , "team:" : "teamB"

1B TR
Label key#9 28 5%, :

o TIFAIAEINFH
o TUME R AT » AE /58 » AR LM ADNS T3 0 TAFARE253MF/F 0 A%
¥ 6 B 10 4] 22 89 label LA 45 T AT4E » kubernetes.io/ ®kubernetes



g
o RIGLMAFE (KNFATU) R&TF > FRTAFETHF ~ TR &f &

Label value#J 48 5%, :

o TIFMIEGINFH
o RMLMAFE (RDFHMTA) IBF > FRTAHEFH ~ TR L&

Label selector

Label &~ & —14 » 1k % object™ #&4 48 F 9label °

i it label selector * & 7 5% /A P 7T vA4% € — A object &4 » il i label selectorst
object® & & # ATIRAE o

Label selector® @A £ A :

e equality-based : TR = ~ == ~ 1= BEF > TUMEAEFTHEEA
& ik R

o set-based : TVAME in ~ notin ~ | RAFAF 0 FIhETARA BER
B35 & X Mabelfykey & & & A & Mkeyigobjectd T F Zkeyfyvalue &
T4 > 1 &7 &A %label 4 object

45

$ kubectl get pods -1 environment=production, tier=frontend

$ kubectl get pods -1 'environment in (production),tier in (fron
tend)'

$ kubectl get pods -1 'environment in (production, ga)'

$ kubectl get pods -1 'environment,environment notin (frontend)'

1= APl object ¥+ % Z label selector

£ service » replicationcontroller ZFobject ¥ A *fpod#ylabel selector » 1%
77 ik R R F T8#AE > Bl



2.2.17 Label

selector:

component: redis

/£ Job ~ Deployment ~ ReplicaSet ## DaemonSet X #object¥ > X #Fset-
based®) L & » 4=

selector:

matchLabels:
component: redis

matchExpressions:

- {key: tier, operator: In, values:
- {key: environment, operator: NotIn, values:

[cache]}
[dev]}

4w Serviceid it label selector¥ F] — £ & 69 pod 1 4 — 4~k Fexpose & k ©

Kubernetes Master

Lot

¥ Pod

[ kubelet ] [ kube-proxy ] [ docker ]
Node

[ kubelet ] [ kube-proxy ] [ docker ]

Node

Kubernetes Cluster

‘) = Labels

= Sarvice

B Y -labelT&HA

223



A 94 node affinityf7pod affinity ¥ #1abel selectorfy4& ik XA &£ R F » 7] 4=
T

affinity:
nodeAffinity:
requiredbDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/e2e-az-name
operator: In
values:
- e2e-azl
- e2e-az2
preferredDuringSchedulingIgnoredDuringExecution:
- weight:
preference:
matchExpressions:
- key: another-node-label-key
operator: In
values:
- another-node-label-value

1% W.node selection °
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https://github.com/kubernetes/kubernetes.github.io/tree/master/docs/user-guide/node-selection

¥ g g &

Kubernetes 32 3K E R A MR T3t 4 » REN ZEEAEULERHRA
Owner 7 °

EE EIRIKEE beta 451 0 £ Kubernetes 1.4 A VA LR KZEKIARE A o

Owner # Dependent

— & Kubernetes *f % & H & — 45 Owner ° #l4= » — /> ReplicaSet £ — % Pod
87 Owner » B4 Owner & 2 £ 4 & Owner & Dependent ° %4~ Dependent
st FBA — 5@ L AT B 2t %69 metadata.ownerReferences F# o

A B > Kubernetes & B #1% & ownerReference &914 o fldm » HAIE—A
ReplicaSet & » Kubernetes & #1% & ReplicaSet ¥ 44> Pod #
ownerReference FH1A o f£ 1.6 R4 » Kubernetes & & & A — 3t £ 1% &
ownerReference #&14 » X &2} £ % &1 ReplicationController ~ ReplicaSet ~
StatefulSet ~ DaemonSet 4= Deployment A7 €] Z &, & #Z o

AT F#H 1% E ownerReference #9144 » k48 € Owner 4= Dependent X Jg]
Bk A& o

BA—NEE X AFx—NEA 34 Pod 8 ReplicaSet :



apiVersion: extensions/vlbetal
kind: ReplicaSet
metadata:
name: my-repset
spec:
replicas:
selector:
matchLabels:
pod-is-for: garbage-collection-example
template:
metadata:
labels:
pod-is-for: garbage-collection-example
spec:
containers:
- hame: nginx
image: nginx

4= R 8| % ReplicaSet ° A& & & Pod % metadata F# » #89% & 2|
OwnerReferences F# :

kubectl create -f https://k8s.io/docs/concepts/abstractions/cont
rollers/my-repset.yaml
kubectl get pods --output=yaml

W E 7T Pod 8 Owner &% A my-repset & ReplicaSet :



apiVersion: vi1
kind: Pod
metadata:

ownerReferences:
- apiVersion: extensions/vlbetal
controller:
blockOwnerDeletion:
kind: ReplicaSet
name: my-repset
uid: d9607e19-f88f-11e6-a518-42010a800195

P24 353 M & & M % Dependent

st BT 0 T AR A F % £ 89 Dependent 4L B 3 Ml kAT o B S Mk
Dependent ARA EEM R o Kubernetes ¥ & M AF 45 B% Ml ik 69 42
X : background # X 4= foreground ## X °

4o R M 2t 8t 0 R B 3 M %€ 89 Dependent » iX 2 Dependent #ARE LR 2t %
89 IR)U °

Background %% Bk | Fx

1= background %3 Mtk £ X T » Kubernetes & = BP M| f% Owner *f £ » ARG 313k
KE R 2B 6 M kX Dependent °

Foreground % B #| %

f foreground % B M R B XT > R Z B RFAN MB P RE o £ “BrF” KA
SH T HER

o s FABART AT RESTAPI T L
o 2 EMLH deletionTimestamp FH&
o %4 metadata.finalizers FH& &4 T 14 “foregroundDeletion”



—BBAREAN BEF” RE » IR E R SRkt £8P 4 Dependent © 313 M &
KM% T FTA “Blocking” 8 Dependent (%49
ownerReference.blockOwnerDeletion=true ) ZJ& » €M%k Owner xF % o

% > /£ “foreground M 4" A X T > Dependent R 7 i i

ownerReference.blockOwnerDeletion A &&FL.EMI A Owner & £ o f&
Kubernetes 1.7 i A& ¥ 4% 3% = admission controller » 3T Owner = % £ &9 #] i& A
k4= Fl P %1% E blockOwnerDeletion &94E 7% true » ATIARIZALEY
Dependent 7 &t 4% 2E & Owner *f £ 69 M ik o

4o R — A3t 469 ownerReferences FH A — Controller (4= Deployment =X,
ReplicaSet) % & * blockOwnerDeletion &K A #H%E » KobBFahHEA
FH o

kB 4% BE M e ek

Wit A Owner 3t £1% & deleteOptions.propagationPolicy F# » T ¥A4E 4]
2% M Tk R % o T AL AY BLAE 6045 @ “orphan” ~ “Foreground” 2% “Background” °

2t 1% % Controller % 7% » .45 ReplicationController ~ ReplicaSet ~ StatefulSet
DaemonSet #= Deployment » BRIk 893238 M K% & orphan ° At BRI T
H ek & R% o TN PTA Dependent 3F %1% Al 6948 & orphan R% °

T @& —AN 25 & M & Dependent 2t % 894 T

kubectl proxy --port=8080

curl -X DELETE localhost:8080/apis/extensions/vlbetal/namespaces
/default/replicasets/my-repset \

-d '"{"kind":"DeleteOptions", "apiVersion":"v1", "propagationPolicy
":"Background"}"' \

-H "Content-Type: application/json"

T @& — M7 & Mtk Dependent xt % 494 -



kubectl proxy --port=8080

curl -X DELETE localhost:8080/apis/extensions/vilbetal/namespaces
/default/replicasets/my-repset \

-d '"{"kind":"DeleteOptions", "apiVersion":"v1l",6 "propagationPolicy
":"Foreground"}' \

-H "Content-Type: application/json"

T @ & — 498U Dependent &9 4] F :

kubectl proxy --port=8080

curl -X DELETE localhost:8080/apis/extensions/vilbetal/namespaces
/default/replicasets/my-repset \

-d '"{"kind":"DeleteOptions", "apiVersion":"v1l",6 "propagationPolicy
":"Orphan"}' \

-H "Content-Type: application/json"

kubectl . X #F B KM% o LXK E --cascade A true s = ¥A4E A kubectl B 3
M % Dependent xt % o %% E --cascade # false® &% Dependent 3t % m& A Ik
)L Dependent ¥ % © --cascade #FKIAMEE true °

T & & — A4 F 0 4 — 4 ReplicaSet % Dependent *f % m& 4 5 )L Dependent :

kubectl delete replicaset my-repset --cascade=

&, %a 69 2] 7R
o 17MA » HBKESRIIF AT LT » thbofPkid
CustomResourceDefinition #3% » 4 i d AP| server R & @ ax 89 TR 3t £ o
H e B4ty e AR

JR L3
3k : https://k8smeetup.github.io/docs/concepts/workloads/controllers/garbage-
collection/

&% : shirdrn


https://kubernetes.io/docs/concepts/api-extension/custom-resources/
https://github.com/kubernetes/kubernetes/issues/26120
https://k8smeetup.github.io/docs/concepts/workloads/controllers/garbage-collection/
https://github.com/shirdrn
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Network Policy

M % R — 40 Pod XA AteATH AT LANALE » AR5 EEM %
EndeIntL TiAAF o NetworkPolicy WRAL M Ax & k%4 Pod * FEXLT —
b= U S 38 B AL 2R F) :@CP'% Pod Lo

AR &

M % b8 W 483G R AL 0 PTVASLIRAR Al —AF X #F NetworkPolicy #RM %
7 % —— 3F Controller €1 &) % /R » & T A &) o

% & 69 5 K% & 4 Pod

Kk Pod £ A& » AT AMARAT O RBFMEFE R o BAH — AT 1A% Pod 89

M % %55 » Pod & T B E ) o —2 Namespace T & B 49 M 45 R 95 4695 & 4%
— M E 8 Pod » A Pod W B AEAT % M % K% 1 AF 69 4% - (Namespace

e AR % Rk 89 Pod 6 4k SR MT R A E )

NetworkPolicy 7R

E& AP T VARG T RE L E L o

T @%—4A NetworkPolicy &%|F :


https://kubernetes.io/docs/api-reference/v1.7/#networkpolicy-v1-networking

apiVersion: networking.k8s.io/v1l
kind: NetworkPolicy
metadata:
name: test-network-policy
namespace: default
spec:
podSelector:
matchLabels:
role: db
ingress:
- from:
- namespaceSelector:
matchLabels:
project: myproject
- podSelector:
matchLabels:
role: frontend
ports:
- protocol: TCP
port:

Y L @B E POST 2| API Server 3§ TAAEATHER » IR JE A5 M B 7 £ XHM %
R o

Lot T L %P A L€ Kubernetes it & —# »  NetworkPolicy &%
apiversion ~ kind #* metadata EE=ANFHE > kT hefTiE R B E TAF K
KB TRER XL > LT fo XL o

spec : NetworkPolicy spec £4 f£ % % Namespace T & L4 & M % 69 43015
B. o

QSN

podSelector : &4 NetworkPolicy &4 — podSelector > &7 Aik#F—
)2 Y P& R%E Pod ° T NetworkPolicy AT R X4F® L ingress #L
M > XA podSelector SR EAZRET LT —4A “HArPod” o w4 F 69 Rws it
#F T Z A “role=db” 9 Pod ° —4~% &) podSelector 4% 7% Namespace ¥
8 PT A Pod °


https://kubernetes.io/docs/user-guide/simple-yaml
https://kubernetes.io/docs/user-guide/configuring-containers
https://kubernetes.io/docs/user-guide/working-with-resources
https://git.k8s.io/community/contributors/devel/api-conventions.md#spec-and-status

ingress : &/~ NetworkPolicy &4 7 —/4&G%% ingress #MF|& o AN
MAAFGR LR E from = ports BERGAE - THIRGEL T ENH
Mo EINE AR RERAE AR LGRE s H— SRR

N2

i namespaceSelector 18E# > H=AZiid podSelector 15Ty o

At » kw44 NetworkPolicy :

1. # “default” Namespace ¥ &% T 4= 2 “role=db” 9 Pod (4= RAHATE & A K
&)

2. i “default” Namespace ¥ » A 1T B A “role=frontend” &) Pod » & # %] iz
% A “role=db” # Pod & TCP 3% v 6379

3. A Namespace 11T B4 1z % “project=myproject” 4 Pod » % 3% 2|
“default” Namespace ¥ 1z % 4 “role=db” # Pod & TCP 3% o 6379

% % NetworkPolicy AT 145 & 4 h 69 8 3 —F 894 F o

2RI R

WFAE—ANTARFEFA Pod 12 R A HAEAT A 2 89 NetworkPolicy » 7R T XA A —
/~ Namespace 12—/~ “KiN#” 28 R » o FH = :

apiVersion: networking.k8s.1io0/v1
kind: NetworkPolicy
metadata:
name: default-deny
spec:
podSelector:

R ARPR T B4 & % A AAEAT NetworkPolicy & 7 9 Pod » 3§47 R 48 & & 69 o

i3 » £ Namespace F ° 4o RAIRBAFFTH R EA NPT A 8 Pod (BriE T
G T RERG > 4F— 2 Pod ALY “Ta&by”) » ARTLAZTAE—MR%E R
LRI T ATIAAE


https://kubernetes.io/docs/getting-started-guides/network-policy/walkthrough

apiVersion: networking.k8s.io/v1l
kind: NetworkPolicy
metadata:
name: allow-all
spec:
podSelector:
ingress:

- {3

JR Uik : https://k8smeetup.github.io/docs/concepts/services-
networking/network-policies/

%% : shirdrn

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
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https://k8smeetup.github.io/docs/concepts/services-networking/network-policies/
https://github.com/shirdrn

> 1K
Rl P 4188
%% ¥ 812 Fkubernetesi® A it 42 P o — 2L e B H 5 fa R4k o

e it & Pod#liveness# readinessix 4t
o BHEZFHTLS
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R B &

Kubernetes ¥ ) & 4~ Object &L & 45 i o
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iz & Pod®Jlivenessf readinessif 4t

4% M kuberentes 8 Bt 1% » A % A B3| X Pods & # 6 — &bt e R e L E#H 2
# XJJF by B HRIR ? AR AR B kubernetesmizaﬁ'ﬁ"zﬁ" podAEXEH/E? BAE
ROLA R 12 &kuberneteste MamiE X R G AR TG AEZF I RERSE TR ?
1k £ A3 I kuberentes B M 89 & & L % Configure Liveness and Readiness

Probes » k—#K %% °
AXE@E TR ERROGETizHEELH -

Kubeleti A liveness probe (4 &#K4t) kAT TR EE o e » T ARF
4 TR AL A MR — T R1E Iiveness%zvéﬂﬁfhzﬁi' |deadlock * ¥ B 4 T 1%
RAETOESR &R BT EGEDUG LT IRAGRS S EEITTH (EOES
x;sdb/l\bug%) °

Kubeletit freadiness probe (#t41K4t) kAT FXRE X ECLERL T AHELTR
o AA ZPod ¥ 89 & B A4 T34 KA i kubelet4 2k € %Pod& T4 KR A -
%A% 5 09 4F A R4 AR B Pod & 1% 4E 4 service 89 G 5% o 4o RPod4 T IESH 4K A »
AR 2 A S M service#9load balancer ™ # & o

Z 3L liveness 4
7% KuT R BT R AR RE AR brokenk A > BRIEEHF B F 0 TR RIKK
% o Kubernetesi® # 7 liveness probe sk #& | Fa # 3L A4 5 7L o

KRR AT ger.io/google_containers/busybox vl ZET—NE
& 89Pod ° AT £Pod#) &t & L+ exec-liveness.yaml


https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-probes/

apiVersion: vi1
kind: Pod
metadata:
labels:
test: liveness
name: liveness-exec
spec:
containers:
- name: liveness
args:
- /bin/sh
- -C
- touch /tmp/healthy; sleep ; rm -rf /tmp/healthy; sleep

image: gcr.io/google_containers/busybox
livenessProbe:
exec:
command:
- cat
- /tmp/healthy
initialDelaySeconds:
periodSeconds:

% B E L EPodic E T —/NE %S ° periodSeconds #.€kubeletZ 4 &54) AT
—Rliveness probe ° initialDelaySeconds ﬁ"—iﬁkubeletﬁ%*JKJMTprobei
A 09 F 45540 4% o AR MG L ELE R B FHAT cat /tmp/healthy # 4 o 4o
RASPAT T » %R E0 » kubeletit & 11\7@ % 35 A A 6 IR AR R o e SRR

= JFO1A > kubeletit 2 AR BEANE R H T A

EERBAHN > PITHA

/bin/sh -c "touch /tmp/healthy; sleep 30; rm -rf /tmp/healthy; s
leep 600"

EREEPRWI0OH AR —A /tmp/healthy XHF > £X308 A cat
/tmp/healthy BB — AR EGREE o 30475 ©  cat /tmp/healthy %
R B kW R B AT o



%] #Pod :

kubectl create -f https://k8s.io/docs/tasks/configure-pod-contai
ner/exec-liveness.yaml

2304 A » 2 FPod#event :

kubectl describe pod liveness-exec

%R T %A XM Eliveness probe :

FirstSeen LastSeen Count From SubobjectPath
Type Reason Message

24s 24s 1 {default-scheduler } No

rmal Scheduled Successfully assigned liveness-exec to wor

kero

23s 23s 1 {kubelet worker0} spec.containers{livene

ss} Normal Pulling pulling image "gcr.io/google_conta

iners/busybox"

23s 23s 1 {kubelet worker0} spec.containers{livene

ss} Normal Pulled Successfully pulled image '"gcr.io/

google_containers/busybox"

23s 23s 1 {kubelet worker0} spec.containers{livene

ss} Normal Created Created container with docker id 8

6849c15382e; Security:[seccomp=unconfined]

23s 23s 1 {kubelet worker0} spec.containers{livene

ss} Normal Started Started container with docker id 8

6849c15382e

B #H35% /& » BREApodivevent :

kubectl describe pod liveness-exec

LR T @A —%1 & L Tliveness probe kK » & % WM 42+ EH 612 o



FirstSeen LastSeen Count From SubobjectPath

Type Reason Message
37s 37s 1 {default-scheduler } No
rmal Scheduled Successfully assigned liveness-exec to wor
kero
36s 36s 1 {kubelet worker0} spec.containers{livene
ss} Normal Pulling pulling image "gcr.io/google_conta
iners/busybox"
36s 36s 1 {kubelet worker0} spec.containers{livene
ss} Normal Pulled Successfully pulled image '"gcr.io/
google_containers/busybox"
36s 36s 1 {kubelet worker0} spec.containers{livene
ss} Normal Created Created container with docker id 8
6849c15382e; Security:[seccomp=unconfined]
36s 36s 1 {kubelet worker0} spec.containers{livene
ss} Normal Started Started container with docker id 8
6849c15382e
2s 2s 1 {kubelet worker0} spec.containers{livene
ss} wWarning Unhealthy Liveness probe failed: cat: can't

open '/tmp/healthy': No such file or directory
FEI0H 0 HNESCEER ¢
kubectl get pod liveness-exec

M AT 45 & 5k RESTARTS 1Em17T o

NAME READY STATUS RESTARTS AGE
liveness-exec 1/1 Running 1 im

Z L —/Mliveness HTTP+#% £



AL T A& AIHTTP GET+# RAE 4 liveness probe ° T @& — /&
T gcr.io/google_containers/liveness #1847 T — A% & 89Pod &4
T http-liveness.yaml

apiVersion: vi1
kind: Pod
metadata:
labels:
test: liveness
name: liveness-http
spec:
containers:
- name: liveness
args:
- /server
image: gcr.io/google_containers/liveness
livenessProbe:
httpGet:
path: /healthz
port:
httpHeaders:
- name: X-Custom-Header
value: Awesome
initialDelaySeconds:
periodSeconds:

GEEXHFARAZLT—AN%ESE > livenessProbe 5 kubelete d %4 [a34 #AT
—Kliveness probe > initialDelaySeconds 2% &kubeletiz % 4T 5% — RARM
A EEFAEIVA o RIRAF G E R T i9serverty80805H 2 X E—MNHTTP GET#H
K ot Rserverty /healthz %42 89handlerik & —A~m 7y 69R EAS » kubeletwt &
INERE B AT AR o o RIEERM AR EH > kubelettd #471Z % &
TRE o

4T K200~ T 4008 & © 8 AR 210 8 A& R 898 E A o bR B1AG AR A A &
RIGEY R E A o

& & hserverty R AL : server.go.


http://k8s.io/docs/user-guide/liveness/image/server.go

RAGI0 R B R L EEH > /healthz handleriZ ©I20067 Kk A4 o X Z 504
R B 500469 3K B AL o

http.HandleFunc('"/healthz", func(w http.ResponseWriter, r *http.

Request) {
duration := time.Now().Sub(started)
if duration.Seconds() > {

w.WriteHeader ( )

w.Write([]byte(fmt.Sprintf("error: %v", duration.Seconds

())))
} else {
w.WriteHeader ( )
w.Write([]byte("ok"))
}
1)

w

B HRB MG o kubeletFF ¥ AT ERE - F—REBEU M S RT) > 122104
JG o fREAEIE KM > kubeletly e ERE B R o

Uﬂ

@ # — A Podk MK — FHTTP liveness#: ] :

kubectl create -f https://k8s.io/docs/tasks/configure-pod-contai
ner/http-liveness.yaml

After 10 seconds, view Pod events to verify that liveness probes have failed and
the Container has been restarted:

1047 & » & Podfyevent » #4ikliveness probe K MHF £ TEH ©

u

kubectl describe pod liveness-http

Z LTCP livenessix 4t

% =#¥liveness probeft FITCP Socket ° 1% il sbfic & » kubelet¥¥ 2 X 248 €% o b

;}]—ﬂ."""’é{,é,}%% T RT AR L EH » 5 BWRA AR > wRFAMINA A
R o



apiVersion: vi1
kind: Pod
metadata:
name: goproxy
labels:
app: goproxy
spec:
containers:
- name: goproxy
image: gcr.io/google_containers/goproxy:
ports:
- containerPort:
readinessProbe:
tcpSocket:
port:
initialDelaySeconds:
periodSeconds:
livenessProbe:
tcpSocket:
port:
initialDelaySeconds:
periodSeconds:

W BTN TCPAEMER ESHTTPA L IEF 4L o 56| B 64E A T readiness#»
liveness probe ° % % & # /G544 » kubeletd% & i% % — 4 readiness probe ° X%
21X & 4% 3] 55 28080 L t9goproxy & & © 4o RARM AR » M %pod& Az 12 4 3

% o Kubelet¥% #2108 4 AT —RZEE -

4 T readiness probeX s} » % B & i #Li5liveness probe °© X & B iz’J15ﬂ‘F )
kubelet/H % 47 5% — /Miveness probe ° #t#ireadiness probe—# 5 & 3§ % X & 5|
goproxy s % £ 8980803 7 o 4= Rliveness probek K » B H K B o

1% o % 6955 0

=T 4% R 4 % #ContainerPorttf # HTTP X TCP livenesst: % :



ports:

- name: liveness-port
containerPort:
hostPort:

livenessProbe:
httpGet:
path: /healthz
port: liveness-port

% L readinessif 4t

At R AR AR ETRERS o blde > RRARFTRERLR
B Ae B KB HIERBEE M o ARXAFFAT » AR R R ARG » 2RERBL
#% K o Kubernetes# 4 T readiness probe sk # M| fe ik 42 3 B 5L o Pod 7P 89 &
RTUREACTEEA AEE » T EKuberneteslR % X £ R 69 A E -

Readiness probe#y fic & #kliveness probefkif o " —89 1 B £ 4% A

readinessProbe @A & livenessProbe °

readinessProbe:
exec:
command:
- cat
- /tmp/healthy
initialDelaySeconds:
periodSeconds:

Readiness probe#JHTTPA2 TCP#) 4K 2 & & #Kliveness probe—# o

Readiness#rlivenss probe™ AT R TR — % & o & AETUHAKRRE L K3
KRABEEHHEE  ALRBEERKRNETHEFH o

A2 & Probe



Probe“l’ﬁ{ﬁ’cy%iﬁiﬁﬁﬂﬁérﬂ o Be B i e AR 88 A 74 89 32 #lliveness A= readiness

e initialDelaySeconds : & & B &G H— RIATRM & L I o
e periodSeconds : ATIRM EGH R o BN A108 » ﬂ%'l‘ﬁ‘/ o
e timeoutSeconds : FRMABEFEE] o BKIN1A) » &AM o
e successThreshold : RMEKE » kI ELERM MR % VR F HINEH R
o BiIkA1 o 2 Tlivenesssb /M &1 o & MEAT ©

failureThreshold : MM E » BRI ELEM KK S TR I HINEA K
o BKINAZES o AMAAT o

HTTP probe ™ T ¥A% httpGet %% L ibfic

e host :HEHFEHIMEL » KiINEHEF|poddIIP o 17 7T 2 2 £ http header F 1%
& "Host"fm F &1 AP °

e scheme : &4 A &schema » FKIAHTTP

path : 17 | 8JHTTP server#jpath °

httpHeaders : B & L K&header - HTTPi& 4T £ & #9header °

o port :WGFERGZEDLFRAERDT o 352 FLANT 14655252
] o

- FHTTPIE M 5 ’kubeletm B 342 Fr i 0 RFEHTTPE RAMATAEE -

Kubelet’1¥ probe & i£ 2| & & 69 IPHuik » FhJEXAEAL httpGet T Tk host FH

BE e ERZH FJ/RJ—F s R ABBREINFE  A—FRERATHRTRAZEE - &

WEHA£127.0.0.1 L0197 » H EPod# hostNetwork FH& Atrue > ARJE °

£ httpGet T8 host &1%%E #4127.0.0.1 4w RAREpod iR T & L AL » &
BET B W A R R %AM host ° MAR %A httpHeaders &

& Host %k °

e % T Container Probes # & %12 &

Copyright © jimmysong.io 2017 all right reserved » powered by GitbookUpdated:
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https://kubernetes.io/docs/api-reference/v1.6/#probe-v1-core
https://kubernetes.io/docs/api-reference/v1.6/#httpgetaction-v1-core

i & Pod %] Service Account

Service account 4 Pod P ## 2R G515 & o

A A& % T Service Account ¥3)A P 18 & » & 218 d % . Service Account 7 &7
T o

A& AU 6 X T Serivee Account 89474 A F % 542 B Kubernetes *il B
BT ABEREBROFRAT A A - B EBRETERTREAGHEREYFAR
LEE o EAERLT RIS TR REM o

L& (EARP) HREE (Bl4{g A kubectl 4 ) B > apiserver &% f8iA1E
A — A4 E 89 User Account (B AT % & admin * RFELOAAETERALLT
ERRE) o Pod &F T 9@ AT L apiserver Bk & o & &A1& % % apiserver
By EFAR o BT SHAE A —AN4F 89 Service Account (#l4= default )

1¢ K KA 8 Service Account 77 7] API server

% 501 2 pod 898 1Z » 4 R B R A 35 € — A service account © A2 B HIFEG
%pod #8 Fl 89 namespace T A £ 159k —4 default service account o %= & &5k
BR8] 22 89 pod 89744 json & yaml 13 & (#l4=1% ] kubectl get
pods/podename -0 yaml wh) o B A E spec.serviceAccountName F#& &

%% B A automatically set °

&= A4 pod F 1% Al B 504 % 49 service account ik k7 ] API > 4= Accessing
the Cluster  ATH5 3t o

Service account & & &8 4% BAF 17 5] AP & 7F 7T Bk T 1848 F 8 32 A0S 1 A0 5ok o

f£ 1.6 VAERRART » BT A #F B A service account B #h3: # APl 18 » 2%
fx service account ¥1% & automountServiceAccountToken: false


https://kubernetes.io/docs/user-guide/working-with-resources/#resources-are-automatically-modified
https://kubernetes.io/docs/user-guide/accessing-the-cluster/#accessing-the-api-from-a-pod
https://kubernetes.io/docs/admin/authorization/#a-quick-note-on-service-accounts

apiVersion: vi1
kind: ServiceAccount
metadata:

name: build-robot
automountServiceAccountToken:

A 1.6 AERRAT » BT A%ERBIE £/ pod 89 APl RIiE A #HHE K -

apiVersion: vi1

kind: Pod

metadata:
name: my-pod

spec:
serviceAccountName: build-robot
automountServiceAccountToken:

4= 3% f£ pod ## service account ¥ Fl&f#% & T automountServiceAccountToken
,pod HEFHKERLESZ o

1% % /~Service Account

# namespace T A H —ANEKILNEG ML default &9 service account FR °

85T VAAE B VAT 4043 iE namespace T #F7 A serviceAccount % /& °

$ kubectl get serviceAccounts
NAME SECRETS AGE
default 1 1d

& 5T AR IX A2 4] 2 — 4> ServiceAccount *f £ :



$ cat > /tmp/serviceaccount.yaml <<EOF
apivVersion: vi
kind: ServiceAccount
metadata:
name: build-robot
EOF
$ kubectl create -f /tmp/serviceaccount.yaml
serviceaccount "build-robot" created

4o R A8 B4 T 89 service account *t % 69 T & B4z & -

$ kubectl get serviceaccounts/build-robot -o yaml
apiVersion: vi1
kind: ServiceAccount
metadata:

creationTimestamp: 2015-06-16T00:12:59Z

name: build-robot

namespace: default

resourcevVersion: "272500"

selfLink: /api/vl/namespaces/default/serviceaccounts/build-rob
ot

uid: 721ab723-13bc-11e5-aec2-42010af0021e
secrets:
- name: build-robot-token-bvbk5

RE %A B A —A token ©.2 8 # 4] » 4% service account 3] A °
& e R 3 ARIEE R 14 service account # AL o

1% & 3F Bk 89 service account * R % /& pod #) spec.serviceAccountName
B+ namek E 4 & Z 8 service account % FBP 7T o

f£ pod &1 Z X 41 service account #Lob M &2 F /£ 0 TN R ZIGHIELS o
& 48 2 %7 24 2 89 pod 49 service account °

89T VA7 22 service account * @ T BT -

$ kubectl delete serviceaccount/build-robot


https://kubernetes.io/docs/admin/authorization/#a-quick-note-on-service-accounts

F %1 4] Z service account #] API token

BEEANCEAH T — /4 ELIR 3] 69 4 4 “build-robot” #) service account » &A1
4| # — A 37 8 secret ©

$ cat > /tmp/build-robot-secret.yaml <<EOF
apiVersion: vi1
kind: Secret
metadata:

name: build-robot-secret

annotations:

kubernetes.io/service-account.name: build-robot

type: kubernetes.io/service-account-token
EOF
$ kubectl create -f /tmp/build-robot-secret.yaml
secret "build-robot-secret" created

A AR T AR T #7422 89 secret BLAX. T "build-robot" X 4~ service account & %
% API token °

BT B &R 1 £ 8 service account % token % 4% token controller F ¥ 4% o

$ kubectl describe secrets/build-robot-secret

Name: build-robot-secret

Namespace: default

Labels: <none>

Annotations: kubernetes.io/service-account.name=build-robot, kub
ernetes.io/service-account.uid=870ef2a5-35cf-11e5-8d06-005056b45
392

Type: kubernetes.io/service-account-token

Data

ca.crt: 1220 bytes
token:
namespace: 7 bytes



EEZABEFTH token HART ©

A service account #+/e ImagePullSecret

B % 0 4l —/ imagePullSecret » ¥ L Z o

KRG » AHINTAIZ o 4o

$ kubectl get secrets myregistrykey
NAME TYPE DATA AGE
myregistrykey kubernetes.io/.dockerconfigjson 1 1d

RJG » 15 P namespace T 89 Bk service account 1%l % secret 1F 4

imagePullSecret °

kubectl patch serviceaccount default -p '{"imagePullSecrets": [{
"name": "myregistrykey"}]}'

ViREZARFPFZTFHRE :


https://kubernetes.io/docs/concepts/containers/images/#specifying-imagepullsecrets-on-a-pod

$ kubectl get serviceaccounts default -o yaml > ./sa.yaml
$ cat sa.yaml
apiVersion: vi1
kind: ServiceAccount
metadata:
creationTimestamp: 2015-08-07T22:02:39Z
name: default
namespace: default
resourceVersion: "243024"
selfLink: /api/vil/namespaces/default/serviceaccounts/default
uid: 052fb0f4-3d50-11e5-b066-42010af0d7b6
secrets:
- name: default-token-uudge
$ vi sa.yaml
[editor session not shown]
[delete line with key "resourceVersion"]
[add lines with "imagePullSecret:"]
$ cat sa.yaml
apiVersion: vi1
kind: ServiceAccount
metadata:
creationTimestamp: 2015-08-07T22:02:39Z
name: default
namespace: default
selfLink: /api/vl/namespaces/default/serviceaccounts/default
uid: 052fb0f4-3d50-11e5-b066-42010af0d7b6
secrets:
- name: default-token-uudge
imagePullSecrets:
- name: myregistrykey
$ kubectl replace serviceaccount default -f ./sa.yaml
serviceaccounts/default

A > BT A % 3 namespace T # 412 #) pod # spec PH A b TAHZE :

spec:
imagePullSecrets:
- name: myregistrykey
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Secret At &

Secret R AN KRAHKBRA L > Bldn %A ~ OAuth &84 ssh key o 41k &
12 &3 secret FIAE pod 8T LF KA docker HAR F R L u st Ao
F & o AW Secret T LA RIME S EmMIZ L o

Secret L %

Secret £ —# &8 F FHEAS B4 4 %D ~ token R key #9xf F o XA HG1Z & T AL
S Pod spec T REEET 3 B LA —A secret 3t £ P T A F 4 dEH E
BRI KBS REGRE -

R P 7T Ael 1 secret * Fl B A L4l E T — & secret ©

£1% 7 secret » pod & &7 il secret © Pod T A Rl # ## 7 X 4% ]l secret : /£ 4
volume ¥ 8 T4 £ 2] pod P& —ARAHE L AHAEE L XA S kubelet 4 pod
FRAGAZ AL R o

M & secret

Service Account 1£ il APl %1t § 3 &) 2 =} /» secret

Kubernetes B # 4| % .47 5] API %4 89 secret » # & #1524 49 pod vA4% A sk
£ A4y secret °

WwRER TUEARE S AHEAEAAPIRE - (22 wREFRHREL
235 9] apiserver > &A1 7 AR 69 TAEIAAL

#% ] Service Account A% 3% B % T Service Account 4ef TAE 89 & % 13 8, o
832 R A &89 Secret

1# H kubectl 4] Secret

B A 2 pod & L7 M $IEE o X pod FRAEA G P & Fe B BRIAE
89 ./username.txt #° ./password.txt XHE o


https://git.k8s.io/community/contributors/design-proposals/secrets.md
https://kubernetes.io/docs/concepts/storage/volumes
https://kubernetes.io/docs/user-guide/service-accounts

$ -n "admin" > ./username.txt

$ -n "1f2d1e2e67df" > ./password.txt
kubectl create secret 441X {47 6,8 — 4 Secret ¥ # & API server

PAIET — AR o

$ kubectl create secret generic db-user-pass --from-file=./usern
ame.txt --from-file=./password.txt
secret "db-user-pass" created

T L AR A B R R 2 49 secret -

$ kubectl get secrets

NAME TYPE DATA
AGE

db-user-pass Opaque 2
51s

$ kubectl describe secrets/db-user-pass

Name: db-user-pass
Namespace: default
Labels: <none>
Annotations: <none>

Type: Opaque

Data

password.txt: 12 bytes
username.txt: 5 bytes

HiEE > RIAFELT » get # describe #AHMALILFTXHFHAR - TZH
T i34 secret PN BEREI R EL N LA ERFTFREFERENGA -

FH A M D secret TR TEE IR R o


https://kubernetes.io/docs/concepts/configuration/secret.md#decoding-a-secret

F 7 |12 Secret
AT VAL json K yaml #& XA T 4122 — 4 secret 2t % » RB QI L o

HF— LR & basebd F#FD

$ -n "admin" | base64
YWRtaw4=

$ -n "1f2dle2e67df" | base64
MWYYZDF1MmU2N2Rm

A T VAR XM 5 — A secret T £ -

apivVersion: vi

kind: Secret

metadata:
name: mysecret

type: Opaque

data:
username: YWRtaw4=
password: MWYyZDF1MmU2N2Rm

B F B — AT o BEg4EL M LB DNS SUBDOMAIN » B] 5 &AL % 7T vA8g o
X M A T VAT Z 4 0 12 F base64 #ATHRAD o

1%l kubectl create @|# secret :

$ kubectl create -f ./secret.yaml
secret "mysecret" created

Yl xR 1 secret #¥B 89 /7 7)1t JSON 4= YAML 181% l base64 % 5 & T 4% # o
PATH X LTI & F LK > LMA% o % f£Darwin/OS X E{£H  base64 5=
e AP RB8RARA -b BRRIFIKAT > A T LinuxA PR -w
WA R EE » R BmARER -w 0 Fl basees 4R EE basebd | tr -
d '\n" o

#25 Secret


https://git.k8s.io/community/contributors/design-proposals/identifiers.md
https://kubernetes.io/docs/user-guide/kubectl/v1.7/#create

TR kubectl get secret 4RI secret o 4w » RIE E—F F 4|28
secret :

$ kubectl get secret mysecret -o yaml
apiVersion: vi1
data:
username: YWRtaw4=
password: MWYyZDF1MmU2N2Rm
kind: Secret
metadata:
creationTimestamp: 2016-01-22T18:41:56Z
name: mysecret
namespace: default
resourcevVersion: "164619"
selfLink: /api/vil/namespaces/default/secrets/mysecret
uid: cfee02d6-c137-11e5-8d73-42010af00002
: Opaque

FRRD 5 R0 TR

$ "MWYyZDF1MmU2N2Rm" | base64 --decode
1f2d1le2e67df

1¢ Fl Secret

Secret 7T AME 4 #3B AHAE R 0 IMFATRE EHE B KA pod PR EZEA o
EATLT Ak A %00 LA R > 7 T BB EL pod A o Blde » BT RS
R AANERT SR GACRREAEENRAALBITRE -

/£ Pod F1% ] Secret L

7 Pod ¥ & volume Z.1¢ M Secret :

1. Q1 —1 secret S FH 1M &A 49 secret © % 4> pod 7T ¥A 3] Al Bl —/ secret °
2. % # &8y pod 89 L spec.volumes[] T3 w—A volume ° 7T XA%Z A~
volume M &4 % » €4 spec.volumes[].secret.secretName #4711 % T

secret *t £ 898 F o



3. ¥% spec.containers[].volumeMounts[] 7Zm%| & &M 3% secret 895 5
F o 3§ spec.containers[].volumeMounts[].readonly = true #=
spec.containers[].volumeMounts[].mountPath # f&#83%1% secret #31L
By RAL R B9 B % o

4. 5 EQBARIF R KA SATIEARFINZ B X T F&RLH © Secret 49
data BEAtFEIEHE—MEARA T mountPath T —ALHE o

& —AE pod F1%£ 7 volume # /£ secret 8 %] F

apiVersion: vi1
kind: Pod
metadata:
name: mypod
spec:
containers:
- name: mypod
image: redis
volumeMounts:
- name: foo
mountPath: "/etc/foo"
readonly:
volumes:
- name: foo
secret:
secretName: mysecret

BB 69 & secret A8 F % /£ spec.volumes F 454

wR pod PASANESR  BAEEHEFELATH volumeMounts FELER » 225

/™~ secret R F#—/~ spec.volumes °

BT AT % U E]— 4 secret F » K A1E 89 % 4 secret » EH 7R EH
%O

5 4 M 9542 B 4t secret & 4A

FEATVE 7T AFEH] Secret key BR 4t /£ volume F 89 %42 o &5 VA{E
spec.volumes[].secret.items FHIEHEA key 89 B 475842



apiVersion: vi1
kind: Pod
metadata:
name: mypod
spec:
containers:
- name: mypod
image: redis
volumeMounts:
- name: foo
mountPath: "/etc/foo"
readonly:
volumes:
- name: foo
secret:
secretName: mysecret
items:
- key: username
path: my-group/my-username

¥ogAH LR :

e username secret #fk/Z& /etc/foo/my-group/my-username SCHFF @R
)24

& /etc/foo/username F °
e password secret & A WK% 4t

4w R4 AT spec.volumes[].secret.items * RA L items FI8EH key &
HAt o AL secret T AT A B key » FT A X EARLMI|E items FET o HiA
5| 6y F AR LR B A TARE) secret F o T » FAQES o

Secret AR

TR T VLS T secret B IMA AR RAZ I © W R ARG T » KME A 0644 -
BTAAEMBERELRIER > »REL > TUREHEANEN -



apiVersion: vi1
kind: Pod
metadata:
name: mypod
spec:
containers:
- name: mypod
image: redis
volumeMounts:
- name: foo
mountPath: "/etc/foo"
volumes:
- name: foo
secret:
secretName: mysecret
defaultMode:

RJ)G > secret %L 2] /etc/Foo B % ° PiA i 1L 1% secret volume 3 # 4]
B U A RAR & 0400 ©

HEZE 0 JSON e R X AN\#F 55 - Hkie A 256 18154 0400 A FR o 4o 18
1% yaml 1 7 & json £ A4 pod » W] T vA4E B A B A5 A 8 R 67 A8 2R
MR o

X T AZERBST » o E—A7 6] » HAFE S TAHIRE TR AR > 2o T AR



apiVersion: vi1
kind: Pod
metadata:
name: mypod
spec:
containers:
- name: mypod
image: redis
volumeMounts:
- name: foo
mountPath: "/etc/foo"
volumes:
- name: foo
secret:
secretName: mysecret
items:
- key: username
path: my-group/my-username
mode:

FERZFFILT » 8 /etc/foo/my-group/my-username &) SUHF 69 A R AE 4
0777 ° w-T JSON Bl » oL/ A+ 345 X35 T X o

HEE R AR MR RATREA TR BRI T o
JA Volume F 7% %% secret 14

1= 3 8,89 secret volume 895 % X > secret key ¥ 1F A L4 » B secret 8945 4% il
base-64 AR A Mg XL F o« BEA L@ THIEEAFATH G L4

$ 1ls /etc/foo/

username

password

$ cat /etc/foo/username
admin

$ cat /etc/foo/password
1f2dle2e67df

TR PHIZF R IS P 2B secret ©



# #49 secret % B 3h £ 47
% €4 & volume T KK % 89 secret K £ A > B AT 69 key w A A E A o

Kubelet /2 JBl #A1 F] F B 44 & 48 3 #49 secret £ R AR #7609 o 122 » ©E£ME AR
AT R 9% B KRS AT secret 14 o &R A& » % secret & £ #7698 %] B %
# 49 secret B4t 2| pod 89 B %] 69 &3 R 7T L5 kubelet F #9secret % # 89 kubelet
sync period + ttl —# % °

Secret FA MR E &
*% secret fE 4 pod F eI T 4L ¢

1. Q1 —4 secret RFHE A — LB secret © £ A pod T ¥A5] A Bl —4
secret °

2. BHEARR PSR EAEER secret key # Pod 3L » 4 FA4% R 89 FA
secret key #che—NIRF T F o K e secret key BIIRIF T 2 A secret 89 4
#x > R4 env[x].valueFrom.secretKeyRef °

3. G REGET AERFERTOTETEFTERM -



apiVersion: vi1
kind: Pod
metadata:
name: secret-env-pod
spec:
containers:
- name: mycontainer
image: redis
env:
- name: SECRET_USERNAME
valueFrom:
secretKeyRef:
name: mysecret
key: username
- name: SECRET_PASSWORD
valueFrom:
secretKeyRef:
name: mysecret
key: password
restartPolicy: Never

H R I T & L4 Secret 14

FE— NP L F secret 9 E X F » secret key £ 4 &4 secret %45 49 base-64
FRALME G FHINFE T E o AN LB TOLERS AT FLGER

$ $SECRET_USERNAME
admin

$ $SECRET_PASSWORD
1f2dle2e67df

1£ I imagePullSecret

imagePullSecret &4 ¢.4 Docker (S 3A4) 42148 E M & %69 secret 1% %
Kubelet 85 —4% 7 X, » B 36T AR K89 pod 2 HAA 214 ©

F #h 45 < imagePullSecret

imagePullSecret #91% Al £ 415 A% LA o


https://kubernetes.io/docs/concepts/containers/images/#specifying-imagepullsecrets-on-a-pod

%k imagePullSecrets & 3 [ e

& =T vAF 3 €] 2 imagePullSecret » # )\ serviceAccount 3] fl € ° 1% A %
serviceAccount & 2 89147 pod F= EK A4 A % serviceAccount 8 pod & &35 H 89
imagePullSecret F#% & /4 /R %1k P 49 imagePullSecret 5 o A Xk d #2691 tm
W » H A M % ImagePullSecrets A2 R 0k P o

B #h 3 8 F 3 6] & 9 Secret

F s 49 secret (#l4e &8T5 1 github tk P 8940 ) TTARIE LR E K P A
# e %] pod © 54 B 1% fl PodPreset @) Pod 72 A 43 & vAR B % 2 £2 69 1% 2a 1L
B o

¥ |

IR ]

B1E secret volume R IRAARIE €8xt £ 5] A £ B35 & — /KA Secret 49 =t
% o Bk o FBAARM T TS pod ZATEI E —A4 secret °

Secret APl st £ B @ A£G L ERAF o €A ARG wE —4 % £/ ¥4 pod 51 A o

A~ secret 8 K DTRHFI A IMB © 324 T ik 6] & 3k % K 89 secret 246K
apiserver #= kubelet 89 R 7 o A > R1Z % % 42189 secret W RERAHF o £
AT R4 secret xt R AA% A 69 B A @69 R4 2 THR] P 69T 68 o

Kubelet 1 X # M API server R B4 Pod 1% Fl secret ° % t,451% 1 kubectl £ 49

f£4T pod » X A 438 i replication controller 2]%& ) pod ° € T &35 i kubelet -
-manifest-url #z& & --config 4= &K REST API 41 #pod (X & FZ
1 pod B9F R k) o

L SR secret 0 TRIEK BAARIE A TR » EMLAEREEAITRETEL
pod ¥ 1% A X AT 4] secret o * R 5 /£ 69 secret #95] 4G AL B 3 o

#ig secretKeyRef X RGBT 4 %y key ¥ 49 key #A4T5] A FLIE % B 3 o

ATiAi envFrom & AIRIE T F 469 secret » X LINIF T & LA WINA & L3 3IN3E
T2 LA key B kT X4t o % pod FHAHFREH - oA —NFH - LRAL
InvalidvariableNames * %4 &3F @AMk 89 42697 & o G T~ —


https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/#adding-imagepullsecrets-to-a-service-account
https://kubernetes.io/docs/tasks/run-application/podpreset

™~ pod » B & 224 L2042 » 1badkey F# 2alsobad #9 ZKik/mysecret
ConfigMap °

$ kubectl get events

LASTSEEN FIRSTSEEN COUNT NAME KIND SUBOB
JECT TYPE REASON
0s 0s 1 dapi-test-pod Pod

Warning InvalidEnvironmentVariabl
eNames kubelet, 127.0.0.1 Keys [1badkey, 2alsobad] from t

he EnvFrom secret default/mysecret were skipped since they are c
onsidered invalid environment variable names.

Secret 5 Pod 4 ¢ B 898 &

# it API &1 Z 69 Pod B » R4t &5 Rl 8 secret £ & F4£ o — 2 Pod #IAE »
kubelet #t 4 % X R B 1% secret 8914 o 4o R R K 5| % secret » KA HH L% G
APl server & 3% 3% > kubelet ¥ 2 & # € X ° Kubelet #4 44 X T pod & F 4 >
FBBECERERBHOGRE o — LRI secret » kubeletﬂ%@lgﬁ-%’iﬁ—%\ A
# o Lo ¥ P A podty A Z AT 0 AR A R 7 pod 0%

FAEX

1R £ . 8.2 ssh E4 4 pod
& # — 1~ 8,4 ssh key #9 secret :

$ kubectl create secret generic ssh-key-secret --from-file=ssh-p
rivatekey=/path/to/.ssh/id_rsa --from-file=ssh-publickey=/path/t
o/.ssh/id_rsa.pub

AMEEER KX TH ssh BRI EAT@EE  EFHGLA P TRA R
% Iﬂwiﬁs‘éﬂ o f% R R A2k F Kubernetes A £ 89T H A P T A5 B 8GR Mk P >
o R EA1E B NAZ > T ABAH o

A RATT LB 2 — A% A ssh %48 51 A secret #pod » HFE—NEFEAE



kind: Pod
apivVersion: vi
metadata:

name: secret-test-pod

labels:
name: secret-test

spec:

volumes:

- name: secret-volume
secret:

secretName: ssh-key-secret
containers:

- name: ssh-test-container
image: mySshImage
volumeMounts:

- name: secret-volume
readonly:
mountPath: "/etc/secret-volume"

P Ey A A ATE 0 BAAM R BB T AL TR £ ¢

k!

/etc/secret-volume/ssh-publickey
/etc/secret-volume/ssh-privatekey

g

w
\'J

%

T VA E mAE A R RIBEIE S — A ssh H 4

Ty

1% R £%] . 64 prodltest %1% pod

T @85 FH A —A pod M — A &4 prod K589 secret © B — pod 1% A MK
IR A % secret ©

2] 3Z secret :



$ kubectl create secret generic prod-db-secret --from-literal=us
ername=produser --from-literal=password=Y4nys7fi1l

secret "prod-db-secret" created

$ kubectl create secret generic -db-secret --from-literal=us
ername=testuser --from-literal=password=iluvtests

secret '"test-db-secret" created

€] & pod



apiVersion: vi1

kind: List

items:

- kind: Pod
apiVersion: vi
metadata:

name: prod-db-client-pod

labels:
name: prod-db-client

spec:

volumes:

- name: secret-volume
secret:

secretName: prod-db-secret
containers:

- name: db-client-container
image: myClientImage
volumeMounts:

- name: secret-volume
readonly:
mountPath: "/etc/secret-volume"
- kind: Pod
apiVersion: vi
metadata:

name: test-db-client-pod

labels:
name: test-db-client

spec:

volumes:

- name: secret-volume
secret:

secretName: test-db-secret
containers:

- name: db-client-container
image: myClientImage
volumeMounts:

- name: secret-volume
readonly:
mountPath: "/etc/secret-volume"



ua

BANEBEEEIMHARL LT TATU » AP @ ENTEIRLNME

/etc/secret-volume/username
/etc/secret-volume/password

HiE& 0 A pod 89 spec BLE FARA —NFERALE 3 XA B TR LA 8

pod 2 B AR A LA T B H 5889 pod o & 7T ¥A4% A A A~ service account # — 3 fd]

LK pod spec : —N& 4 prod-user #MA prod-db-secret ° FH—AARA
test-user A test-db-secret ©° A& ° podspec T AL A o Hlde :

kind: Pod

apiVersion: vi1

metadata:
name: prod-db-client-pod
labels:

name: prod-db-client
spec:
serviceAccount: prod-db-client

containers:
- name: db-client-container
image: myClientImage

1 Fl 214 : secret &% L &5 7k 69 U4

AT HRIETE R AR (BPUHFL L 85K UF) o f 23T B — A &
Fr4s o 4w s %4 T secret KIEH B AP



kind: Secret
apivVersion: vi
metadata:
name: dotfile-secret
data:
.secret-file: dmFsdwWUtMgOKDQo=
kind: Pod
apiVersion: vi1
metadata:
name: secret-dotfiles-pod

spec:
volumes:
- name: secret-volume
secret:
secretName: dotfile-secret
containers:

- name: dotfile-test-container
image: gcr.io/google_containers/busybox
command:
- 1s
= Wt
"/etc/secret-volume"
volumeMounts:
- name: secret-volume
readonly:
mountPath: "/etc/secret-volume"

Secret-volume & &4 —AEJR69THF > ™ .secret-file ° dotfile-
test-container # /etc/secret-volume/.secret-file %42 T4 A 1% L4 o

£

SN

ABFTIRIEAE 1s -1 9P EsgAeRT o 2| B ZAEN » LM4ER
1s -la F&#EFEM -

1% Bl £4%] : Secret 123t pod F 4 —4NZE & 7T I



EEAT BB HTTP 5 RO » BT — L8 0L 53841 > K518
HMAGC % 2 — 33 & o A % &E_;ﬁgé&éﬁr RFEHE - TALEIREEF TS
P— AR EEG TR RIRR » LTSN RELEREE -

BARERANEEF I ARANRE AR ES > ATRAEAP XA LSEH {2
ﬁiééﬂ%,M&Tuﬁ@ﬂﬁﬁﬁz%gﬁ»%ﬂ%&%aﬁ%%ﬁiﬁz%
K (Blhoi@ it KILEMM L) o

1 R XA B F ik » HEZRALRILIL RAARFRSE BT e AITIEZ O BAE » X
T &8 tAd s BUSU M & A o

AL

3% 1% H secret API

L3 E 5 secret APl X Z 69 0 A2 50 » mAE % 4e RBAC Z £ 69 #2405k kR
#1519 o

Secret 9 TEMAF RRAE » L HF % T4 A3 Kubernetes £# R ()40
service account A h) Fuxt SMER R G R R o BPAE — AN AR T L3R AR AL
52 K 28 secret B9A T > 18R —4 % = 1A o) LA A A2 )54 7T A4E 3 lﬂﬁfﬁx
v

wTRERE £4%EHAF watch #2 list secret 8915 KA F R K
8 0 BRI KIXAEEITA 0 B A7) secret TTAIL R P sk & FTH secret £ & &
G L AT o £EET watch A= list P77 secret A mZ ARG % RA
B ARG A o

& %1% 1] secrets AP| &9 52 A2 )5 o2 % ARAE A1 F 269 secret AT get K o &
ARG EIERRH AP A secret 89517 » RN % E &% L1501 g RARFEZGEN
FA| o

A TIRGEIRBEGIERE » B P s T vk 15 secret 8 %k » RS watch &
oo e g B B A EH15 K secret o sbh 0 IR T — A hbF LArC APl RIEE P
S% watch FENTR > BT EE 2L K49 Kubernetes B AR F 4242 o

ol L


https://kubernetes.io/docs/admin/authorization/rbac/
https://kubernetes.io/docs/admin/authorization/
https://kubernetes.io/docs/admin/authorization/rbac/#referring-to-resources
https://github.com/kubernetes/community/blob/master/contributors/design-proposals/bulk_watch.md

AP

HA secret M ZETARITAEMENE pod MEIE » FTALEME ~ EFH
# pod AT secret A FE G RIE AL o RALAIET U secret o O RELH IF
B TR 3 E > Blde 8t F 04 LB AB A F T REAIALE o

RA L% &L pod FEA % % secret B » % secret £ 2K EB|%F AL ¥
T EME L > T 2B E tmpfs F o —ZARM T €49 pod M ko &AM

& o

£ K % %% Kubernetes 1l B £47 89 Z4ThRF » F P 5 API server Z 8] 893813 VAR I
API server #| kubelet #3813 4% % #] SSL/TLS #94RAP o i@ g 3X 218 38 45 4y A »
secret BRI o

¥ o8 L) secret ZIE Ak £ tmpfs B F > HL R &4F 5] & Ly Ltbag & o

Fl—% & L8R % 4~ pod TEIMA % 4 secret ° 12 » RA pod K49 secret &
EEBFA AT - Ak > —4 pod 487 17 5 — 4~ Pod 89 secret °

Pod TH %A% % o2& > pod T OHENE B LA EREHERE T8 secret &4 4
EFEBERT R o XTURAT £ Pod 7| #2452 o

iy

o API server # secret # & A%k U ARGy 77 NG eted F 5 Bt
o ¥R &R admin A P 7 7 eted s
o APl server ¥ secret kBT etcd & M 89 & L s B R TRAZL
X HBAL R R Ry A eted 18 R 69 8 &

o R4 secret L IE %A 4 base64 #97F % (JSON X YAML) X# > £ F%
TR e AR E » G EZEDE LW EE o Basebd % L — 4
BN 0 — AR o

o ALK EINE TR secret B 15 R E ZRIY secret 8945 » Blde T 2 FIME
EREFELTZET o

o “Tuig|zE A1k Al secret &9 pod 898 P AL 7T VLK 2| 1% secret 8944 o B API
server R% T A% P iR B secret #F £ 0 Al P 47T AiE 4T R & secret #9
pod °

o WwRIZITT L& K » AR LIX I secret £ IR EF o KIAFILT » eted

T #EPRIELS SSL/TLS #9 st 5Fififz » RETU#AITERE ©


https://kubernetes.io/docs/concepts/configuration/secret.md#use-case-secret-visible-to-one-container-in-a-pod

o B AT » fEAT ¥ &89 root A P AL T VAR I AL kubelet k13 B API server  #94%
17 secret © RA G L7 E 2 EA16F 5 K % secret £ AR & £/ & 9AR B R
BIReR 0 R RET TR P o

JR U3
ik https://github.com/rootsongjc/kubernetes.github.io/blob/master/docs/concepts
/configuration/secret.md
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https://github.com/rootsongjc/kubernetes.github.io/blob/master/docs/concepts/configuration/secret.md

% ¥ namespace ¥ 4 7 IR AL 4R

LR EAERKAEH P ERE—ANRFGTZERLSH TREFOTLLE » X0
& 3E & 2t TR B B P o AR R B AR A TR

It B 5t T Be A0 R ) AR

H A& R AP TR 4B s I A0 % 09324 K544+ ResourceQuota #»

LimitRange °

Z 5 R efl R % API Server 85 3B & &9 KUBE_ADMISSION_CONTROL 4%k F e
AT ResourceQuota #J% F ° EAFRL %f%ﬂ-}é': T R ELEN R B RE 0 e A

LimitRange T AJARMRA—ANFRFFGCERS > 5% % namesapce it &
ZKIK8 W AiE KR53 F= £ namespace F & & HKiL#9CPUH K5 R4 -

P Ak 424 R 69 1 B S8 B AT A& 2t T 22— namespace © ResourceQuota sk FR %]
namespace T AT A & Pod & A 69 %85 %R request #= limit » @ LimitRange A&
R k% & namespace ¥ Pod & 2Kk 49 % /R request F limit 14 o

WORBLEN A = A0 XA

o HH FIREEH
° ﬁﬁﬁ’ﬁﬁ[’ﬁﬂgﬁ
o % I & BLA

X T %R B0 69 1% tu 12 Bk 5 # kubernetes B 7 X A% 7 JR B A o

45

£A1A  spark-cluster XA namespace % & ResouceQuota #=

LimitRange °

AT yaml STH 7T VA& kubernetes-handbook #9 manifests/spark-with-
kubernetes-native-scheduler H f T3 o

¢ & 1T A W R B AR


https://k8smeetup.github.io/docs/tasks/administer-cluster/memory-default-namespace/
https://k8smeetup.github.io/docs/tasks/administer-cluster/cpu-default-namespace/
https://k8smeetup.github.io/docs/concepts/policy/resource-quotas/
https://github.com/rootsongjc/kubernetes-handbook

Ft & L © spark-compute-resources.yaml

apiVersion: vi1
kind: ResourceQuota
metadata:
name: compute-resources
namespace: spark-cluster
spec:
hard:
pods: "20"
requests.cpu: "20"
requests.memory: Gi
limits.cpu: "40"
limits.memory: Gi

kubectl -n spark-cluster describe resourcequota compute-resource
s

Be B 2t R 4 E IR %
AL & LH . spark-object-counts.yaml

apiversion: vi
kind: ResourceQuota
metadata:
name: object-counts
namespace: spark-cluster
spec:
hard:
configmaps: "10"
persistentvolumeclaims: "4"
replicationcontrollers: "20"
secrets: "10"
services: "10"
services.loadbalancers: "2"



fic & CPUA= A 74 LimitRange

AL & U © spark-limit-range.yaml

apiVersion: vi1
kind: LimitRange
metadata:
name: mem-limit-range
spec:
limits:
- default:
memory : Gi
cpu:
defaultRequest:
memory: 1Gi
cpu:
type: Container

o default PBP limit 8914
e defaultRequest &P request #J4&

5%

W B AR
A b % R B B BN R B E R G TR
FEA4 % 72 8] fie B BB CPU% K 5 IR 40

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
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https://k8smeetup.github.io/docs/concepts/policy/resource-quotas/
https://k8smeetup.github.io/docs/tasks/administer-cluster/memory-default-namespace/
https://k8smeetup.github.io/docs/tasks/administer-cluster/cpu-default-namespace/

- A-4g
Kubernetes F # kubectl Z &8 34 41% 7 o
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1¢ Fl kubectl

Kubernetes# i #9kubectl 42 5 £ 2 X L 45609 7 X\ » v1.6AR K & kubectl 44
HEE T



3.2.1 1% A kubectl

High level view KUbeCﬂ Cheﬂf Shee"' i 6/

podtemplates
podsecuritypolicies(psp)
pods(po)

I/ A serviceaccounts(sa)

I secrets

[/ / persistentvolumes(pv)

kubernetes =
u deployments(deploy)

-

nodes(no)

services(svc)

clusters

il

events(ev)
};;‘I/:rr‘vsv]me] 1 FILENAME | TYPE NAME) KEY_1=VAL1 ... KEY_N=VAL N [-resource-version-—version] {72 serviceaccount I\ resourcequotasiquota)
~f object.yaml/json
[--overwrite] (-f FILENAME | TYPE NAME) KEY_1=VAL_1 ... KEY_N=VAL_N [--resource-version=versiof Settings configmaps(om)
Basic I\ \ replicationcontrollers(rc)
ommands I\ \ thirdpartyresources
—recursivesfalse Begimen [replcationcortroler | -

\\\ limitranges(limits)

I\| namespaces(ns)
replicasets(rs)
endpoints(ep)

show-events=true \

~-all-namespaces=false ?{descnbe |
~filename=[] / |

~-selector

-c, --container="

deployment
replicaset
image

--include-extended-apis=true |

—-interactive=false |

RESOURCE/NAME | -f FILENAME) [options]

(-t FILENAME] | TYPE [(NAME | -| label | --all) [options]

| Troubleshooting and Debugging Commands |\

\
e
-stdin=false / |

tty=false /
[LOCAL_PORT;REMOTE_PORT .. R [ rollout |
[LOCAL_PORT_N:JREMOTE_PORT_N] | port-forward

options]
—-accept-hosts="rlocalhost$,A127. 0.0\ 18, [:1\}$' |
--accept-paths="4/.""
~-disable-fiter=false
—-address='127.0.0.1"

Deploy Commands { undo |
gue —rollback
[ [
(-f FILENAWE | TYPE NAME) [options]

/ (f FILENAME --min= max-|
proxy ( | TYPE NAME | TYPE/NAME) [--min=MINPODS] --max=MAXPODS
—| [--cpu-percent=CPU] [flags] [options]

plicas=COUNT

-u, --unix-socket="" |
-p, --port=8001 |

J
de
k(]

P, --www-prefix="/static/" |
-c <specific-container> o
<file-spec-src> <fie-spec-dest> [options] /- =
f FILENAME | TYPE NAME) -p PATCH [options
NODE [options]
f FILENAME [options] Advanced Cluster Management Commands
S : NODE [options]
-f FILENAME [options ommands
apply

--delete-local-data=false

--allow-missing-template-key api-versions
"CZSCZ" o current-context timeout=0s,
-run=false \\ —
fioname=] \| [ detete-cluster NODE NAME KEY_1=VAL_1:TAINT_EFFECT 1 ..
e KEY_N=VAL N:TAINT EFFECT N [options]
—lorce=aise \ [getete-context alsologtostderr=false
- -
~-grace-perio
—-include-extended-api \ [get-custers ~oerversons
—a
—-no-headers=false t
\ e ~certificate-authority="
-0, --output=[jsonlyami|wide|namelcustom- \ lert-certificate="
- —client-certificate=
Foteist iy o0 config [clentkey="
emplat = [set-credentials Other Commands | —client-key="
—output-version="_T opijons | unset —conte "
--overwrite=true lge‘,wmex‘s -insecure-skip-tis-verify=false C> Global Options
/ | = —kubeconfig=' P
—-prune-whitelist=]] /] use-contex —-log-backirace-at=:0
—record=false /| view —-log-dir=" — Options
-, -recursive=talse /f pr— —log-flush-frequency=5s
~-schema-cache-dir="~/ kube/schema' /f [sotobstor] —logtostderr=true
-1, —selector="_/ [heir | -match-server-version=false
| --namespac
—-password="
| —-request-timeout="0"
| server=""
derthreshold=2
~-validate=true ~token="

B % - kubectl cheatsheet

Kubectl 8 F 44 £ &40 484K 7] :

o Rahard (FFAAR KAL)
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)

PRI By S H T KR RIS E HKkubernetes £ 5 o

kube-shell

FFR A B kube-shell 7T VA A kubectl#2 4 B #h 89 G- S T Ao fh A > A& A AL K45 7| 7

1> fHEHBRKK -
Kube-shell & vA T 45 1%

GART » B4 A
A#hibae o 7| B TkegdF T AAdtabst A b4 » LHFEME L
= 5o
1% FltabsE =T A ] i T 1% 69 = %
o VimiE R

Mac T &%

pip install kube-shell --user -U


https://github.com/cloudnativelabs/kube-shell

kube-shell> top node
NAME CPU(cores) CPU% MEMORY (bytes) MEMORY%
172.20.0.114 734m 1% 34540Mi 26%
172.20.0.115 308m 0% 9334Mi 7%
172.20.0.113 894m 2% 50624Mi 39%
kube-shell> describe

persistentvolumeclaim

endpoints

horizontalpodautoscaler

job

storageclass

secret

serviceaccount

configmap

deployment

deployment

statefulset

poddisruptionbudget
pod
replicationcontroller
resourcequota
persistentvolume

Cluster: kubernetes Namespace: default User: admin [F4] In-line help: ON [F10] Exit
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docker/dl 7 i & #lkubectls 41745 &

T % A 4¢ i kubernetes # docker A P » e f ik £ 48 kubectl 44 ?

AR > £41% & docker-cli A1 P A~4 Kubernetes 4 4174175 api #17X & °
% 4T L E—kubectl » #1% 7+ 5% docker-cli Al P FT 3B 94 F > 122 €11 H

X GE—RLFEF o B KB ETEA docker %v‘v A-Fa kubectl 5 £ % 3k
i b L o

1% A kubernetes £ # 898t 1% » docker ¢4 B FH AT E LA 8 » R A LA
R RA B OEER 2] > KAV K E4E A kubect! 4B =T » BT VAL 324F
kubernetes & B 1% & A1 ¥ F 7 204% A docker B 69 — 24 o

docker run
4o 4 4T — 4~ nginx Deployment 74§ £ & & &k ? && kubectl run o
1% F docker 44
$ docker run -d --restart=always -e DOMAIN=cluster --name nginx-

app -p 80:80 nginx
a9ec34d9878748d2133dc20ch25c714ff21da8d40558b45bfaec9955859075d0

$ docker ps
CONTAINER ID IMAGE COMMAND C
REATED STATUS PORTS
NAMES
a9ec34d98787 nginx "nginx -g 'daemon of 2
seconds ago Up 2 seconds 0.0.0.0:80->80/tcp, 443/t

cp nginx-app

1% J kubectl 44

$ kubectl run --image=nginx nginx-app --port=80 --env="DOMAIN=cl
uster"
deployment "nginx-app" created


https://kubernetes.io/docs/user-guide/kubectl/#run

£ RTHT 1.2 A& Kubernetes £ F » & Al kubectl run w46l —412%
A "nginx-app" # Deployment o %= R fEZ4T8 TR A » K2 —4 repl|cat|on
controller © 4= R AL R @ eg4r4 » £ K --generation=run/vl %%k » ZHEH%
241 # replication controller e &4 kubectl run RIE ZFm{z & o

$ kubectl expose deployment nginx-app --port=80 --name=nginx-htt

p
service "nginx-http" exposed

£ kubectl 4% » K416 Z T —4 Deployment » X 4RIEA N NE4T nginx 49
pod (N K& spec P # ¥ 49 replica 2k > KikH 1) o KA1ZAZE T —A4 service »
1%l selector I fe B 48 2 89 selector 89 Deployment © && it 74 RIE %13

FUAFEA TG EEEE/T S docker run -d ... £ WwRERANE
EAT AR

kubectl run [-i] [--tty] --attach <name> --image=<image>

5 docker run ... TRZ > wRIFET --attach > KATEEHEEF

stdin ° stdout #° stderr ° M RAEIEHBAREZB|RAME AR ( docker
-a ... ) o

A A &A% A Deployment B THEE » wREALLETHEFEDGHAL (B4 ctrl-
c ) BZBKLSER » &R docker run -it TF o de R4 K%

Deployment (F= &9 pod) » fBF #3247 kubeclt delete deployment

<name> °

docker ps
4o fe] 2| AR E 2 54T P & F kubect! get o

1% J docker 44~


https://kubernetes.io/docs/user-guide/kubectl/#run
https://kubernetes.io/docs/concepts/workloads/controllers/deployment
https://kubernetes.io/docs/user-guide/services
https://kubernetes.io/docs/user-guide/quick-start
https://kubernetes.io/docs/user-guide/kubectl/#get

$ docker ps

CONTAINER ID IMAGE COMMAND C
REATED STATUS PORTS

NAMES
a9ec34d98787 nginx "nginx -g 'daemon of A

bout an hour ago Up About an hour 0.0.0.0:80->80/tcp, 443/t
cp nginx-app

1% A kubectl 44 :

$ kubectl get po
NAME READY STATUS RESTARTS AGE
nginx-app-5jyvm 1/1 Running 0 1h

docker attach
T EFER CRETERES PH#A ? & F kubect attach °

1% A docker 44 :

$ docker ps
CONTAINER ID IMAGE COMMAND C
REATED STATUS PORTS

NAMES
a%9ec34d98787 nginx "nginx -g 'daemon of 8
minutes ago Up 8 minutes 0.0.0.0:80->80/tcp, 443/t

cp nginx-app
$ docker attach a9ec34d98787

1% A kubectl 4% :

$ kubectl get pods

NAME READY STATUS RESTARTS AGE
nginx-app-5jyvm 1/1 Running 0] 10m
$ kubectl attach -it nginx-app-5jyvm


https://kubernetes.io/docs/user-guide/kubectl/#attach

docker exec
dof £ 75 B P AT 4 ? £ F& kubectl exec ©

1% A docker 44~ :

$ docker ps
CONTAINER ID IMAGE COMMAND C
REATED STATUS PORTS

NAMES
a9ec34d98787 nginx "nginx -g 'daemon of 8
minutes ago Up 8 minutes 0.0.0.0:80->80/tcp, 443/t

cp nginx-app
$ docker exec a9ec34d98787 cat /etc/hostname
a9ec34d98787

1% F kubectl 44 :

$ kubectl get po

NAME READY STATUS RESTARTS AGE
nginx-app-5jyvm 1/1 Running 0 10m
$ kubectl nginx-app-5jyvm -- cat /etc/hostname

nginx-app-5jyvm

PATRERT L EAR?

1% A docker 44 :

$ docker -ti a9ec34d98787 /bin/sh
# exit

1% A kubectl 4% :

$ kubectl -ti nginx-app-5jyvm -- /bin/sh
# exit
F 538 EEF REIT T A X6 Shell 7R3t o


https://kubernetes.io/docs/user-guide/kubectl/#exec
https://kubernetes.io/docs/tasks/kubectl/get-shell-running-container

docker logs
Yo & & B 4T F # A2 69 stdout/stderr ? £ & kubectl logs °

1% A docker 44~ :

$ docker logs -f a9e

192.168.9.1 - - [14/Jul/2015:01:04:02 +0000] "GET / HTTP/1.1" 20
®@ 612 "-" "curl/7.35.0" "-"
192.168.9.1 - - [14/Jul/2015:01:04:03 +0000] "GET / HTTP/1.1" 20
® 612 "-" "curl/7.35.0" "-"

1% F kubectl 44

$ kubectl logs -f nginx-app-zibvs

10.240.63.110 - - [14/Jul/2015:01:09:01 +0000] "GET / HTTP/1.1"
200 612 "-" "curl/7.26.0" "-"
10.240.63.110 - - [14/Jul/2015:01:09:02 +0000] "GET / HTTP/1.1"
200 612 "-" "curl/7.26.0" "-"

MAEZFIER—T pod e B EZLR 9@ £5 T 3 KIAFL TR pod FogaA
B pod WAL MRER 2T ZER o XLEMT docker run B8y - -
restart=always &7l » XA T & EH| o £ docker T » #4269 &A1 7 69 4y B AT
AR E A KO > {2 & 2T kubernetes » &ANE A AR E 5T 6) o BEF VAT
kubernetes F AT 894 h » E AT AT H4E -

$ kubectl logs --previous nginx-app-zibvs

10.240.63.110 - - [14/Jul/2015:01:09:01 +0000] "GET / HTTP/1.1"
200 612 "-" "curl/7.26.0" "-"
10.240.63.110 - - [14/Jul/2015:01:09:02 +0000] "GET / HTTP/1.1"
200 612 "-" "curl/7.26.0" "-"

B LA G ER S RIRE 158 o

docker stop #* docker rm

Yo {4 AL Fo M PR 3E 4T P 69 # 42 ? & & kubect| delete ©


https://kubernetes.io/docs/user-guide/kubectl/#logs
https://kubernetes.io/docs/concepts/cluster-administration/logging
https://kubernetes.io/docs/user-guide/kubectl/#delete

1% A docker 44 :

$ docker ps
CONTAINER ID IMAGE COMMAND C
REATED STATUS PORTS

NAMES
a9ec34d98787 nginx "nginx -g 'daemon of 2
2 hours ago Up 22 hours 0.0.0.0:80->80/tcp, 443/t

cp nginx-app

$ docker stop a9ec34d98787
a9ec34d98787

$ docker rm a9ec34d98787
a9ec34d98787

1% F kubectl 44~ :

$ kubectl get deployment nginx-app

NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
nginx-app 1 1 1 1 2m

$ kubectl get po -1 run=nginx-app

NAME READY STATUS RESTARTS AGE
nginx-app-2883164633-aklf7 1/1 Running 0] 2m

$ kubectl delete deployment nginx-app
deployment "nginx-app'" deleted

$ kubectl get po -1 run=nginx-app

# Return nothing

HIEFE 0 KA AEM R pod ° 1% kubectl 44 0 EKATEM BRI A % pod 19
Deployment ° 4= & #&11 B4 M Fpod * Deployment 4§ 4 £ # 41 & % pod °
docker login

f£ kubectl %At docker login &) EIEMPL o WwREH XRERLE G LE
P 4% Fl Kubernetes » % % [ 1% A2 4 4045 & & o

docker version

dofd] B K P AR %38 9 R A ? & & kubectl version o


https://kubernetes.io/docs/concepts/containers/images/#using-a-private-registry
https://kubernetes.io/docs/user-guide/kubectl/#version

1% Fl docker 44~

$ docker version

Client version:

1.7.0
Client API version:

1.19
Go version (client): gol.4.2
Git commit (client): Gbaf609
0S/Arch (client): linux/amd64
Server version:

1.7.0
Server API version:

1.19
Go version (server): gol.4.2
Git commit (server): Obaf609
0S/Arch (server): linux/amd64

1% A kubectl 44

$ kubectl version
1.6.9+a3d1dfa6f4335",

Client Version: version.Info{Major:"1", Minor:"6'", GitVersion:"v
ompiler:"gc",

Platform:"linux/amd64"}
1.6.9+a3d1dfa6f4335",

901c43072", GitTreeState:"dirty", BuildDate:'"2017-08-29T20:32:58
Server Version: version.Info{Major:"1",

GitCommit:"9b77fed11a9843ce3780f70dd251e92
Z", OpenPaasKubernetesVersion:'"v1.03.02", GoVersion:'"gol.7.5", C
901c43072", GitTreeState:'dirty",
ompiler:"gc",

Minor:"6",

GitVersion:'"v
GitCommit:"9b77fed11a9843ce3780f70dd251e92
BuildDate:"2017-08-29T20:32:58
Z", OpenPaasKubernetesVersion:'"v1.03.02", GoVersion:'"gol.7.5", C
Platform:"linux/amd64"}
docker info

Yo SRR % I35 A B B 0 &-A815 8 ? & & kubectl cluster-info °
1% J docker 44~


https://kubernetes.io/docs/user-guide/kubectl/#cluster-info

$ docker info
Containers: 40

Images: 168

Storage Driver: aufs
Root Dir: /usr/ /google/docker/aufs
Backing Filesystem: extfs

Dirs: 248

Dirperml Supported:
Execution Driver: native-0.2
Logging Driver: json-file
Kernel Version: 3.13.0-53-generic
Operating System: Ubuntu 14.04.2 LTS
CPUs: 12
Total Memory: 31.32 GiB
Name: k8s-is-fun.mtv.corp.google.com
ID: ADUV:GCYR:B3VJ:HMPO:LNPQ:KD5S:YKFQ:76VN:IANZ:7TFV:ZBF4:BYJO
WARNING: No swap support

1% F kubectl 44> :

$ kubectl cluster-info

Kubernetes master is running at https://108.59.85.141

KubeDNS 1is running at https://108.59.85.141/api/v1l/namespaces/ku
be-system/services/kube-dns/proxy

KubeUI is running at https://108.59.85.141/api/v1/namespaces/kub
e-system/services/kube-ui/proxy

Grafana is running at https://108.59.85.141/api/v1/namespaces/ku
be-system/services/monitoring-grafana/proxy

Heapster is running at https://108.59.85.141/api/v1/namespaces/k
ube-system/services/monitoring-heapster/proxy

InfluxDB is running at https://108.59.85.141/api/v1/namespaces/k
ube-system/services/monitoring-influxdb/proxy

JR L3
3k ¢ https://github.com/rootsongjc/kubernetes.github.io/blob/master/docs/user-
guide/docker-cli-to-kubectl.md
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BT ERE P HTLS

2R P8 AR RIS 0 KA1 ECentOS L3R % T kuberentes £8% » L R A

TR — AR ETLSIN WS » EF Q| ETLSIE A4 o RE AL AT X —
TR LBINEMEHETHRRGRAE » XI—F TR ZEHGAR » KNALBF
Y B—TH B AREFRIE -

B

#/MKubernetes BB AR A — N R BFARE BN A AM (CA) o FBF TG40 F1E
FICA®Z1EAP] server® it 5 » WAPIR % BB iEkubelet®E FsuiE 5 o A T I
L— & s CAIED OBy RB| ERFFHEAT B 0 H1EH — A sercretit e 4 & 5] &K
ikservice account k. o & > #k #workload T vA4% A sLCAZE L3 1E o 1Reg 2 A A2
B T AR R AT ACME £ £ 694 » 12 ] certificates.k8s.io APl K1z
B4 o

£ P TLSIZE

1EPod ¥ & 4T 89 A AL S A2 R AR ARCAIR F & 2 — R aish ey MAZF B E o B4
FEAGCAE D ARWETLSE P b RIR % BRAEGCAEH TR T o filde » BT
1% Flgolang TLS& & i i AT 1E - 4% 5 1§ ARAT 89 1E B mB] t1ls.config @A F
4 certificates FH P » CAIEFHIBY @ 454% A KNI %k P A 34w 3 2l pod

¥ » #4224 /var/run/secrets/kubernetes.io/serviceaccount/ca.crt ° %o
RERARRABRKNRSIKRP > FF REFTERME S EA AT FHE R 69E 5 &
f9configmap °

17 KINTE
VATF 3R 9% 7 %o 47T 73 38 i3 DNS 7 1] 89 Kubernetes R % €] 2 TLSE 4 ©

T 0. THxESSL

T #cfssl T £ @ hitps://pkg.cfssl.org/.


https://github.com/ietf-wg-acme/acme/
https://godoc.org/crypto/tls#Config
https://pkg.cfssl.org/

3
S8
—
2
oo

N A 3

8 g BAT A L AL A B & LR (RCSR)
$ cat <<EOF | cfssl genkey - | cfssljson -bare server
{
"hosts": [

"my-svc.my-namespace.svc.cluster.local",
"my-pod.my-namespace.pod.cluster.local",
"172.168.0.24",

"10.0.34.2"

1

"CN": "my-pod.my-namespace.pod.cluster.local",
llkeyll : {

"algo": "ecdsa",

"size": 256

EOF

172.168.0.24 » service & cluster IP > my-svc.my-
namespace.svc.cluster.local »E service #7 DNS % #: * 10.0.34.2 =% Pod
87 1P > my-pod.my-namespace.pod.cluster.local &pod & DNS & #& » 4R
UIEBVL TS .

2017/03/21 06:48:17 [INFO] generate received request
2017/03/21 06:48:17 [INFO] received CSR
2017/03/21 06:48:17 [INFO] generating key: ecdsa-256
2017/03/21 06:48:17 [INFO] encoded CSR

LA Ak R A U 6 B R B A PEM% S 89 pkes #10IK1E7E K8 server.csr
VAR 8,245 R 2RI 091 5 69PEM% 5 % 41 69 server-key.pem ©

2. Q| B &L FH Rt %A K % ] Kubernetes
API

1% B VAT 4 401 2 CSR yamIL 4 » # &% £ | API server :


https://tools.ietf.org/html/rfc2986

$ cat <<EOF | kubectl create -f -
apiVersion: certificates.k8s.io/vlbetal
kind: CertificateSigningRequest
metadata:

name: my-svc.my-namespace
spec:

groups:

- system:authenticated

request: $(cat server.csr | base64 | tr -d '\n'")

usages:

- digital signature

- key encipherment

- server auth
EOF

HEZ ETEAIFPAIEY server.csr X AEbase64 %S i 5 %

£ .spec.request FHEF o RINNZRZREBRFEL" “BAWE"FRFEES
WIS IE B4R R A IE S o KAV L T X F2| K eGP A K4 R igfed oG X4k
AR ST AR A8 Bl 89 APIE K Z P s B fn L AE 4 o

APl server ¥ T XL & £ X LCSRA FTpending R & o AT T @ a4 SR T LA
3

$ kubectl describe csr my-svc.my-namespace

Name: my-svc.my-namespace
Labels: <none>
Annotations: <none>
CreationTimestamp: Tue, 21 Mar 2017 07:03:51 -0700
Requesting User: yourname@example.com
Status: Pending
Subject:
Common Name: my-svc.my-namespace.svc.cluster.local

Serial Number:
Subject Alternative Names:

DNS Names: my-svc.my-namespace.svc.cluster.local
IP Addresses: 172.168.0.24
10.0.34.2

Events: <none>


https://godoc.org/k8s.io/client-go/pkg/apis/certificates/v1beta1#KeyUsage

3. FEGE B A L5 K

PAEERELHFRABLAHBEIRTRY  RBEHTER —RTKR - HXK
A ESIEE s HHE LT L o

VB4, TREL LR

$ kubectl get csr

NAME AGE REQUESTOR CONDITIO
N

my -SvcC.my-namespace 10m yourname@example.com Approved
, Issued

RAT AT BT T 44T HM K 69 B 55 L% 5 2] server.crt P :

$ kubectl get csr my-svc.my-namespace -0 jsonpath='{.status.cert
ificate}' \
| base64 -d > server.crt

IAEART VA server.crt #° server-key.pem k#& A keypairk s #HTTPS
server °

LI L R

Kubernetes £ 5 (B A& ZMKR) TME A kubectl certificate approve
#2 kubectl certificate deny w4 F#Hefr (RIEL) EHELHK - 2 >
o RIBATERER AL APl MTXE R RS A HILEGEFIEHE o

4o R ERALE A EAE A kubectl » dLEF 691/E A £ 31 CSR AR TAANER

1. CSR ¥ £ /RIEH A TEF CSR A4 o IR THERBRREKRGE =78
B o 8 Bl o pF BFIAE % pod 2% T T A R CSR #9444 o
2. CSR #) TARMAZLALA W K6 LT L P IAT o ZAFIR T KAV ABE £ 89 KA1 R
20 ARG B o £ Bl RB] P o T BOF R BIE R pod & B KA A A B BT

HERGM L P o



RS HRXAANERE > FhF % CSR> FRIEL CSR »

o R IR R 69— AL

AFBARB & K signerik B 4 IR %1 4 APl ° Kubernetes controller manager#® 4t 7 —
Asignerty INE I o B E > #H¥ --cluster-signature-cert-file = —
cluster-signing-key-file # %1% i# %-controller manager » ffic & B A & 4 41
Z A 8 B4R 2t 9 B8 A2 o
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Kublet 1A 1E 2 A2

B

Kubelet b9 HTTPS s% = x9N 55 T A T 95 19 7 Rl SORALE 838 09 APl AT B A
BB BB NIAT T RACR R A 69 BAF

AR SUAS ) 18 1 o he 4o 38 A HE AR AL 5 1F) kubelet 89 HTTPS 5% & o

Kubelet A1t

BT » BT A Rkl B o) 2t g3k 7 k64 69 > 2t kubelet # HTTPS 3%
8 1E RGN B L E R 0 FHALT system:anonymous S P &A=

system:unauthenticated %1 °
WwREBERAELGFIHRE 401 Unauthorized 8 K2 FipibiEegi5 Koo ¢
J& # kubelet B 4§ - -anonymous-auth=false #&&
4o R &3t kubelet 89 HTTPS 3% & & I X509 & 7 % ik 4 & 4y 3o 1E -

& # kubelet B35 € --client-ca-file #&& » #4% CAbundle LB IEE P
5% 1E
J& # apiserver Bf 4§ € --kubelet-client-certificate ## --kubelet-
client-key #&&

o A apiserver L LA RILE S iEmiz 8 o

J& J API bearer token ( &4% service account token) T %) kubelet # HTTPS 3%
S HAT F I IeE

o #AIR/E APl server 7/ 7 authentication.k8s.io/vibetal API 4 o

e iz # kubelet B 4§ € --authentication-token-webhook * --
kubeconfig ## --require-kubeconfig ##&

e Kubelet £ & &9 APl server LAl TokenReview API VA3 % %k B bearer
token 89/ F 15 &


https://kubernetes.io/docs/admin/authentication/#x509-client-certs

Kubelet 1% 42

’f%‘f‘ﬂﬂ’ﬁ:’fﬁfﬁi#]«%\iﬁﬁﬁ‘i%}ﬁ ( a;}@[%;gi%)]‘a> j%*l ° gﬁi}\ﬁf*i#;qii‘%]
AlwaysAllow * A HFFATH#H K °

4w 4-1% 9] kubelet APl A& % & A

o BELINIE » /2% P kubelet API 8 87 & % 3] IR 4

e Jz % bearer token iA1E » 12& API Al P (4= service account) 78 i kubelet
AP 89 6877 2 2 3] FR 4

o EPMIEHHMPIET R A (2RAARLEET CAELHE P MmIERGR P
A T A4l kubelet API

4o F - tm 517 9] kubelet APl » 53 &£ 364 APl server :

o #1% APl server ¥ 2 Hl T authorization.k8s.io/vibetal API| 4

e /2 7 kubelet B 4§ € --authorization-mode=Webhook ~ --kubeconfig
7 --require-kubeconfig #&&

e kubelet /£ 2 & 89 AP| server LAl SubjectAccessReview API| > VL#AE &
Mg KA G WA

kubelet 1% 1 5 apiserver #a Fl &9 17 5K & £ 77 ik k4240 APl 1 K o

Verb (#17%) ZARIEE A 8)15 Reg HTTP #0733 #8649

HTTP 3517 request ) %]
POST create
GET, HEAD get
PUT update
PATCH patch
DELETE delete

TR Fe F T IRARIEAE N RO BAR A T


https://kubernetes.io/docs/admin/authorization/#request-attributes

Kubelet API TR FRHR

[stats/* nodes stats
/metrics/* nodes metrics
/logs/* nodes log
/spec/* nodes spec
all others nodes proxy

Namespace ## APl 2L &M &2 ZF /4 % » TIR69% F &% kubelet 4 Node API
xt 5.6 2% -

LGN BT o AR P 4 apiserver 8 € 7 --kubelet-client-
certificate #» --kubelet-client-key HFEHBERTLTEM :

e verb=*, resource=nodes, subresource=proxy
e verb=*, resource=nodes, subresource=stats

e verb=*, resource=nodes, subresource=log

e verb="*, resource=nodes, subresource=spec

e verb=* resource=nodes, subresource=metrics
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TLS Bootstrap

ALAE A4 T H kubelet % & TLS & P %1 71 % (bootstrap) ©

Kubernetes 1.4 51 AT —A A TINEF B IE B Xt (CA) #HRIEHE APl - 3t
APl 874 B 89 & 4 kubelet 3224 TLS B P s#1EH o TlE L2 RFZRW > £
feature #43 B I Z ARG B E o

kube-apiserver it &

ol AR BE— /> token LHF » BRI FIE T £ S — Ao B kubelet 4F 2
bootstrap %849 “bootstrap token” °

% A5 AE A controller manager B & T 89 BKIABEE R B A T Fhb o A LR
B R 0 RS TR AR token AP T B AT A 60995 9454 (RBAC) A% L » A
P AEIRA] T 5 h B E AR XK P shiE R (1£ 8 bootstrap token) © 1%
RBAC > % token JCE R 5 A AT A kAR K8 X EM (B4 > SR E ZRT &
o ARG FaegipE) o

Token )i T4

Token T A ZAEZWY > 12 ZTLE T ANZLEEIEAE R E (Flde K % 2RI
Y5 2% % 89 /dev/urandom) & 69 E V12842 o 4 & token AR % 7 X o 4
o

head -c 16 /dev/urandom | od -An -t x | tr -d ' '
7 69 token £MAT A ¢ 02b50005283e98ddOfd71db496ef01e8 ©
Token UHF 12 £AMAT AT =] » o o7 = AMET A RAEATE » 5] F 69 285 AR 52 4o

TH & -

02b50b05283e€98ddofd71db496ef01e8, kubelet-bootstrap, 10001, "system
:kubelet-bootstrap"


https://github.com/kubernetes/kubernetes/pull/20439
https://github.com/kubernetes/features/issues/43

4 kube-apiserver 44 F /e - -token-auth-file=FILENAME #=.& (T84 &
49 systemd unit STH ) kB H token T °

EF LM RBE S F@E R -

% P 3%EH CA &

f£ kube-apiserver 4 F ik je --client-ca-file=FILENAME =& B A& P 541k
FINIE - FEE LB E LW B A IE MMM (B4 --client-ca-
file=/var/lib/kubernetes/ca.pem ) °

kube-controller-manager &t &

1% Rk 4 89 API & Kubernetes controller manager ¥ 4w 5 4 & 4% %] §8 35 © 1%
R w5 & L8y cfss| AME L A X o B AT » FTA R GYIE $39 A —F R 3 fe
FEA— AP X4 RK -

%25 A

T8 oL IR AR BEIE AR R AU ZAF A RRIRAL AR R IE B AT F 69 A R o

kube-apiserver i id 45T 49 --client-ca-file=FILENAME #%& kikiEfe K1z %
CA-CAMERRET ALY TEE » 2Z &Y Kubernetes & 5% F & CA °

B A K AR & PEM %25 69

Kube-controller-manager 47 & >

--cluster-signing-cert-file="/etc/path/to/kubernetes/ca/ca.crt"
--cluster-signing-key-file="/etc/path/to/kubernetes/ca/ca.key"

R IS

J£ kubernetes 1.7 iR » S5t 69 “40 B e fe” FH SR F A > #HHY
csrapproving 2% &4 1E 4 kube-controller-manager 8 —3f %~ » HEKIAEB A °


https://kubernetes.io/docs/admin/authentication/#static-token-file
https://blog.cloudflare.com/introducing-cfssl/
https://kubernetes.io/docs/admin/kube-controller-manager

484 A SubjectAccessReview API R#H T A P LT CHBER AT H R
CSR:>» RERIERRERATHE A THILEG LB AEZF R REFIEEA
P RAE% CSR » R A RBREEEH R o

EHREH CSRYIAZATHR ¢

1. nodeclient : P &% P ki1 K O=system:nodes °*
CN=system:node: (node name) °

2. selfnodeclient : Z#HEAAME 0 Fo CN B PHIEFHGT & o

3. selfnodeserver : ZHRFEHE T & (ALPHA » & & feature gate)

LA > #5% CSR £ %4 selfnodeserver 5K &5 kubelet 89 %18 464k 52
A, (Alpha Z74t) 48 %8k o Hk » selfnodeserver T LK KTRLKT »
B % % Controller Manager L% RotateKubeletServerCertificate feature
gate ° % AE 83 & T vAZE kubernetes/feature/#267 LiB 3z o

--feature-gates=RotateKubeletServerCertificate=true

vAF RBAC cClusterRoles #X#%& nodeClient ~ selfnodeclient #=
selfnodeserver Fft o AVAGEHIRAP TR A FHCERXMG A G, o


https://kubernetes.io/docs/admin/authorization/#checking-api-access
https://github.com/kubernetes/features/issues/267

# A ClusterRole which instructs the CSR approver to approve a us
er requesting
# node client credentials.
kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: approve-node-client-csr
rules:
- apiGroups: ["certificates.k8s.10"]
resources: ["certificatesigningrequests/nodeclient"]
verbs: ["create"]
# A ClusterRole which instructs the CSR approver to approve a no
de renewing its
# own client credentials.
kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: approve-node-client-renewal-csr
rules:
- apiGroups: ["certificates.k8s.i0"]
resources: ["certificatesigningrequests/selfnodeclient"]
verbs: ["create"]
# A ClusterRole which instructs the CSR approver to approve a no
de requesting a
# serving cert matching its client cert.
kind: ClusterRole
apiVersion: rbac.authorization.k8s.1io/vlbetal
metadata:
name: approve-node-server-renewal-csr
rules:
- apiGroups: ["certificates.k8s.10"]
resources: ["certificatesigningrequests/selfnodeserver"]
verbs: ["create']

X A 7 T VAR T 45 AE 0 4= bootstrap token o #il4e 0 25 Hld AR IR EY B Fht
fir ERBOGITA > dEANADAEA ) CSR -



# REMOVED: This flag no longer works as of 1.7.
--insecure-experimental-approve-all-kubelet-csrs-for-group="kube
let-bootstrap-token"

FHERFQZE—N clusterRoleBinding R EAL %4 o

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: auto-approve-csrs-for-group
subjects:
- kind: Group
name: kubelet-bootstrap-token
apiGroup: rbac.authorization.k8s.1i0
roleRef:
kind: ClusterRole
name: approve-node-client-csr
apiGroup: rbac.authorization.k8s.1io0

By R EHATEHEE 0 FERTUAHZE— ClusterRoleBinding k 1Ltk
AR o

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: nodel-client-cert-renewal
subjects:
- kind: User
name: system:node:node-1

apiGroup: rbac.authorization.k8s.1i0
roleRef:

kind: ClusterRole

name: approve-node-client-renewal-csr

apiGroup: rbac.authorization.k8s.1i0



MRz T E LML EEHEPHmERE  — L E P3N R L2 B HEINE
B P M e o

kubelet &t &

% & kube-apiserver # K& P 3%1E F » kubelet & 2t % £ — 4 8.4 bootstrap & W%
1E token #9 kubeconfig U #42 o T A& Bl kubectl config set-

cluster * set-credentials #» set-context kb kubeconfig ST# o

A kubectl config set-credentials 424 kubelet-bootstrap #1.%#% » ¥

6,4 --token = <token-value> * 4= T FATT :

kubectl config -credentials kubelet-bootstrap --token=${BOOTS
TRAP_TOKEN} --kubeconfig=bootstrap.kubeconfig

2 7 kubelet B » 4= --kubeconfig 48 &89 LA & » W4 A bootstrap
kubeconfig ©1 APl server i K& P 351E 5 o f£BLE  kubelet 891E 45 1F Ko = 3,
B & B2 T A R A B A $ 89 kubeconfig U E A E  -kubeconfig 48T 49
iz o P BAXIHEHAELE --cert-dir FHITHRAFTF o

/2 7 kubelet & & A bootstrap f 2| 694z & :

--experimental-bootstrap-kubeconfig="/path/to/bootstrap/kubeconf
lg n

>\:Q

Ik 0 £1.7F 2 kubelet 237 Alpha #h 68 » 18 L& P shfe/ XIR %
ETE P o

S 4l AE 56 4% 3R

o

T Ay %38 id kubelet T 85 RotateKubeletClientCertificate #»
RotateKubeletServerCertificate Zfetr&E B ALt » 124& RKRAF T4
S G BT AR LT -

--feature-gates=RotateKubeletClientCertificate=true, RotateKubele
tServerCertificate=true



RotateKubeletClientCertificate ¥ ¥Aik kubelet /& £ 3L A % 4 2] A & 38 32 4]
EH6) CSR kAL F PiniE+H o RotateKubeletServerCertificate ¥ ¥Aik
kubelet £ 251 & & P st B8 )6 & T AF RIRFIEH > H 4R ZIEH o IREIEH B
A %K DNS & IP SANs ©

kubectl % #it

BLEH RIS EERAERERL MR Eo—ASFARE SHROA P
WARTE A TR RE o HRAH R I3 F PR B RO LM B it » 2%
2t F alpha AR A 89 APl k3t » 7T vA oy 252 32 5 38 3t kubectl 4 4F T % ©

FIERTEA  kubectl get csr w47 HATA 4 CSR» 148 kubectl
describe csr <name> @4 E A CSREFmIZ & o £ 1.6 RAVARET » KA A
AR A o RSk F HA F R B E A Status 58 (EAWTEIAL) -t
J& 89 Kubernetes FR A P34 T  kubectl certificate approve <name> ##

kubectl certificate deny <name> %4 o
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https://github.com/kubernetes/kubernetes/issues/30163
https://github.com/gtank/csrctl

&) 22 A P Ik IE 2 A kubeconfig STAF

LB EFEHS » wRE LI kubectl 4K A PAER » SAAF AR A P
G oy #ATIANE Fo 2 HACTRAK B PR A o

T i A8l 2 — A devuser A P iFA% E 482 %] dev ## test A A namespace # #4
B

2] 72 CA it B Fo#b 4R

@)% devuser-csr.json X%

{
"CN": "devuser",
"hosts": [],
"key": {
"algo": "rsa",
"size":
I
"names": [
{
"C": "CN",
"ST": "BeiJding",
"L": "Beiding",
"o": "k8s",
"ou": "System"
¥
]
¥

4 % CA TE P Ao fn 4

FE G TLS 1E f A i) —F P RATE A RO IE B FAL4ARE T TAH T A
/etc/kubernetes/ssl H % T » T@#&A1A/Z£ master ¥ & L4 devuser &)
PAeAb4R > /£ /etc/kubernetes/ssl B FTFHATUAT 44 :

PAT R LM E AR ZE X TLEEE T LN :



ca-key.pem

ca.pem ca-config.json devuser-csr.json

$ cfssl gencert -ca=ca.pem -ca-key=ca-key.pem -config=ca-config.

json -profile=kubernetes devuser-csr.json | cfssljson -bare devu

Ser

2017/08/31
2017/08/31
2017/08/31
2017/08/31
2017/08/31

13:
13:
13:
13:
13:

31:
31:
31:
31:
31:

54
54
54
55
55

[INFO]
[INFO]
[INFO]
[INFO]
[INFO]

generate received request

received CSR

generating key: rsa-2048

encoded CSR

signed certificate with serial number

43372632012323103879829229080989286813242051309

2017/08/31 13:31:55 [WARNING] This certificate lacks a "hosts" f
ield. This makes it unsuitable for
websites. For more information see the Baseline Requirements for

the Issuance and Management
of Publicly-Trusted Certificates, v.1.1.6, from the CA/Browser F
orum (https://cabforum.org);

specifically,

section 10.2.3 ("Information Requirements").

LA R T U

devuser.csr

devuser-key.pem devuser.pem

€] & kubeconfig L4



KUBE_APISERVER="https://172.20.0.113:6443"
kubectl config -cluster kubernetes \
--certificate-authority=/etc/kubernetes/ssl/ca.pem \
--embed-certs= \

--server=${KUBE_APISERVER} \
- -kubeconfig=devuser.kubeconfig

kubectl config -credentials devuser \
--client-certificate=/etc/kubernetes/ssl/devuser.pem \
--client-key=/etc/kubernetes/ssl/devuser-key.pem \
--embed-certs= \

- -kubeconfig=devuser.kubeconfig

kubectl config -context kubernetes \
--cluster=kubernetes \

--user=devuser \

--namespace=dev \
--kubeconfig=devuser.kubeconfig

kubectl config use-context kubernetes --kubeconfig=devuser.kubec
onfig

KA1 £ A& kubectl # context :

kubectl config get-contexts

CURRENT NAME CLUSTER AUTHINFO NA
MESPACE
* kubernetes kubernetes admin

default-context default-cluster default-admin

SR P ARAZ admin  ZAE A kubect! £ 8 T $HOME/ . kube/config U4
14 T B89 context BL & » &ATR F &5 LAl A R4 devuser.kubeconfig
AR BP AT o



cp -f ./devuser.kubeconfig /root/.kube/config

*% T kubeconfig SL#49 & % 13 815 5% {4 il kubeconfig L i & ¥ G2 LIE o

ClusterRoleBinding

4o R HKAVBIRA] devuser A P 89474 > & 24% A RBAC 128 P 6947 4 IR$] & 3%
AU namespace ZRITEE A » 4o :

kubectl create rolebinding devuser-admin-binding --clusterrole=a
dmin --user=devuser --namespace=dev
kubectl create rolebinding devuser-admin-binding --clusterrole=a
dmin --user=devuser --namespace=

XA devuser A P 2t dev #= test @ /> namespace & 745 FI AR R o

TERATRBIEAT » IAE RN EIAT

kubectl config get-contexts

CURRENT

*

*

kubectl get pods --namespace default
Error from server (Forbidden): User "devuser'" cannot list pods in
the namespace "default". (get pods)

kubectl get pods
No resources found.

d

NAME CLUSTER AUTHINFO NAMESPACE
kubernetes kubernetes devuser dev
kubernetes kubernetes devuser

I

42 kubectl %

A EK 0 AE A 89 context L& devuser T 0 Bz A P R A

test i M > namespace * A KA 65 FIRIR

#% dev #=



X TAEHTHE S13 81545 % RBAC—L T 4 @695 Pl 424 o
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RBAC— T A & 695 Ml 3E 4

YATF R %A xingzhou * kubernetes B 7 X 4% 69 &1F » J& Uik
https://k8smeetup.github.io/docs/admin/authorization/rbac/
AT A 665 424 (Role-Based Access Control, BP””"RBAC”) 1%

J”rbac.authorization.k8s.io” APl Group £ MLIEALE R » AFEFE R AL
Kubernetes API#) & & & R % o

#, ZKubernetes 1.6 * RBACH & 4 T betahk A o

Z 2 FIRBAC » #1# Bl --authorization-mode=RBAC 2 # API Server °

APIHL it

AT K A-BRBAC APIFT & L 6w # TR £ o A P 7T X348 A 2 AKubernetes
API % g —4% (#4eilid kubectl ~APIAMF) 5L FRBITIL o Hlde > 4
4 kubectl create -f (resource).yml T AR TWATRTAHBIF » S K >
BAEZRATREZANEATAXRETHAS -

Role 5 ClusterRole

ZRBACAPIF » —AMAEEAET —2RT—ARRGIAM o IR VALLAE GG B e
NER (BATRHAN) o AETAd4 % EH (namespace) M # Role *f
% & X > mE/~Kubernetes £ ZF LB M A 289 A &M@ d clusterRole *f % 5%
i, o

—/A~ Role MEABRATHR TN E—FL—F L2 FR T FRFFRIR o AT R

#3 T "default”s % & 18] F 69— Role * %692 3L » AT 4T dpod a7 Fl A
R


https://github.com/xingzhou
https://k8smeetup.github.io/docs/admin/authorization/rbac/

kind: Role
apiVersion: rbac.authorization.k8s.io/v1lbetal
metadata:
namespace: default
name: pod-reader
rules:
- apiGroups: [""]
resources: ["pods"]
verbs: ["get", "watch", "list"]

ClusterRole *f £ T AT 5 Role *t Z AR 94 IR » ey T EA1& T EFH#CHE
s F o0 A AR R AR T A AT JUAR TR 69 5 B AR -

o EEETR (Hl4=¥ & > Bnode)

o JE /R £ A endpoint (#]4="/healthz”)

o WPTH AL EIR Ma L R R L E TR (#ldepod 0 F R EITH 4 kubectl get
pods --all-namespaces k&9 &% FA74 f9pod)

T@E % ¥4 clusterRole TXTHATHRTRAP LMo LER » RHETH
a4 E AP secret (AR TR T HAN) 6918135 FARR :

kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:

name: secret-reader
rules:
- apiGroups: [""]
resources: ["secrets']
verbs: ["get", "watch", "list"]

RoleBinding 5 ClusterRoleBinding

AT —1MAEFTELNEFRRT—ARE—EARAPF - AEHREELLT —
448 % 1K (Brsubject, &4 K P ——User ~ Al F % % P
—Service Account) AR IZT A @695 A o E 2 72 18] P 7T VAR

N O



https://k8smeetup.github.io/docs/admin/authorization/rbac/#rolebinding-and-clusterrolebinding

i RoleBinding *t £ TALR » dn 2 B A9 AR AL T ] 38
i clusterRoleBinding *t % 7% °

RoleBinding T3 Al EF —# % ER AT LH Role % o T@ETH F &L
49 RoleBinding ¥ % /£"default’# % = 18 F ¥ pod-reader” A &.4% T A P "jane” °
I — A AR P jane” W default” 4 % % 18] F 1% Blpod e

kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:

name: read-pods

namespace: default
subjects:
- kind: User

name: jane

apiGroup: rbac.authorization.k8s.1i0
roleRef:

kind: Role

name: pod-reader

apiGroup: rbac.authorization.k8s.1i0

RoleBinding *f AL7T ¥A3] Fl —4~ ClusterRole *f % fl T/ RoleBinding AT
F By Z R AT A P B3] Al 69 CclusterRole ¥ € LAY % % 8] #F Ik 69 17 17]
MR XB—AFEERAEAENEHCEA T LT L —REARAGA S » RERET
Flogep o 2 F 5 RMxLE @ o

Bl4e » RE T@TH T4 RoleBinding 5| A &9 Z—4 ClusterRole *f % » 2%
F P dave” (Bf A &9 £48) & A& R £85I development” 4% = 4] & &
secret (B RoleBinding AT B9 % F ) o



kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:

name: read-secrets

namespace: development

subjects:
- kind: User

name: dave

apiGroup: rbac.authorization.k8s.1i0
roleRef:

kind: ClusterRole

name: secret-reader

apiGroup: rbac.authorization.k8s.1i0

&G » T A& Al clusterRoleBinding £ &BF & F| AT A &% 1A F 42T AR o
T @4 F BT L CclusterRoleBinding A H P A”manager” ¥ #9147 Al
P # T vATE R B P AT 4 % % 1] F 69 secret ©

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:

name: read-secrets-global
subjects:
- kind: Group

name: manager

apiGroup: rbac.authorization.k8s.1i0
roleRef:

kind: ClusterRole

name: secret-reader

apiGroup: rbac.authorization.k8s.1i0

xF 5t IR 69 5] A



KEFEFRARERLL FHFHBERT > Hld"pods” » I EA1H I LA XAPI
endpoint®JURLF —#% - & » A —%Kubernetes APISE &2 7" F % R" > tbde
pod#ylogs ° #Kubernetes¥ * pod logs endpoint®URL# X 4 :

GET /api/vl/namespaces/{namespace}/pods/{name}/1log

EEAHERT > "pods’ 44 £ % i » @'log"Epods# T 5 © 4 T £RBACH
P RA BT RNEZRMAERU S HR 5T HR - RELACHE L
#Ri% MpodsiA Zpod log » EHERLATA &,

kind: Role
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
namespace: default
name: pod-and-pod-logs-reader
rules:
- apiGroups: [""]
resources: ["pods", "pods/log"]
verbs: ["get", "list"]

Mg resourceNames 7| & » A & A4t 1 Bl 4F £ 695 KARE KRS 51 A TR 5
Bl o B3EE T resourceNames Z|&EBf » REFHAE K 6GFHRGRIR » doik
F”get” ~ "delete” ~ "update” vA R "patch” 3 51 7 4915 K » R T B KR I A F T &
SRR EF L o Hldm o R FRRE —NA G E TR R 4E"get” XA "update” —
A~configmaptt » BT UAEZ LA T A&, :

kind: Role
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
namespace: default
name: configmap-updater
rules:
- apiGroups: [""]
resources: ["configmap"]
resourceNames: ["my-configmap"]
verbs: ["update", '"get"]



BAFEZEN L » wRZXET resourceNames ° M5 KAT4E A 69 3517 R &8 Zlist ~

watch ~ create 2, # deletecollection © & T ¥k % &~ 4 & I 42 create ~ list ~ watch#=

deletecollection ¥ APl R #JURL Y » AT AR ih R R WL B

7 resourceNames ®HMET AT > BAIM P4 resourceNames 41 &% K

O R -

— A E T LT
ERXTRBIF > AVRBIETT rules 49T L o

#. %1% Blcore API Group ¥ & sL# ¥ /& "pods” :

rules:
- apiGroups: [""]
resources: ["pods"]
verbs: ["get", "list", "watch"]

AP B 4 "extensions”F2"apps” APl Group ¥ & 3L #9”deployments” :

rules:
- apiGroups: ["extensions", "apps"]

resources: ["deployments"]

verbs: ["get", "list", "watch", '"create", "update", "patch",
delete"]

A B pods” VA & ik B %jobs” :

rules:
- apiGroups: [""]
resources: ["pods"]
verbs: ["get", "list", "watch"]
- apiGroups: ["batch", "extensions"]
resources: ["jobs"]
verbs: ["get", "list", "watch", '"create", "update", "patch",
delete"]



AR — A% A "my-config”# ConfigMap %#] (& &¥ 1L
i RoleBinding ﬁFﬁiAk€6Hi%ﬂ€+ﬂ¢z:'*/‘/\25’“lﬂ‘Fi&>Léﬁ —/~ configMap %
) 815 17 )

rules:

- apiGroups: [""]
resources: ["configmaps"]
resourceNames: ["my-config"]
verbs: ["get"]

AP 15 Blcore APl Group ™ #9”nodes” # % (@ T Node & &B% % %R » F)TVX
3t ClusterRole & L% &5 —/ ClusterRoleBinding #F%E 7 #¢A ak)

rules:
- apiGroups: [""]
resources: ["nodes"]
verbs: ["get", "list", "watch"]

AU 2t 3 F JRendpoint “/healthz” & 3 BT & 7342 #9"GET #2"POST"# K
(3t clusterRole T LFE#5—4 clusterRoleBinding 4P 7 fEH 2k)

rules:
- nonResourceURLs: ["/healthz", "/healthz/*"]

verbs: ["get", "post"]

A egr K £ (Subject) #9751 A

RoleBinding ## ClusterRoleBinding & A &4FE 5| A €98 2 £k
(Subject) ° A &g EARTER P4 (Group) ~ AP (User) &R %k
P (Service Accounts)

RAP@FHEERT o TARLHEGN P L > Hldoalice” ~ & A RAE 9.4 F > 4o
“bob@example.com” H# & A F4F $ 2 7694 Fid - wKubernetes & 3 5 fic & 1A
TERE SR A AT ERRXA P L o st TR P L > RBACIKA A 4L & RAEFTH 2 8


https://k8smeetup.github.io/docs/admin/authentication/

X o Adm o WA system: & AKubernetes & AL A MR G 89 > FTAR L 5 &4
PRA P LT 2EEEEAIMEA -

Kubernetes ¥ 49 Al P 4812 Bt 32 At 3kiR it c AP AR P —H O FH B LT o
Kubernetes il P 28 47 & R A & XZ K > 12AT4 system: FIHRHEALKRE
& o

JE %% P A B4 system:serviceaccount: RIZA P L > & TR
A system:serviceaccounts: AR F P 4
A EYr T 8 — ) T
AT 7B F » AXBRIE®T RoleBinding # subjects FH o
— /2% A"alice@example.com”# Al P
subjects:
- kind: User

name: "alice@example.com"
apiGroup: rbac.authorization.k8s.1i0

— A% A 7frontend-admins”# Al P 48 :

subjects:
- kind: Group
name: "frontend-admins"
apiGroup: rbac.authorization.k8s.1io

kube-system# % %= A # 69 BKIAIR - K P

subjects:

- kind: ServiceAccount
name: default
namespace: kube-system

A qa b E R TR RSP


https://k8smeetup.github.io/docs/tasks/configure-pod-container/configure-service-account/

subjects:

- kind: Group
name: system:serviceaccounts:ga
apiGroup: rbac.authorization.k8s.1i0

EEBFPTARERF

subjects:

- kind: Group
name: system:serviceaccounts
apiGroup: rbac.authorization.k8s.1i0

B A et 89 P (version 1.5+)

subjects:

- kind: Group
name: system:authenticated
apiGroup: rbac.authorization.k8s.1i0

BT A A E F P (version 1.5+)

subjects:

- kind: Group
name: system:unauthenticated
apiGroup: rbac.authorization.k8s.io

B/ P (version 1.5+)

subjects:
- kind: Group
name: system:authenticated
apiGroup: rbac.authorization.k8s.1i0
- kind: Group
name: system:unauthenticated
apiGroup: rbac.authorization.k8s.1i0



FKINAECHKINAEHT

API Server&@| 2 — 4% ik# ClusterRole ## ClusterRoleBinding *t % o &
BHANE P AU S 04 system: AL > &I & F IR dKubernetes 2 a 41473
F o xR IR BT 48 S HIE AR £FF (non-functional cluster) o — AN
F & system:node ClusterRolext % o XA A & 2 5L T kubelets 89 A Rk o 4= 3
A EAEAE R T AE 4 5 Ekubelets & ik B # TAF o

Pt A Bk 8 ClusterRole#» ClusterRoleBinding *t % 4 & #4712

A kubernetes.io/bootstrapping=rbac-defaults °

Bl % £ 47

R B it o APl Server#k & £ 37 Bk ClusterRole T 4k % #) B Fp AL IR » 3 & #7 Bk
ClusterRoleBinding AT #k £ 8 &/~ # @498 € TR o X # B 3h LA HLH AV EFHS R
— e F ISR o b TR RA A &40 T 44 471 19 Kubernetes# iR A b 7T 48 &
b RALGEBIRIEA B0 A & IR LRFr L RHT09 o

4o R F L BN A % 24 > #I% KikClusterRole A Z ClusterRoleBinding
89 rbac.authorization.kubernetes.io/autoupdate % E MR A false ° HiE

& HRZBRURIRA A GO T TRT 2 F HIE D AEIE RAF R A o

B Kubernetes 1.6+# » % £#RBAC# % (RBAC Authorizer) & T/ 2 K&
B o T VAR BB 3 E#)6E.

LKA e

#kClusterRole # A ClusterRoleBinding ELEus

o S w ks
system:basic- system:authenticated and /_Zii}g g;,; ;’;@3
user system:unauthenticatedgroups . T

A A3 AP
discovery
endpoints, A T &
API% %] 24T & 3 =

system:authenticated and

system:-discovery system:unauthenticatedgroups

e Rl P By A &



— KN AEHF T L system: WR > ClI-A@GRA PO AE - IXABLLR
%P A& ( cluster-admin ) > B7 & /%] Al ClusterRoleBinding ( cluster-
status ) EEFFCE ARG A E > ARAREAE T

RoleBinding ( admin ~ edit #= view ) A E® & FR TR A E °

N N

I *ﬂ—i
ClusterRole ClusterRoleBinding #k

AR P AR > AT AR T R IAT
f£4T#4% - £ ClusterRoleBinding ¥
T o B[ VL F AJie A AR BF o
cluster- system:masters g@gq}g;;;{%%}%%ﬁaﬁﬁﬁ ’
admin group /£ RoleBinding ¥ 1%l i - T VA% A2
#RoleBinding A7 {2 & % % 8] *F 69 PT A
TR BIEa ZW@E]&O

%2 5 AR » #] A RoleBinding £ % —
% Z A N¥ET o £RoleBinding
?&mﬁ R4 st A 2 7 /] )RR
admin None 2 WIREYIE B 15 )R] o bi‘aﬁ a2 7E 1]
ﬂﬂﬁdﬁ\%ffl EHA BT o 121
RV 2 IR B R (resource quota) 2,
H L ERAL TGN o

RFXE—AGLERRRIFHE
edit None 091 B 15 9] 497fﬁﬂf‘r§7ﬁ R FH K
AEXHEAGCHTE -

AT E AL EZR AR R

i B RIEGR c TAFEREAECREA

view None EHR e BFTHREFREA » FA
% & A secret R ©

Core Component Roles

M A G



LN
ClusterRole

system:kube-
scheduler

system:kube-
controller-
manager

system:node

system:node-
proxier

N
ClusterRoleBinding

system:kube-
scheduler user

system:kube-
controller-manager
user

system:nodes
group (deprecated in
1.7)

system:kube-proxy
user

HewmttAeé

ot

A% 1% Flkube-scheduler 484+ BT & &
89 IR o

A 7% [Flkube-controller-manager 42

PRPT & 26 R o EAFERIYEIRPT

FEOARIRF A W25 5
(controller) A &..

AP 2tkubelet 44 BT & S04 IR 69
7 7] 0 6L35 15 BLPT A secretde it BT A
pod#) 57 7] o E Kubernetes 1.7
¥R TREANAE  2dEHiE
FNode authorizer A&
NodeRestriction admission plugin °
FEAFARIERE BT T A Efpod
1% Tkubelets AP17 P 894 R B
Kubernetes 1.77F% » % &

Fl Node AL X BT »

2t system:nodes Jil P L8948 2 I
ToM B AN o

A7 2t kube-proxy 284 T & & 5t R 89
7 17 o


https://k8smeetup.github.io/docs/admin/authorization/rbac/#controller-roles

LN

o
HikClusterRole ClusterRoleBinding

Fg it
ARFRINEFRRAEE - @
None % W FtAeAPI Server i T 4, —
TRTEFRAZ AL ©

system:auth-
delegator

system:heapster None Heapster @469 A &, o

system:kube-

None kube-aggregator 8 #8 & &, o
aggregator

kube-dns service
system:kube-dns account in the kube-  kube-dnsZ#H6g A &, -

systemnamespace
A A ATKubelet TLSF] 5
system:node- None (Kubelet TLS
bootstrapper bootstrapping ) AT & 2 3 Ik 49
7 9.

system:node- None node-problem-detector 28 4 &%
problem-detector Ae o

A3 KRG 5 15 ik 50 2
214 (dynamic volume
provisioner) BT & & i R #97%
] o

system:persistent-
volume- None
provisioner

=43 (Controller) A &

Kubernetes controller manager ft it E4TA S 4Z 5| 53R o 48 M --use-service-
account-credentials %77 i fTcontroller managertt » & AN4E 4] 08 IRAR I 4% A £
BAGRS P B o MEMNERBIRAGE LA E - ATH

A system:controller: ° %R FR{EH --use-service-account-
credentials % & » controller manageri¥ &4% il B T 89 Rk E 4T BT A 424 18
o mRBEIELABIRLTAXGAE - ZEAE AL

e system:controller:attachdetach-controller
e system:controller:certificate-controller

e system:controller:cronjob-controller

e system:controller.-daemon-set-controller

e system:controller.deployment-controller

e system:controller:disruption-controller

e system:controller.endpoint-controller


https://github.com/kubernetes/heapster
https://github.com/kubernetes/kube-aggregator
https://k8smeetup.github.io/docs/admin/dns/
https://k8smeetup.github.io/docs/admin/kubelet-tls-bootstrapping/
https://github.com/kubernetes/node-problem-detector
https://k8smeetup.github.io/docs/user-guide/persistent-volumes/#provisioner
https://k8smeetup.github.io/docs/admin/kube-controller-manager/

e system:controller:generic-garbage-collector
e system:controller:horizontal-pod-autoscaler
e system:controller:job-controller

e system:controller:-namespace-controller

e system:controller:node-controller

e system:controller:persistent-volume-binder

e system:controller:pod-garbage-collector

e system:controller:replicaset-controller

e system:controller:replication-controller

e system:controller:resourcequota-controller

e system:controller:route-controller

e system:controller:service-account-controller
e system:controller:service-controller

e system:controller:statefulset-controller

e system:controller:ttl-controller

14510 5 By AR S &

RBAC API& ML Pt i A e A A eI T kT BRR - i TR —EZE
API% % 23,89 » PTVAERBACIZ AL % (RBAC authorizer) &2 B &K A TRAT
VAIE % TAE o

RAPRALERATACH O ARRGEG T MRE " EH—MAE » K&
BAEzbma A eyt R e B A#4T (T clusterRole kLT R CH »
T Role kM AZLGACHE NG L ERREEHLEE) o Bldo o R A

P ruser-1"Z A AR5 BUE R L B A f9secret?] & » AR 4 ol TR G4 1 6,8 XA AL TR
89 ClusterRole ° A THWBILFAPRAZE " FHAG » F£:

1. BTRAP —ANA EAAFRAIIRIE E 202/ £ Role
# ClusterRole *f % o

2. BTAP—ANAEESHAE Role F ClusterRole FATALYS X E AT A
AR o 4R P Z2 XA E X A5 Role A ClusterRole A% B AR HALAT
ABARACY AR > R IAPIE RAF AL o

AP RAALERAMINRAGAGCT A5G ARREATRAE " EHAHGHE (K
IR LM A T AL GAME LR RN #AT) KH A P AEPAAAIRACT AL T 5]
R E e ERATI T 3RAE o Blde » R Pouser-1" A AR R R EZFE AN



secret?| & » AR 2% R 46412 ClusterRole k73| AAREIE T T b RALIREG A
G o ATHGILA LR BEHACHT

1. BTRAP —NA EAAFIAIIRIE F 262,/ £ RoleBinding =X
# ClusterRoleBinding *f % o
2. BRTAPHEE—HFEACHFRGRIR :
o X3 > BIKTHP AR AETT L20RIR
o LR MR T P A4 TRole (HAClusterRole) % Eit
4T bind H{AF AR

%l4= » T @] F F 49 ClusterRole#RoleBinding# A% A 7 "user-1"4% 7 £ €
F’user-1-namespace”@ % = A 89 admin ~ edit #= view ¥ A &= A & 45

eSS

/LO



apiVersion: rbac.authorization.k8s.io/v1lbetal

kind: ClusterRole
metadata:

name: role-grantor
rules:

- apiGroups: ["rbac.authorization.k8s.io"]

resources: ["rolebindings"]
verbs: ["create"]

- apiGroups: ["rbac.authorization.k8s.io"]

resources: ["clusterroles"]
verbs: ["bind"]

resourceNames: ["admin'","edit","view"

apiVersion: rbac.authorization.k8s.io/vlbetal

kind: RoleBinding
metadata:
name: role-grantor-binding
namespace: user-l-namespace
roleRef:
apiGroup: rbac.authorization.k8s.1i0
kind: ClusterRole
name: role-grantor
subjects:
- apiGroup: rbac.authorization.k8s.1io
kind: User
name: user-1

Ll H—NAE B o R > A P F RS TN SRIMA GRIR -

s lb s A i e R TR

o &M 4 system:masters F P AERKIE H A P ARIKINTFEHE

%] cluster-admin RBLHAF A G, o

o WwREEAPI Serverfe E478 B R T ER A

A, 5T VAGE 3 X AR A 384T IAIE R E A6 58,

— e ST TR

—
——

o ( --insecure-port )

OREAERE A CHTHR

AHMA kubectl A TR TAGLZRARAEENEHRARTASL -

1R

&



kubectl create rolebinding

X —HTe L ER AT Role A# ClusterRole ° 744 T :
o 4 Aacme’ gt 2 E I admin  ClusterRole -7 A F”bob” :

kubectl create rolebinding bob-admin-binding --
clusterrole=admin --user=bob --namespace=acme

o %A acme’d L A ¥ view ClusterRole # TR %k myapp” :

kubectl create rolebinding myapp-view-binding --
clusterrole=view --serviceaccount=acme:myapp --namespace=acme

kubectl create clusterrolebinding

TEHEANEBEPIRT ClusterRole * SIEATAGTL TR o 4T :
o HEHANEBNEMNI cluster-admin ClusterRole %A P ’root” :

kubectl create clusterrolebinding root-cluster-admin-binding --
clusterrole=cluster-admin --user=root

o EHENEETLEANAIYN system:node ClusterRole # T/ P kubelet” :

kubectl create clusterrolebinding kubelet-node-binding --
clusterrole=system:node --user=kubelet

o EHNEFEHWEMNI view ClusterRole T4 % %= R”acme” M # Ik % Ik
bl myapp” :

kubectl create clusterrolebinding myapp-view-binding --
clusterrole=view --serviceaccount=acme:myapp

15 A FECLIF Bh A% VA 3R 45 Bk 409 1% ta A &

R% M P (Service Account) A&

KINIRBAC R %4 1% T 42 4] F @ 44 (control-plane component) ~ ¥ &
(node) #=4z#] £ (controller) —4AXHE < RAIR » 123 F kube-system” %
FR AP IR G IR P o M R TAEATAR (R BT AVGER P 89 LIARTR) o



R — R AVFEREFRZOF TGRSR THLRIR o WA R0 A SI0 T RB® L
W 2hh 2FLESRNETE - THMEEZHRRTRETREKRS TF L
AP IR (EEFBHLERRY ) »ZE5HTEFE -

MR ZAB FERRATURES AT 7k
1. A E—RBE B ABRFHRERPETAG (RAEZR)

2R AP Epod i (pod spec) T4 serviceAccountName F & °
HAZR A RGP (HlheBTAPI ~ ARG FE R A4 kubectl

create serviceaccount %)

#l4= > f£"my-namespace” 4% % 8] F 4% T IR % Tk P "my-sa” R g AR

kubectl create rolebinding my-sa-view \
--clusterrole=view \
--serviceaccount=my-namespace:my-sa \
- -namespace=my-namespace

2. EX—@ L E R PIRT default’ R K5 —/4~ A &

Yo R — A5 AL R A A2 LpodLIEF 48 E serviceAccountName ° € BRIk
1% F”default’ R %k 5 o

EE 2 Trdefault’ B 5 W 5 89 ARG T R T a8 = 18] RAEAT R A 4%

% serviceAccountName #Jpod °

T @ 89 %] F 3% £”my-namespace” % % 18] X 1% T default” R %k 5 R AR ¢

kubectl create rolebinding default-view \
--clusterrole=view \
- -serviceaccount=my-namespace:default \
- -namespace=my -namespace

Bl » % %[ (addon) ] (/ docs / concepts / cluster-administration /
addons /) 1 4 kube-system” % % 8] F 69 default” R 51K P E4T o B AR
e BRAL R AB LR P 45 FIARR 0 1% 3 cluster-adminit (R 42 T-"kube-system” 4~
& 2 1A F ey default’ IR 44k 7 o2& ¢ B A L4k &ok £ "kube-system” 4%
R e AT AR P 5 FIAPIE AL o



kubectl create clusterrolebinding add-on-cluster-admin \
--clusterrole=cluster-admin \
--serviceaccount=kube-system:default

AL ERPHTAEGRERTIRT A C

o R EZ L 2R NG A AR FHRMAER—/A 6 Liseie it 4
REMP » T AL G L ZRGRERL AP EARTAG -

T i 89 %] F 4% 4% T "my-namespace” & E 18] F 8 AT R IR %k P R AR AR
kubectl create rolebinding serviceaccounts-view \
--clusterrole=view \

--group=system:serviceaccounts:my-namespace \
- -namespace=my-namespace

A RFELEANGT ARG R ZT—AZRAE (R3E))

W REFRBEREANGL ERGRER > MTAEERFCE A 6T A RS K

P o

TaeeFIHMAG L ER PR IERRIETERFOMARLE KL
kubectl create clusterrolebinding serviceaccounts-view \

--clusterrole=view \
--group=system:serviceaccounts

L RTREA P ARG R LB AT ARG RP (%A R85 )
Yo RERATR X ORIRG 3R> BT AT ARSI P L TRER P 5 FARR o

b AR AT BA R BARE R P 5 Fsecret 34 R 41 — A
&0 7 Xkp FIARER P8 FRE o

kubectl create clusterrolebinding serviceaccounts-cluster-ad
min \
--clusterrole=cluster-admin \
--group=system:serviceaccounts



MAR A1.57F %

f£Kubernetes 1.6Z 8] » % % ¥ Z1¢ I JEF T2 9ABACRY » L& Tt AT A IR
%k P 8 T AEAPIF P AR o

%’Jii}\é@RBAC;T’\‘%\J #Z T4 F @284 (control-plane components) ~ ¥ &
(nodes) #=4z#] % (controller) —4L75 B R R » 123 T kube-system”
Z?@u%%%%%F’WK&T&ﬁﬂﬁ(ﬁ&ﬁ%%ﬁﬁﬁmﬁﬁﬁ%ﬁ
) o

BRARREANMEZ 12X TRAYMINMZE A FHFERAPIRRGILA TAF R &R o AT
ARG AR S E

F A% (authorizer)

F] B} 1 4T RBACAABAC# AL £ » # 61,45 8 )RABAC R %- :

--authorization-mode=RBAC, ABAC --authorization-policy-file=mypol
icy.jsonl

RBACH# AL £0% 2R & 254k R o o ERBACHK A RELAPIHE R » MABACH AL
BWHAKIEAT » X F KA RBAC R % XA ABAC % FT AL VR 89 44T 18 KAR A T 18 i
8 o

B ERHA2REZ ( --v = 2 ) E4TH » LT ULEAPI Server 8 & F & 2|

RBAC1E %% K12 & (VA RBAC DENY: A AT4) o & 44E A543 & ka4 2 ok sk

AEEERTHERP » AP ARRERP o —B TSk, A FALRES
A&+ ZARBACIEL M &89 TAE i RIE /£ 24T » T UM MABACIE AR & o

2 89 RBAC AR

T A4 JIRBAC A @88 T % B %] — /7072 0 R o

BEEUATERGARTFTARS KPR EHERR - BITARE T OETE AL
JFARS B SR S0k P AR o BT AT APIRATAEAT 4E » .45 & & secretde
AR o B b 0 F R HE AR A X AR R o


https://k8smeetup.github.io/docs/admin/authorization/rbac/#service-account-permissions

kubectl create clusterrolebinding permissive-binding \
--clusterrole=cluster-admin \
--user=admin \
--user=kubelet \
--group=system:serviceaccounts

Copyright © jimmysong.io 2017 all right reserved > powered by GitbookUpdated:
2017-11-02 08:43:28



IP 7 X R

AN it 4o B B F2 2 A ip-masg-agent °

@] 2 ip-masqg-agent
4|7 ip-masqg-agent » & 47T @ 8 kubectl 44

kubectl create -f https://raw.githubusercontent.com/kubernetes-i
ncubator/ip-masq-agent/master/ip-masq-agent.yaml

% T ip-masqg-agent 8 £ %13 &F5 5% 204 o

EXGHEELT » WA —ERN L Z 2B 22 WwRANFHANTERT
Ry &8 » TR ZJF 2 A ConfigMap kB B L Z®"A8 IP Wl o fldw» AT
2 A7 ip-masqg-agent % /& 10.0.0.0/8 » T AL %L A “config” &9 LA+ 61 AT
ConfigMap °

nonMasqueradeCIDRs:
- /
resyncInterval: S

AR ERT o ML A config 0 B A BKINE LT 0 %A A AE ip-
masq-agent & 69 %42 F o

1547 5|44 ConfigMap i 3| 889 & F -

kubectl create configmap ip-masq-agent --from-file=config --name
space=kube-system

& ¥ 4 B3 fetc/config/ip-masq-agent X » 5 resyscinterval B 18 B & —
WG G EE S R B ERET AP o


https://github.com/kubernetes-incubator/ip-masq-agent
https://kubernetes.io/docs/tasks/configure-pod-container/configmap/
https://kubernetes.io/docs/tasks/configure-pod-container/configmap

iptables -t nat -L IP-MASQ-AGENT

Chain IP-MASQ-AGENT (1 references)

target prot opt source destination

RETURN all -- anywhere 169.254.0.0/16 /*
ip-masqg-agent: cluster-local traffic should not be subject to M

ASQUERADE */ ADDRTYPE match dst-type !LOCAL

RETURN all -- anywhere 10.0.0.0/8 /*
ip-masqg-agent: cluster-local
MASQUERADE all -- anywhere anywhere /

* ip-masq-agent: outbound traffic should be subject to MASQUERAD
E (this match must come after cluster-local CIDR matches) */ ADD
RTYPE match dst-type !'LOCAL

FINFAT » At 0 E (169.254.0.0/16) &1 ip-masq RIZLE » ZAKIE %
& #6852 9 iptables #LW] o 4824k ip-masqg-agent &% AMEER > BT VLA
ConfigMap ¥ ¥ masqLinkLocal #% & 4 true °

nonMasqueradeCIDRs:
- /

resyncInterval: S

masqLinkLocal:

IP AKX RER F i

ip-masq-agent il 7 & & iptables #1134 Pod & |P #uhk[4 & /£ &£ 8F node ¥ &89
IP 3eik e @ o X3l F AN AR E R Z BB L6 pod CIDR 7o B X 9hg B 89388 4T o

*4E KN1E
o NAT (M 2 3k %6 3% )

RS NP <P RS R B AR KBS B R — A IP Mot Tk 4R B —
AP Xk 75 ik o 3 H W MAT IP BB 89X & TR ©

JE

e Masquerading (4 %)


https://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing

NAT &g —#H X, » BH A TMATS MeatdEde s P 2 AR IP i&ﬂ:iﬁ:a‘%iﬁ
BANMBZ )G 3@ AW EREHITIP B E o £ kubernetes F » X & Node
8y |P Mk o

e CIDR (£ £} A % dikiF)

EAFTTRETFREE » AFHTIESKENIE o CIDR I AT —#378 IP
Wit & Ak 0 AR FHARA CIDR £ Tk o J45 ik K% by 374 69 rudF 45 2
VEA G % 0 4= 192.168.2.0/24 ©

o RNH4EFk

AR HEE 3 L R AL REAE ZAUE B 8 P B3R T AN AT A BURAZ 69 W 48 Mk -
IPv4 #4535 A Hu3bik £ CIDR & 7 ik & L8 bk 3k & 169.254.0.0/16 ©

lp-masg-agent /£ 3% A& & % 2| £8F node ¥ & IP #= Cluster IP 7 B #h8g B 49
it » 28 E iptables #L1] k & 32 44 % 89 node/pod IP #uik o XA K EI& pod 89 IP
Motk 2 T % node 7 869 IP it E @ o £ L BIRF R » 3] “IPE07 Hohk6d iR
Fobk B Lam gL E Hhk o Blde > £ Google Cloud F » 5| B M 9 4E4T i & b
MEkBEBUIE IPo ZEARERE » wweGKET » Pod IP Wi 4E 4 ﬁ T oo A
T# £ ZAPE I > RAVL ¥ Pod IP &AL VM B T8 IP 32 G
A HE”  RUEIT » BLERIEE RFC 191888 2 =/5 A IP & EIUJ@ 3}51'7911
CIDR ° & B .45 10.0.0.0/8 ~ 172.16.0.0/12 #= 192.168.0.0/16 > FKILFHF LT » X
LN AHAEH (169.254.0.0/16) A FEth K CIDR o KE & E A A 6057 I
/etc/config/ip-masq-agent A & T e LA & » XL THREH o



https://tools.ietf.org/html/rfc1918
https://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing

Subnetwork: 10.128.0.0/14
Cluster CIDR: 10.0.0.0/9
Pod CIDR: 10.1.1.0/24

Traffic Masqueraded behind ethO
(external to cluster)

Src: 10.128.1.2
Traffic Not Masqueraded Dst: 35.188.24.176

(local to cluster)

S _ x 7 -~

~

eth0
/ L (10.128.1.2)

f cbr0

Src: 10.1.1.4
Dst: 35.188.24.176

(10.1.1.1/24)

Node

10.1.1.1.2/24 10.1.1.1.3/24 10.1.1.1.3/24 10.1.1.1.4/24

Ah - IPHEREREH

KT8 B B AL M AE A yaml X json &% » FEE AU T ATk key :

e nonMasqueradeCIDRs : 1# /| CIDR & &35 T 0k KB 69 F 45 & 7
o

e masqLinkLocal : — % 14 (trueffalse) * &= AT AR TN E R AT

A 4% 169.254.0.0/16 ° Kk #false °
e resyncinterval : K3 Z XY & FH e fe & 69818 7] & o $]4= '30s” & F
‘s A 'ms AEAF ..

%] 10.0.0.0/8 ~ 172.16.0.0/12 #= 192.168.0.0/16 & B 89 A Z I 2 MMHA K o (EFTH
HiE (BELLBEM) BHHE - LEHMTF > KA pod 89 KM B 69 Hohk 5T A
AL R IP Mk ~ E AT K693k X Cluster IP 5L B F 69— A IP 3ok o Efbft

TR EHAIE BRIA K - AT 4 B 27 ip-masqg-agent & /A & KA &


https://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing

iptables -t nat -L IP-MASQ-AGENT

RETURN all -- anywhere 169.254.0.0/16 /*
ip-masqg-agent: cluster-local traffic should not be subject to M

ASQUERADE */ ADDRTYPE match dst-type !LOCAL

RETURN all -- anywhere 10.0.0.0/8 /*
ip-masqg-agent: cluster-local traffic should not be subject to M

ASQUERADE */ ADDRTYPE match dst-type !LOCAL

RETURN all -- anywhere 172.16.0.0/12 /*
ip-masqg-agent: cluster-local traffic should not be subject to M

ASQUERADE */ ADDRTYPE match dst-type !LOCAL

RETURN all -- anywhere 192.168.0.0/16 /*
ip-masqg-agent: cluster-local traffic should not be subject to M

ASQUERADE */ ADDRTYPE match dst-type !LOCAL

MASQUERADE all -- anywhere anywhere /
* ip-masq-agent: outbound traffic should be subject to MASQUERAD

E (this match must come after cluster-local CIDR matches) */ ADD

RTYPE match dst-type !'LOCAL

KINFILT » /£ GCE/GKE ¥ ¥ 2 # kubernetes 1.7.0 "2 & » ip-masg-agent &4
F2 B F IBAT o o R L ALIRI F 24T kubernetes * A8 X £ 7T ¥A¥ ip-masg-
agent ¥4 DaemonSet 87 X /& &8 ¢ 247 o

J& L3k : https://k8smeetup.github.io/docs/tasks/administer-cluster/ip-masg-
agent/

%4 : rootsongjc

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
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https://kubernetes.io/docs/concepts/workloads/controllers/daemonset/
https://k8smeetup.github.io/docs/tasks/administer-cluster/ip-masq-agent/
https://github.com/rootsongjc

17 9] Kubernetes & #F

WRIER PHREBEREQTNTE » AR EF 7 X T AR k5 9] kubernetes %
7 .

o WM FLAERBEELN T XNAMLM kubectl w4 °

o L XTTVAEM kubeconfig X HFRINIEIZAF M APl server °
o AL &4 proxy 4 it s 74 & 17 17 kubernetes & F 49 /R 4%

o &7 Ingress » £ &% 5M5 IF] kubernetes %% 1 89 service

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
2017-11-02 08:43:28



17 9] 45 #%
% — x4 F kubectl 7 7]

Jo AR % — k%5 9] Kubernetes AP 8545 » &A1 Z DUE4E B Kubernetes 447 L
A : kubectl o

BT AR S E R R RN AT EA T CHRIE AT R
AT AT AL R 4 A ARE > FA A (G305 6 BRI A B
I An £ BE M aE o

1% T 0 89 47 240 & kubect] & Jn 89 FF 69 dudb A fT1E

$ kubectl config view
*T kubectl & 1E A9 8 % 70| Fo RE A T AL X ZHKEF] © kubect! Tt

B 37 7] REST API

Kubectl 4 ¥ 2t apiserver 8 AL Fe ik 1k o 4o R B4 H 3515 ¥] REST APl > =T vA4& Al
#% curl ~ wget | i & X489 http & P 35 > A AT JURY 77 Xk T AL A= IAIE ¢

e VA proxy #% X i&4T kubectl °
o WH Ik o
o 1% Al &4k % 89 apiserver 12 13 & o
o 1% Ml B % %1k 136k apiserver 89 &4 o &AA MITM (FRIAZEH) 87T
BE o
o TATEZ] apiserver °
o ¥k THRABFRNE P n i R/ HEBIEEH o
o BIE®) hitp B P R iR B A5 o
o MR Ak o
o A Tl AREmRAYLELEEXAGZE P HNKD o
o FRIEHAEH F AR K B ABE MITM o

1% F kubectl proxy


https://kubernetes.io/docs/getting-started-guides
https://github.com/kubernetes/kubernetes/tree/%7B%7Bpage.githubbranch%7D%7D/examples/
https://kubernetes.io/docs/user-guide/kubectl/index

VAT 4 A4 ) R RE 6 4% X 3247 kubect] < B4 32 2t apiserver 8 @ A% # # 4Tk
Uk o

143X A% 54T

$ kubectl proxy --port=8080 &

%% % T kubectl proxy 89 & % ta ¥

R E M=T AAE R curl ~ wget 3 F 7 i & k7 ¥ APl > 4 T AT ¢

$ curl http://localhost:8080/api/
{

"versions": [
Ilvlll

1% ] kubectl proxy (1.3.x YARTAR A )

i 13 3§ IAIE token B 4% 3% % apiserver 69 77 X 0 T vA%E %.4% Al kubectl proxy ° %=
TH &

$ APISERVER=$(kubectl config view | grep server | cut -f 2- -d "
] tr -d M)

$ TOKEN=$(kubectl config view | grep token | cut -f 2 -d ":" | t
r-d" "

$ curl $APISERVER/api --header "Authorization: Bearer $TOKEN" --
insecure

{

"versions": [
lvlll

1% R kubectl proxy (1.3.x L&A )


https://kubernetes.io/docs/user-guide/kubectl/v1.6/#proxy

J£ Kubernetes 1.3 & Z R A ¥ » kubectl config view & &7 token o 1%
Fl  kubectl describe secret .. #* 3 default service account #J token > %= T
BT+ -

$ APISERVER=$(kubectl config view | grep server | cut -f 2- -d "

:ll | tr _d n II)

$ TOKEN=$(kubectl describe secret $(kubectl get secrets | grep d
efault | cut -f1 -d ' ') | grep -E 'Atoken' | cut -f2 -d':"' | tr
-d "\t")

$ curl $APISERVER/api --header "Authorization: Bearer $TOKEN" --
insecure

{
"kind": "APIVersions",
"versions": [
"
1
"serverAddressByClientCIDRs": [
{
"clientCIDR": "0.0.0.0/0",
"serverAddress": "10.0.1.149:443"
}
1
3
J E—

AL TBIMER --insecure 13& o RAEFEEHZE MITM K& o % kubect! 77
o] £ RER 0 AR BEGRIERFE P HRERRTERSE o (ZERE

£ ~/.kube BERF) o T RAEDATAALLE > HTREZFREE S
G8IE 4R EY http & 7 5440 A ARIE B o

2 TR BB E - apiserver TR FZFWE e 5 TAGFA R EIMNERS » R H
1% R By K3&G R o sfsbif BA —AMage o i 5 T API169 17 7] Rl T A & 8 3 R o
Ao B SLARAE o XA FATARRG ARG 5T R LF4EF R o

mA2 75 1= API

Kubernetes %4 Go #= Python & P s& & ©


https://kubernetes.io/docs/admin/accessing-the-api
https://kubernetes.io/docs/tasks/access-application-cluster/access-cluster.md#go-client
https://kubernetes.io/docs/tasks/access-application-cluster/access-cluster.md#python-client

Go X P 3%

o ZRIBZLE » FHIZITUATH4 ¢ go get k8s.io/client-go/<version
number>/kubernetes 4 % I https:/github.com/kubernetes/client-go A &%&
F IR A o

o 1% M client-go & P su A2 o #HIE & o client-go LT B T APl st £ > Ak
4o R F & > A client-go M A EH M E SN APl £ 3L Hlde G A

k8s.io/client-go/1.4/pkg/api/vl . EFHE) o

Go & P 3% 7T vA4% Al & kubectl < 44T T 48 F] 8 kubeconfig L 5k T Az 961E
apiserver © %% & % 71| 4= client-go =] o

Yo R g MALFE2E R P Pod 89 X3 & » H 5% T —7 o

Python % F i

1% F Python client » # &4 A T4 4 1 pip install kubernetes ° &#&
Python & 7 55 & Tl @ RILE % 692K ikF o

Python & F 3% 7T vA4% 1 5 kubectl 4447 T A48 F] 8 kubeconfig L4 k EAifegh
1E apiserver © 55 % T o

HAiE T

= 4

BHE LM E P TR K E APl o A X L& 69 3e1e 77 X, » 55 1 LA o

#£ Pod 1% ] API

12 Pod 17 7] API & » T AzF21A1E 3] APl server 97 XA BT R o £ Pod ¥ & 2]
apiserver }uhk 89 3 % 7 ik 4E Flkubernetes DNS & 4% » € BT AR % IP > &4
S ¥4 45 ¥ 2| apiserver °

%) apiserver ikiE 89 4 % 77 ik &A% F service account %4E ° i1 kube-system °
pod & service account 8 X ¥ » # E3% % service account 89 %3E (token) AN 1%
pod FHEMNE R A GH T - 42T

/var/run/secrets/kubernetes.io/serviceaccount/token °


https://github.com/kubernetes/client-go
https://kubernetes.io/docs/concepts/cluster-administration/authenticate-across-clusters-kubeconfig
https://git.k8s.io/client-go/examples/out-of-cluster-client-configuration/main.go
https://kubernetes.io/docs/tasks/access-application-cluster/access-cluster.md#accessing-the-api-from-a-pod
https://github.com/kubernetes-incubator/client-python
https://github.com/kubernetes-incubator/client-python
https://kubernetes.io/docs/concepts/cluster-administration/authenticate-across-clusters-kubeconfig
https://github.com/kubernetes-incubator/client-python/tree/master/examples/example1.py
https://git.k8s.io/community/contributors/devel/client-libraries.md
https://kubernetes.io/docs/user-guide/service-accounts

wwRTH s iEHABFIETEANARR G L5
/var/run/secrets/kubernetes.io/serviceaccount/ca.crt 1= & » # A T3%

1E apiserver 8 R %k P o

& J& » J1-T namespace API #1F 8 %Kik namespace 2 A NE & F 49

/var/run/secrets/kubernetes.io/serviceaccount/namespace ¥ °
f£ pod F 0 EEF] API 893 75 77 kT

e % kubectl proxy 4 pod ¥ 8 — B E R ET > INFALFTERNETHNESE
# A2 o €I Kubernetes APl /X2 2| pod # K3 EME 2 » Vxﬂ'ﬁ‘zﬁ-%ﬂ’%ﬁ pod
P ag B 35 N B S AZAR T A7 1B B o 4 M = pod 1% kubectl proxy 8%
/f?]'l] o

o 121 Go B Fs# /& » #1£ A rest.InClusterConfig() #»
kubernetes.NewForConfig() RHEGIE—NEF % o

oA 4 22 24 apiserver #9 AL Fa Ik IE o 7 17

BV L8 U LT » A8 F 248 A pod 89 %1€ 5 apiserver #AT% 4313 o

15 9] £ 8%+ 12 /789 service

L+ —% % % T #3#% kubernetes API server o i — ¥ & % T # 4 %] kubernetes %
B J 124789 service ° £ Kubernetes ¥ » node ~ pod ## services #f A €11 8 T &9
IP o RS HILT » 8+ node & IP ~ Pod # IP ~ service &7 IP &R & T ¥ &y 69 »
Hsbie BN @ I E L E T FEEA] > Bl B E T ERARRE o

E 30 75 A

TR A% 3B AT JUAY 77 XK £ BF 9130 % 3£ %) node ~ pod ## service :

e A1 public IP 77 I¥] service °
o 12 F NodePort #= LoadBalancer X749 service® ¥ 1& service A%
Je BABEINIANG M 3] - 5 & A service #» kubect! expose UA o
o RIELMNEEEINE » XTHRAWGRFHZEL BN 93» v AT RSN

ARELEIZHEME BEREORFZATLL - EAD AT F 175
TE ?

o t pod AAMSEE o FIN—ma K (FldeA TRK) 177 —AN4F


https://github.com/kubernetes/kubernetes/tree/%7B%7Bpage.githubbranch%7D%7D/examples/kubectl-container/
https://git.k8s.io/client-go/examples/in-cluster-client-configuration/main.go
https://kubernetes.io/docs/admin/node
https://kubernetes.io/docs/user-guide/pods
https://kubernetes.io/docs/user-guide/services
https://kubernetes.io/docs/user-guide/services
https://kubernetes.io/docs/user-guide/kubectl/v1.6/#expose

pod ’ iﬁj}‘ pod #}:_735(;%;——‘/1\%{——*6'] label ° ﬁ"@'];%”‘/l\iijéig label él]%ﬁﬂ&

% o

o EXZEWFAT » RARFFRAARTEZIAL node IP B35 F] T &
o i@ 1d Proxy #1177 service ~ node ~ pod °
o fE15 1P| TAZR %X AT 0 1 WMAT apiserver INIEFIZA o T RIR F 4%
Ao RHERELTLHEMN » REA THET A IP Lk o X#i7HR o F
% R & A 7 X o
o RETH A FHEEL Web 2 AAF HILIFA o
o fiER T HTTP/HTTPS °
o JLbFgk o
o £ %% N5 7] node # pod °
o 1E4T—" pod» RE1£ A kubectl exec 4 4E 33| shell ° % shell +i&
%3] 4 node ~ pod #= service °
o AEEHTHAV ssh BIEAF L EANAT & o AARANT EET A5 2] &£
BPHRE  c AR—NFIFAEG T CTHRELELLEH AR mA
XEEHTAT BB FTEETREETHES LT AL TEREZA o B
£ DNS T &8 & 7% B TAF o

17 B R Bk %

iR EAE A 2K JUANE kube-system F B #1869k % o 4£ Al kubectl cluster-
info 4 RIIZI|E

$ kubectl cluster-info

Kubernetes master is running at https://104.197.5.247

elasticsearch-logging is running at https://104.197.5.247/api/
vl/namespaces/kube-system/services/elasticsearch-logging/proxy

kibana-logging is running at https://104.197.5.247/api/v1/name
spaces/kube-system/services/kibana-logging/proxy

kube-dns is running at https://104.197.5.247/api/vl/namespaces
/kube-system/services/kube-dns/proxy

grafana is running at https://104.197.5.247/api/v1/namespaces/
kube-system/services/monitoring-grafana/proxy

heapster is running at https://104.197.5.247/api/v1/namespaces
/kube-system/services/monitoring-heapster/proxy


https://kubernetes.io/docs/tasks/access-application-cluster/access-cluster.md#manually-constructing-apiserver-proxy-urls
https://kubernetes.io/docs/user-guide/kubectl/v1.6/#exec

R R 7T 5 EHEAMRSGRE URL o

Bldm > LB AT £B% B &tk (1 MElasticsearch) » WwRAEASENHE
o T %A https://104.197.5.247/api/v1/namespaces/kube-
system/services/elasticsearch-logging/proxy/ 7 9% » Sidid kubectl X
¥ > 4w ¢ http://localhost:8080/api/vil/namespaces/kube-

system/services/elasticsearch-logging/proxy/ °

(K R4 fTiti% HEF1E A kubectl R » & 40 L)

F s 2 apiserver X3 URL

4o L FFak > BT VA4 kubectl cluster-info 4%k IR % 69X *E URL °
ZHZEOESR G E N BB ALY REURL BEAEH BRSO REURL :

http:// kubernetes master _address /api/vil/namespaces/ namespace_nam
/services/ service_name[:port_name] /proxy

4o AR B A 3T port 9.4 F > AR AL AL/ URL 24 % port_name °
o

o #7817 7] Elasticsearch #7/R % 3% % _search?qg=user:kimchy ° &% &4
F : http://104.197.5.247/api/v1/namespaces/kube-
system/services/elasticsearch-logging/proxy/_search?
g=user :kimchy

o R85 1] Elasticsearch 89 &3 42 %15 & _cluster/health?pretty=true °
BFEZIER ¢ https://104.197.5.247/api/v1/namespaces/kube-
system/services/elasticsearch-logging/proxy/_cluster/health?

pretty=true


https://kubernetes.io/docs/tasks/access-application-cluster/access-cluster.md#accessing-the-cluster-api

1% F] web & % & k17 ¥ £ B F &

"cluster_name" : "kubernetes
"status" : "yellow",
"timed_out" : ,
"number_of_nodes" : 1,

"number_of_data_nodes" :

'
"active_primary_shards" : 5,
"active_shards" : 5,

"relocating_shards" : 0,
"initializing_shards" : 0,

"unassigned_shards" :

_logging",

ITEI R %

T A% apiserver X3 M k24 72 &) B 09 M A2 F o R

o Web & % % i

R AeAE % token » BRI TAEE B M AR (%8) IE ©

Aplserver "'Tv/\ BB ) 32 AR ARINIE » (2B 6 R TR KRB B A 42 A

UE

o

o R % RS RELFER T - TR AE Nl KT AZ AR
LT M URL 8% P 3% JavaScript

EES

ER D)

TR ADREAFE R HI o FAARE (LFL)

% #*

RE

2 1% Al kubernetes # Bt 1& 18 7T 68 2% 2| F % 4 1 B 69 K32 ¢

1. kubectl /K32 :

e}

e}

e}

LR P @A pod FiEAT

JX localhost 3.4k 2] Kubernetes apiserver #54X 2

B P % B AR IEAE A HTTP
apiserver #9X32 1% il HTTPS
T A% apiserver


https://kubernetes.io/docs/tasks/access-application-cluster/access-cluster.md#directly-accessing-the-rest-api

o #dm & 131k header
2. apiserver R :
o F—MNEL2MAEN apiserver
o WBEZ IR P EFFEEIP TN T REE KGN
o /& apiserver # 42 J Z 4T
o B P mBNREMEA HTTPS (X http » 4= R apiserver 4w sbLfc & )
o RBRIEARYTRAE EBRELHEEH HTTP X HTTPS
o T I -T7 ¥ node ~ pod 3 service
o M -T17 ¥ service i 4T i 839 7
3. kube R :
o EHEANT & LEAT
o X3 UDP #= TCP
o X i#F HTTP
o R4 M KM
o R &M k7 7] service
4. apiserver A @ 89 X3/ R RIHHTE -
o BEfEIABLERA (Hl4 nginx)
o LT AT A E P skf— AR % A apiserver Z ]
o A RBIH[HS » wRA % A apiserver
5. IR F = R BH[HE -
m—d xR HRE (Hl4 AWS ELB ° Google Cloud Load Balancer)
% Kubernetes service £7%! % LoadBalancer & » & B #h €] 2
12 4% Fl UDP/TCP
FEH 7y NE = REE m A

(¢]

(¢]

(¢]

(¢]
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https://kubernetes.io/docs/tasks/access-application-cluster/access-cluster.md#discovering-builtin-services
https://kubernetes.io/docs/user-guide/services/#ips-and-vips

1% Kl kubeconfig ST ft & #5 &£ BN E

Kubernetes &k 1E 7 R 3t T R B 89 AR5 T 48 H BT R B ©

o Z4T kubelet 7T #&A —#IAE 7 X, (BPiEH) o
o AP THATRFMINIES X (BPAM) o
o BN THAAMAINMAR PR IEH D] & o
o RMTHAESANAER » FAZLER—MRFTGLAFRT L—MHR P hiels
RactiEHtERARGLRRE -
FPAA THEGSAET P 2 Hte S AN EBZ Ak » TS AR P AERLT » 014
H % L T —4 kubeconfig T F o

WX EE— A SRR X TR E B fe BB EERZ L o CEIIAT —A
(A FP) iz BB fe — MR A E T U 5 RAAR X B0 EAF 5 12 6091

4o R AAAIEE 0 WA % A kubeconfig X o £IE4TE » NG5G 4AITFI T
MBS —AemBHFEH (FRLTEE AN]) o

A8 %t
http://issue.k8s.i0/1755
Kubeconfig T # 69 48 5%,

Kubeconifg U & #|


https://kubernetes.io/docs/tasks/access-application-cluster/authenticate-across-clusters-kubeconfig.md#loading-and-merging-rules
http://issue.k8s.io/1755

current-context: federal-context
apivVersion: vi
clusters:
- cluster:
api-version: vi
server: http://cow.org:
name: cow-cluster
- cluster:
certificate-authority: path/to/my/cafile
server: https://horse.org:
name: horse-cluster
- cluster:
insecure-skip-tls-verify:
server: https://pig.org:
name: pig-cluster
contexts:
- context:
cluster: horse-cluster
namespace: chisel-ns
user: green-user
name: federal-context
- context:
cluster: pig-cluster
namespace: saw-ns
user: black-user
name: queen-anne-context
kind: Config
preferences:
colors:
users:
- name: blue-user
user:
token: blue-token
- name: green-user
user:
client-certificate: path/to/my/client/cert
client-key: path/to/my/client/key



SR 0 JF BRI &
Cluster

clusters:
- cluster:
certificate-authority: path/to/my/cafile
server: https://horse.org:
name: horse-cluster
- cluster:
insecure-skip-tls-verify:
server: https://pig.org:
name: pig-cluster

cluster F &4 kubernetes %#% 8954 & 43E » &.4& kubernetes apiserver %
B ourl AR EBREGE 5aR KA RF L RBF IR S OE B A R AAZ 89 1E B4R K A

MZLE > % E insecure-skip-tls-verify: true °

cluster #.% 4k (BRAR) ¥E4 % kubeconfig LA 69 8 F 69 key o T 1L
1% B kubectl config set-cluster #mRHEHK cluster KB o

user

users:
- name: blue-user
user:
token: blue-token
- name: green-user

user:
client-certificate: path/to/my/client/cert

client-key: path/to/my/client/key

user & AT @& kubernetes £ # AT H Iy R IEE B P 58 KB o /S H
kubeconfig X /& * user A —NEAR (BAR) MEAMP XA ATt keyo T
F%1EA client-certificate » client-key ~ token #=

username/password ° username/password #7 token & =F RAE#‘F—

/> » 12 client-certificate #» client-key T A5 3 5 €14 & ©


https://kubernetes.io/docs/user-guide/kubectl/%7B%7Bpage.version%7D%7D/#-em-set-cluster-em-

& T A4 Al kubectl config set-credentials WK FIEK user % B o
context

contexts:
- context:
cluster: horse-cluster
namespace: chisel-ns
user: green-user
name: federal-context

context X T —M4 %4 cluster -~ user ~ namespace sG> A -T14&
F RGPS Bfe g L ZRIEFRZ EBIE TR o ZAFRA TR 5 UE M
cluster ~ user ~ namespace X —# T LT s KA T none o KRI&E 1A
KA Hm B 49 kubeconfig T A A AR 4 B 896 L 48 (Hl4e » 4R L3t kubeconfig
X ET pink-user B9 LETX) KMBB|AKINGE - A XBER/SHATH » F
LT @& o An o FH LN o

BT VA& A kubectl config set-context #AXEALETLEAR o
current-context

current-context: federal-context

current-context is the nickname or 'key' for the cluster,user,namespace tuple
that kubectl will use by default when loading config from this file. You can override
any of the values in kubectl from the commandline, by passing - -
context=CONTEXT , --cluster=CLUSTER , --user=USER ,and/or --
namespace=NAMESPACE respectively. You can change the current-context

with kubectl config use-context .

current-context ABRAFRXFWLAEAN cluster ~ user ~ namespace T
2089 "key” > & kubect! & SUAF F Ao 3 B B 69 B ik 2R KR ] o BT A
kubectl 447 28 £ 44 » @I 5 545X —context=CONTEXT ~ -
cluster=CLUSTER ~ --user=USER #= --namespace=NAMESPACE °

BTl B kubectl config use-context ¥ current-context o


https://kubernetes.io/docs/user-guide/kubectl/%7B%7Bpage.version%7D%7D/#-em-set-credentials-em-
https://kubernetes.io/docs/tasks/access-application-cluster/authenticate-across-clusters-kubeconfig.md#cluster
https://kubernetes.io/docs/tasks/access-application-cluster/authenticate-across-clusters-kubeconfig.md#user
https://kubernetes.io/docs/user-guide/namespaces
https://kubernetes.io/docs/tasks/access-application-cluster/authenticate-across-clusters-kubeconfig.md#loading-and-merging
https://kubernetes.io/docs/user-guide/kubectl/%7B%7Bpage.version%7D%7D/#-em-set-context-em-
https://kubernetes.io/docs/user-guide/kubectl/%7B%7Bpage.version%7D%7D/#-em-use-context-em-
https://kubernetes.io/docs/user-guide/kubectl/%7B%7Bpage.version%7D%7D/#-em-use-context-em-

apiVersion: vi1

kind: Config

preferences:
colors:

]

apiversion ## kind ARIRE PSRBT R ORAFER 0 TR FH R o
preferences 18T Tk (Fo L AT KM A ) # kubectl & &R o

%% kubeconfig U

kubectl config view 447 ¥l % A4 kubeconfig & & o HiIAK A4 E k=
FT A 8 kubeconfig % & ; BT A I AN —minify S%k - KAELEI G
current-context A X&EFALE o A X HEMELA > 55 M kubectl config

view °

#7218 B T 89 kubeconfig U #

&= vA4g Bl B ST =4 kubeconfig L4 1E 4

A& wREARI kube-up.sh BRI E ) kubernetes &7 » A F £ 8 T A
# kubeconfig X HF——Z Ml AT &4 BEIER T -

{:.note}
% apiserver B # 69 4£4% 1 T —token-auth-file=tokens.csv &b » Lt
X% &5 APl server 48 X8k » tokens.csv XA AR BIAET

blue-user,blue-user,1
mister-red, mister-red, 2

2% . B3 APl server B AR S T A L0 o H R — T AR RIE AR IEAE R 69 2R o

E i 7] kubeconfig X H4RHEET green-user HEPHFEUE c AR P
current-user & green-user  1EfTi% APl server 8% P s&id A % 7
kubeconfig SUAFEF AR T AR B & o B4 » RATT XA ZH5 2 current-


https://kubernetes.io/docs/user-guide/kubectl/%7B%7Bpage.version%7D%7D/#-em-view-em-
https://kubernetes.io/docs/tasks/access-application-cluster/authenticate-across-clusters-kubeconfig.md#example-kubeconfig-file
https://kubernetes.io/docs/admin/kube-apiserver/
https://kubernetes.io/docs/admin/kube-apiserver/

context #94AVA blue-user &1y #AE o

£ E@ETHEF > green-user ATRBEEIEEF > blue-user EAEGE
token ° 4 A kubectl config set-credentials HEEFZ &  BTHE L2
B o E 5 8] " A5] S AR R ARAE A A o

Jra 2 Fa A FF FL 0]

Ao B A H kubeconfig TG I MR 3£ > (2 H IR % o A BB E 3 FRAT IR F 4
#

1. MAE & F R kubeconfig o 4418 1 AT B R M Fa & FF AN T,

4w %1% E T commandLineLocation ( kubeconfig #4474 %k6944)
Ko RERAGIM > IA2RTE}  c RERE—KFEFRAFHT— Ko

KA wREET Envarlocation ( $KUBECONFIG &94d) - Hi§ &tk
AL AT TAFT R FARBE AT NS o EXAHLHEY - FFEITA
B SUARHE P AR o R BEAF LR map key 89 % — MU RR AR > SR
18 3% map key LK Z R4 E K o X F%RAKE CurrentContext #9 5 — A~ U #F
BKREGELETL o BELFREWRANIHFR I T — red-user ° AR X
K’ RAERFE—ALHFE red-user 94 o BpfE B = AUHFEY red-user
PAEFREBEMLER o

7 %b 2 42 Fl Home B %42 & ( ~/.kube/config ) K K44 -
2. ARYE sLk T 6Y 5F — Ay o A B4R R 69 BT ST

i AT A context A ATk AY A
ii. kB &FE8 kubeconfig X4 current-context
jii. &£ ZXANANBEAFE
3. MR BALNGEEZ AR P oo LB » RATTRALTARZA LT L o il
ATRIAMEFGE—RGF o (BHAR —RAAP » —KRHEFF)

i, AT RS user 18T M P » cluster T EAHLAR
ii. wRETUHAL > W& ETUE
ii. AFE
4. AT AL R 69 S IRBE AT A o SLE 0 RATTAEA LT 4R A £AF1Z & - RIE4E
AMBEHFNEFEE (B—RPpPREE)



https://kubernetes.io/docs/tasks/access-application-cluster/authenticate-across-clusters-kubeconfig.md#commands-for-the-example-file

i. AT HRE—— server api-version °® certificate-
authority #7 insecure-skip-tls-verify
i. WwRBELEEHEFZLE FABFAEZBLGHE > HIEAE o
i, WRAAREBALE > N~ AR o
5. R AL A LR PAZE o A PALRAS EBE SR QRN E > hIE - &
By AR PR AR — A AIERLR o

i, RBMRLEEH1) 4474 E 2) k8 kubeconfig #9 A P F&
i. 444 EA © client-certificate ~ client-
key ~ username ~ password #° token
i, 4o RA AAP I RAEK BRI
6. * TAEATAS Rak F 6943 & > AL A BKINE » FF TR 2R TIRIERZ &

7. Kubeconfig ST# &9 BT A SLAF 5] A Af 48 23 T kubeconfig ST #F A& & 6942 & # 47
FRAT o B AT LR R ARG A B e Ae st T S A LA B R #ATARAT o &
B AEAL ~/.kube/config AT o A8 xfEAR AR AR A Bk 0 28BS AR AR A
2t Bk o

Kubeconfig U ¥ 89447 3442 A1 48 2 T kubeconfig LA & 8942 @ 47 A247 o

1 Fl  kubectl config <subcommand> &%
kubeconfig

kubectl config A — 7|94 4 T WALH Bh &A1 £ 7 12 894%4F kubeconfig
# o

1% % K kubectl/kubectl_config °

Example


https://kubernetes.io/docs/user-guide/kubectl/%7B%7Bpage.version%7D%7D/#config

$ kubectl config -credentials myself --username=admin --passw
ord=secret

$ kubectl config -cluster -server --server=http://localh
0st:8080
$ kubectl config -context default-context --cluster= -ser

ver --user=myself

$ kubectl config use-context default-context

$ kubectl config contexts.default-context.namespace the-righ
t-prefix

$ kubectl config view

FAw T

apiVersion: vi
clusters:
- cluster:
server: http://localhost:
name: local-server
contexts:
- context:
cluster: local-server
namespace: the-right-prefix
user: myself
name: default-context
current-context: default-context
kind: Config
preferences: {}
users:
- name: myself
user:
password: secret
username: admin

Kubeconfig X &4 X 4% F :



apiVersion: vi1
clusters:
- cluster:
server: http://localhost:
name: local-server
contexts:
- context:
cluster: local-server
namespace: the-right-prefix
user: myself
name: default-context
current-context: default-context
kind: Config
preferences: {}
users:
- name: myself
user:
password: secret
username: admin

TP ST AEAR AR AE 4

$ kubectl config preferences.colors

$ kubectl config -cluster cow-cluster --server=http://cow.org
18080 --api-version=vil

$ kubectl config -cluster horse-cluster --server=https://hors
€.0rg:4443 --certificate-authority=path/to/my/cafile

$ kubectl config -cluster pig-cluster --server=https://pig.or
g:443 --insecure-skip-tls-verify=

$ kubectl config -credentials blue-user --token=blue-token

$ kubectl config -credentials green-user --client-certificate

=path/to/my/client/cert --client-key=path/to/my/client/key

$ kubectl config -context queen-anne-context --cluster=pig-cl
uster --user=black-user --namespace=saw-ns

$ kubectl config -context federal-context --cluster=horse-clu
ster --user=green-user --namespace=chisel-ns

$ kubectl config use-context federal-context



a1 gr e — AL
FTvls &2 —dndpfe —Ae » Bz )& B T 49 kubeconfig U #- :

o Ttk —T » T MIKE api-server 898 3 7 X, : f£7% 7 kubeconfig ST A 7 &
FrIEZ AT BEFR UL THREE R RS o

ol kg ARAD B A 1569 B 49 api-server sk A 0913 & o

o FARIEE) api-server £ VA AR~ P (B green-user ) BIEHN T
NB# o ZRELMEE api-server XA » U TREA X T EHIirm¥y 5 @
B AT HAR o
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A 35 O R G F R AT A 8 AR

AR @ BET4TiE A kubectl port-forward 4 & 4#%|324174 Kubernetes
KB P 8 Redis IR % 35 o A% LA 69 % 352t T 438 & RRRA H B o

8122 — /4 Pod % i 47 Redis MR % %
1. 81—/ Pod :

kubectl create -f https://k8s.io/docs/tasks/access-applicati
on-cluster/redis-master.yaml

PEEBITRAEE AU T %% Pod £ G LA H
pod "redis-master" created
2. %% Pod £ G EEETHLTHRERS ¢
kubectl get pods
% Pod #t.4 » 4 8 £ 7 Running #K 4 ¢

NAME READY STATUS RESTARTS AGE
redis-master 2/2 Running 0] 41s

3. %1k Redis % & £ & © i Pod F1i&4T > H %77 6379 35 0 ¢

kubectl get pods redis-master --template='{{(index (index .s
pec.containers 0).ports 0).containerPort}}{{"\n"}}'

i e T



6379

K RK3sm 0 it 2 3| Pod ¥ 493% 2
1. ¥ K3 TAEsE LG 6379 % 0 4% X %] redis-master pod #) 6379 % @ :

kubectl port-forward redis-master 6379:6379

B ROLT

I0710 14:43:38.274550 3655 portforward.go:225] Forwardin
g from 127.0.0.1:6379 -> 6379

I0710 14:43:38.274797 3655 portforward.go:225] Forwardin
g from [::1]:6379 -> 6379

2. 2% Redis 44757 @
redis-cli
3. /£ Redis é]}/?\f‘%i%ﬁ?%"—lr PN ping ép\/?\ :

127.0.0.1:6379>ping
Ping i K &% ¥ = PONG °

itk

Sl E I > R 6379 5% 1 4% X F]i247 & Pod F 4 Redis /R % & 89 6379 %
0 oo A T XA T AL R TAE3E P B E4TE Pod F 89 $BE o

Copyright © jimmysong.io 2017 all right reserved » powered by GitbookUpdated:
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1% Fl service 7 FIBE & b 89 % A A2 5
A @) 8 & = 44T 4] & Kubernetes Service st % » 838 & P 54 T vAE B € k35 9] &

B s ey R A2 5 © 1% Service T A A A RASEAT LB 68 AAZFRE R 839
7 o

B &9
e 11T Hello World k. i 42 5 69 M A~ £ 45] o

o G| —/NERE node ¥ &% 08 Service xF £ o
o 1% )1l Service xt %15 FI.E £ BT 2 AR ©

A 1A pod FE4T 8 & A2 56 & service

. fx % F 547 Hello World & A 427 :

kubectl run hello-world --replicas=2 --labels="run=load-bala
ncer-example" --image=gcr.io/google-samples/node-hello:1.0
--port=8080

Eitepr SalZ — A Deployment *t 42 — A8 X B 69 ReplicaSet & % © %
ReplicaSet A # 4~ Pod » &/~ Pod F #F & 47— Hello World & A #2 5 o

2. % % T % Deployment #913 & :

kubectl get deployments hello-world
kubectl describe deployments hello-world

3. &= ReplicaSet #9413 & :

kubectl get replicasets
kubectl describe replicasets

@ — /% %% Deployment 7 Service =t % :


https://github.com/rootsongjc/kubernetes.github.io/blob/0d907997e57e046bda9c4f5b5d615619181d571f/docs/concepts/workloads/controllers/deployment
https://github.com/rootsongjc/kubernetes.github.io/blob/0d907997e57e046bda9c4f5b5d615619181d571f/docs/concepts/workloads/controllers/replicaset
https://github.com/rootsongjc/kubernetes.github.io/blob/0d907997e57e046bda9c4f5b5d615619181d571f/docs/concepts/workloads/pods/pod

kubectl expose deployment hello-world --type=NodePort --name

=example-service

5. % 7% Service #4113 & :

kubectl describe services example-service

Bk AT

Name:

.
.

Namespace:

Labels:

Selector:

Type:
IP:
Port:

NodePort:
Endpoints:

Session Affinity:

No events.

example-service

default
run=load-balancer-example
run=load-balancer-example
NodePort

10.32.0.16

<unset> 8080/TCP

<unset> 31496/TCP

10.200.1.4:8080,10.200.2.5:8080

None

18T AR % 49 NodePort 14 o #l4= » £ a7 @ 693 & F » NodePort 154 31496 -

6. 7| &7 Hello World & A 425 & Pod :

kubectl get pods --selector="run=load-balancer-example" --ou
tput=wide
B £T
NAME READY STATUS IP
NODE

hello-world-2895499144-bsbk5 1/1 Running 10.20
0.1.4 workerl

hello-world-2895499144-mlpwt 1/1 Running 10.20
0.2.5 worker2



7. RBUE {23247 Hello World & F1#2 58 Pod 83 F — /A% &89 public IP 3
bt o 'ﬁM”J’q’ﬁ-é'] IAHBEB R T B LE o Blde » 4o R E4E A Minikube » T
VAl 1L 24T kubectl cluster-info & ¥ sk o o RIEE4% M Google

Compute Engine %% » T £ Al gcloud compute instances list 4
o R UEOPAS S e

8. AMILIFMN T &L » EET &m0 L4l 22 AHF TCP R 69155 K3&A
M 5 4o R AEEG AR % NodePort 147 31568 » &1 By KGN » A7 3% 2 31568
EHTCPAE -

9. 1A & HikAe ¥ &% 23519 Hello World & R #25 :

curl http://<public-node-ip>:<node-port>

£+ <public-node-ip> A F &8 public IPXiE » @ <node-port> A&
&R % &9 NodePort 14 °

2t Bk 1% K699k 2 & —/ hello H & :

Hello Kubernetes!

i& F] Service it & L1

YE 412 ] kubectl expose 8K A% » BT AE A service B & L AF ka2
Service °

E M % Service * AL T 44

kubectl delete services example-service

GIIES Deployment ~ ReplicaSet #7 £ 12174 Pod ¥ 8 Hello World = B #25 » #r
0

kubectl delete deployment hello-world

THE % %T 121 service £455 F4L)F o


https://github.com/rootsongjc/kubernetes.github.io/blob/0d907997e57e046bda9c4f5b5d615619181d571f/docs/user-guide/services/operations
https://github.com/rootsongjc/kubernetes.github.io/blob/0d907997e57e046bda9c4f5b5d615619181d571f/docs/concepts/services-networking/connect-applications-service
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/£ Kubernetes F /& & 3} & = A

s kR «ﬁ-ﬁf VAAE R E MG MR 42 M 84 2 A AR ST VA it 4% B kubernetes £ L o
ZEEE BEREEZ R > AT X4 R IP AR MR I A REASTEH
%] kubernetes %ﬁ%‘? R A XA R TESAFHKE®RE » B4 B Al kubernetes
bR EIFEZ Pod 9 IP Hit o % Pod ¥ [%)5 A 344 5] L4 Node #841% % Pod
69 1P 3k 2 AL o

4% 42 i 4% 3| kubernetes F T A8 18 A R k893 & & » 2% A 37T & Cloud
native & i » kubernetes #t Z mAE E4THIRIZ T o
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1% ]| Tkubernetes ) 5 Al 7+ & 3R & AL AZ

AT HREmARE RBFES T ANTHIZFALEGItHUb T » 3L % IE R4

o k8s-app-monitor-test : & MAZINEY B 4EFKIE » K EhttpF K > KIjson& T4
e K8s-app-monitor-agent : R EIELKIEF L E » 7 F R K ERE X

APISU#5 TLk8s-app-monitor-test ¥ 89 api.html ST# » % LA% £ API blueprint ¥ &
X0 g Ragliof ax, > AT B B AT T

Kubernetes app monitoring test

Overview

This is a simple application to test the application monitoring in kubernetes. For the rules used as a reference
when building this application, see The Rules of Go

Resource Group M etrics

List All Metric ¥ The application only has one menitoring metric now.

Metrics

Get the specific application...

Resource Group

http://localhost:3000/
METRICS COLLECTION

The metric collection represents the status of the application.

E /metrics List All Metric

Get the application’s metric now.
Example URI

GET http://localhost:3000//metrics
Response | 200 Show

GET SPECIFIC APPLICATION METRIC

Get the specific application’s metric.
/metrics/{appname} Get the specific application metric

Example URI

GET http://localhost:3000//metrics/"Gateway_quota_request”
URI Parameters Hide

appname | string|(required) Example: ‘Gateway_quota_request"

Response | 200 Show

Response | 404 Show

Generated by on 18 Jul 2017

Hh -API


https://github.com/rootsongjc/k8s-app-monitor-test
https://github.com/rootsongjc/k8s-app-monitor-agent
https://github.com/rootsongjc/k8s-app-monitor-test
https://github.com/danielgtaylor/aglio

3.5.1 i F Tkubernetes#) & A 7+ & 3F & 742

x TR 5 3L

K8s-app-monitor-agent R % % %15 9] k8s-app-monitor-test R% > XL
BERSZIGFRE > BRAVERS T EHEERT 297 F IR %69 A MDNSH ik
(kubedns ¥ &9 3.3k » BP k8s-app-monitor -

test.default.svc.cluster.local ) °

A4 B Kubernetes £ B #Pod8 B E A R R EANRR LT E » IELETELENA
# namespace T £ % (RF T L TBE Ity » #7)3 3 89Pod T A5 40 A % 9Pod P
FIAMIRREEE » MANPod T IR EERT) o ETRAGAZILIETER
427 A5 19 3] 5t &2 B9 service » AR 2 SRR A 892 8 > RERE AT ER? &
A& B 1% FIDNS AT 5k & A, ?

A% A4¢ FIDNS » # a8 WKubernetes & 89 Ik % % 3L 5 Docker % % 18] 89 31357 & &
1% 3% RAD IR 7, o

EAN A

A &A% Flwercker B #h 32 » ¥ 75 B 4T & Adockersi g # 4% Bl docker
hub¥ (% %3/ docker hub ¥ & &repo) -

M AA N hitps://app.wercker.com/jimmysong/k8s-app-monitor-agent/

ORACL€+Weerer Registry  Applications (w)

& jimmysong / k8s-app-monitor-agent ®

42> Workflows £ Access <> Environment = Options
Search v £ View: Grouped | List «

#da26866 add title to chart ¥ master aday ago

#€4143c3  add title ¥ master a day ago

@ — V build —  deploy-dockerhub

#3c1f5a5  first commit ¥ master aday ago

@ — v build —  deploy-dockerhub

Bk - wercker

4 %, T 4= T & 4~docker4z 1% :

366


http://rootsongjc.github.io/blogs/exploring-kubernetes-env-with-docker/
https://app.wercker.com/jimmysong/k8s-app-monitor-agent/

e jimmysong/k8s-app-monitor-test:latest
e jimmysong/k8s-app-monitor-agent:latest

B R %

BT A Bkubernetes 2 i /B #h AT B 69 yaml B2 & SCAFAR R 44 2 AR 3 AN GitHub & &
8 manifest.yaml XH o

254 A AGitHub B & F #47 kubectl create -f manifest.yaml BP < & &R
% °

o335 9]

IR % e # /& % % £ #ingress & & ° f£ingress.yam| LA F 3% he AT JUAT

- host: k8s-app-monitor-agent.jimmysong.io

http:
paths:
- path: /
backend:

serviceName: k8s-app-monitor-agent
servicePort:

BB » RIEWMAT kubectl replace -f ingress.yaml B &l#fingress °

5B ARILE) /etc/hosts XHF > AR FImAUAT—47
172.20.0.119 k8s-app-monitor-agent.jimmysong.io
SRR A ABIDNS T » A T 4 42 N&K AL M hosts °

RA%KT B E o

F£ 3] % & ¥ 15 M http://k8s-app-monitor-agent.jimmysong.io


http://k8s-app-monitor-agent.jimmysong.io

3.5.1 i Fl Tkubernetes® & F 7 & 4R & 742

...+ kBs-app-monitor-agent.jimm, X

& C 0 [G) k8s-app-monitor-agent.jimmysong.io ‘i'-‘rl VO YUK LO X
AppName:test-app 9900
Domain:test-domain 90.86
Host:k8s-app-monitor-test-3181994647-mnbd1 82.66

74.46
66.16
57.96
49.76
41.56
33.36
25.16
16.96
8.76
— 0.46
FailRatio FailAmount AccessAmount MaxConcurrent MinLatency Avglatency

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
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N

VA

1A% 4% 4 F B Kubernetes 7 % 1% 47

Hadoop YARN 7 %]

AXAE R AL L FTE kubernetes P+ X o3 B R AR » wREBBEEEF R
&2 A2 - fe kubernetes W 3Z 477 WA %% & )il T kubernetes ) i il 75 4 3 5 A2 o

AL F VAT A 692 A/ L 4% 509 90 A X A A2 )5 245 3
kubernetes ¥ o w R A m AR FHEZR AR ARG (W12B EEN) 6545 > AR
HHABRA] » TN LEP| — ML E G o B{RFAE T4 22040
7&#1’»7 °

# T & &1473% ¥4 Spark on YARN with kubernetes # %] k%58 » %46 -F 4% 8 4 4
TRAF R T AET ZAM T A B K KA B T892 A it 4% 3] kubernetes &7
R RAfef B AT ALE X KB (KL P Spark 898 & » KA+ H %
HEE » ZHFTUATRE) -

THEEARMGTER » RFeifmbe E XAHE 5% kube-yarn (R &4
ingress ~ spark B2 &) - Fﬁ%‘ﬁﬁ AR B B RY B Makefile o

P ER—— Spark on Yarn with kubernetes IS

KubeDNS

 I— k bectl
e ‘ Eod | 7 Yarn Cluster .
1
Endpoint 5
Node Manager [~ P! ndpoint ' . .
Eot Port '
EGDN FQDN 1 i Users
ok Volume '
e P '
1 " — browse
1
1
: pses rofo
e
n n
I

nnnnnnnnnnnnnnn
Anifams

Administrator

N
— 2= i 5 HARBOR™
fiegm Hostname, :

Node3 * *

\ ” V‘

B R - spark on yarn with kubernetes


https://github.com/rootsongjc/migrating-to-cloud-native-application-architectures
https://github.com/rootsongjc/kube-yarn
https://github.com/rootsongjc/kube-yarn

ERE L TR R BRI SRR A B A 0 (P IR R AR E
HE AL o

N

2 T4 & 42kt kubernetes Rt & F & AR TR T MO AR » w734 2
4% 3] kubernetes F T a6 E A KK R » EATHZ WA LERT BEANTRE
b EE B A A KB 0 AT R RAATH P ik R IR o

AL TR BB A KRB H HE e T



3.5.2 £ #1542 A Blkubernetes ¥ ——¥AHadoop YARN 7 41

Container

Dockerfile

Images
Hadoop
YARN
. ResourceManager Configuration
NodeManager Configuration

Spark

Namespace
Label
Pod
Node
Container Port
.
Endpoint
Service
StatefulSet
Pod IP
Node IP
Cluster IP
Hostname
Ingress
Headless service
ConfigMap
YAML

KubeDNS

source hitps://github.com/rootsongjc/kubernetes-handbook k u beCtI

Ak - Terms
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AT HBERIE LR e > ENTABREARLTAIFESFHAR > RMERA A
LR o BRASTHIAL @y T AT A LT L RMEIb iz g L
P Aol FhAe k0 Rk B A AR KRS RS KK o

T4 H

ResourceManager

YARN

NodeManager

Decomposing services

Spark [rey, seark client

N

Building docker images [, my—docker-repo/hadoop:2.6.0:v1

Migrating hadoop

Configuration files I
YARN to kubernetes

B

1

ConfigMaps

i

Kubernetes YAML files I-\ Kubernetes resource objects

hadoop-bootstrap.sh
Bootstrap scripts
Source hitps:#github.com/rootsongjc/kubernetes-handbook spa rk—-bootstra p.s h

BH - 55 AN

BANTHIRY» A T IUATIE
1. G RA =Y H R %

BN Z— LR A LM R > BRE > AL ZEARETEZASGEATA
AR T VAE 4 IR %354T » P Z T8 » R Z R T IR o

TR %% 04 B R T R > SEAFIARE A TR - IR+ R 8
ik B R — MR o

st F1% Spark on YARN XA 8 &6 A » TR AR AZKERS ¢

o ResourceManager
o NodeManager
o Spark client

2. #fEs%



RIEVF AR RO R % > &A1 FE ZHE A AR

o Hadoop

o Spark (From hadoop docker image)
A & A138 4789 % Spark on YARN » 3t Spark & #t 5 Hadoop 4%1% » &1
f£ Spark 89 &8k 8K T —/> web service FA R % B 3 o

B AR HAE LA F R F &4 Dockerfile F 45 € Entrypoint /2= CMD » 1% $47 % /£
kubernetes # YAML XA+ 45 < 89 o

Hadoop YARN #) Dockerfile %% 4= T & & °



FROM my-docker-repo/jdk:7u8

# Add native 1libs

ARG HADOOP_VERSION= .0-cdh5.

## Prefer to download from server not use local storage
ADD hadoop-${HADOOP_VERSION}.tar.gz /usr/local

ADD ./1ib/* /usr/ /hadoop-${HADOOP_VERSION}/1lib/native/
ADD ./jars/* /usr/ /hadoop-${HADOOP_VERSION}/share/hadoo
p/yarn/

ENV HADOOP_PREFIX=/usr/local/hadoop \
HADOOP_COMMON_HOME=/usr/local/hadoop \
HADOOP_HDFS_HOME=/usr/local/hadoop \
HADOOP_MAPRED_HOME=/usr/local/hadoop \
HADOOP_YARN_HOME=/usr/local/hadoop \
HADOOP_CONF_DIR=/usr/local/hadoop/etc/hadoop \
YARN_CONF_DIR=/usr/local/hadoop/etc/hadoop \
PATH=${PATH}:/usr/local/hadoop/bin

RUN \
/usr/ && 1n -s ./hadoop-${HADOOP_VERSION} hadoop &
& \
rm -f ${HADOOP_PREFIX}/logs/*

WORKDIR $HADOOP_PREFIX

# Hdfs ports
EXPOSE

# Mapred ports
EXPOSE

#Yarn ports
EXPOSE

#0ther ports
EXPOSE

3. fE& R E L

R A &A1 R H4ET —A Hadoop #94u1% » mEZ L HANRSE » X B RER
R HRLRA AR TR RE L DERNATRZLEANRS T EE
F B ) 6 69 B B 6938 4 o



YARN & #1698z & £ artifacts H & T » &4 AT H:

bootstrap.sh
capacity-scheduler.xml
container-executor.cfg
core-site.xml
hadoop-env.sh
hdfs-site.xml
log4j.properties
mapred-site.xml
nodemanager_exclude. txt
slaves
start-yarn-nm.sh
start-yarn-rm.sh
yarn-env.sh
yarn-site.xml

£ F 484 bootstrap & # ¥ A8 bootstrap.sh HESEZE KT » B A
89 % AT %3 B 1 LT T o

. Kubernetes YAML X

HAE AL % 69 4 M 2 4% & 38 569 kubernetes #9 % TR 2t £k &47 » B 4 £ YARN
¥ NodeManager % %1% il 4% & ResourceManger Z#t » FH b F &5
YARN & A& 69 IR % & 37 X » 4 A headless service #» StatefulSet % /& o £
% T HE A% StatefulSet o

BT A #) Kubernetes YAML %t B L&k £ manifest B & T > &3t TH
g

o yarn-cluster & namespace & &

o Spark ~ ResourceManager ~ NodeManager #) headless service #=
StatefulSet 2 &

o %A% 35| kubernetes £#F9131 49 ingress &2 & (ResourceManager #J
Web )



kube-yarn-ingress.yaml
spark-statefulset.yaml
yarn-cluster-namespace.yaml
yarn-nm-statefulset.yaml
yarn-rm-statefulset.yaml

5. Bootstrap ¥ &~

Bootstrap ¥ A 897 Al £ /£ & # B AR4E Pod 893R3EE & ~ IML RIEETUR
A AF Pod At B #h A .69 R E RIS AR ELHA R IR F A

%M ARl B 3% R 5k YARN 89 B &1% A stdout #r s » 2 T4% A kubectl logs
LA BERAE ERETLAITEEIE -

J& #H B A bootstrap.sh Sk Hadoop &9 & LRl B4k A £ artifacts
BXT o

%M AARIE Pod 89 IALE » kT 4 {15 2 Hadoop &9 Be & U4 A=z 477 # R
% o bootstrap.sh XS KRG T :



if [[ "${HOSTNAME}" =~ "yarn-nm" ]]; then
sed -i '/<\/configuration>/d' $HADOOP_PREFIX/etc/hadoop/ya
rn-site.xml
cat >> $HADOOP_PREFIX/etc/hadoop/yarn-site.xml <<- EOM
<property>
<name>yarn.nodemanager .resource.memory-mb</name>
<value>${MY_MEM_LIMIT:-2048}</value>
</property>

<property>
<name>yarn.nodemanager.resource.cpu-vcores</name>
<value>${MY_CPU_LIMIT:-2}</value>
</property>
EOM
'</configuration>' >> $HADOOP_PREFIX/etc/hadoop/yarn-
site.xml
cp ${CONFIG_DIR}/start-yarn-nm.sh $HADOOP_PREFIX/sbin/
$HADOOP_PREFIX/sbin
chmod +x start-yarn-nm.sh
./start-yarn-nm.sh

fi

if [[ $1 == "-d" ]],; then
until find ${HADOOP_PREFIX}/logs -mmin -1 | egrep -q '.*';

""date’: Waiting for logs..." ; do sleep 2 ; done

tail -F ${HADOOP_PREFIX}/logs/* &
while ; do sleep 1000; done

fi

J S—

INIX R KA F T AF 2] » 4ok Pod 89 EHLE F &2 yarn-nm FEMN G
yarn-site.xml B E XA FIEhoteT HAE



<property>
<name>yarn.nodemanager .resource.memory-mb</name>
<value>${MY_MEM_LIMIT: -2048}</value>

</property>

<property>
<name>yarn.nodemanager .resource.cpu-vcores</name>
<value>${MY_CPU_LIMIT:-2}</value>

</property>

HP MY MEM_LIMIT #= MY _CPU_LIMIT #& kubernetes YAML ¥ & sL#93%
W E o RIRNET & 5] 8 Resource limit °

FTA 6B B A& X RJE » AT start-yarn-nm.sh BARE 3
NodeManager °

42 & kubernetes YAML ¥ & container CMD args ¥ &4 -d WM& B & &47
NodeManger #F tail 4 i NodeManager % B & 3|4z 24 ) o

. ConfigMaps

¥ Hadoop #9 2 & L 4= bootstrap ¥ A1F 4 ConfigMap %t B4R % » F4E Pod
Jo # B 3 8 49 volume ©



kubectl create configmap hadoop-config \
--from-file=artifacts/hadoop/bootstrap.sh \
--from-file=artifacts/hadoop/start-yarn-rm.sh \
--from-file=artifacts/hadoop/start-yarn-nm.sh \
--from-file=artifacts/hadoop/slaves \
--from-file=artifacts/hadoop/core-site.xml \
--from-file=artifacts/hadoop/hdfs-site.xml \
--from-file=artifacts/hadoop/mapred-site.xml \
--from-file=artifacts/hadoop/yarn-site.xml \
--from-file=artifacts/hadoop/capacity-scheduler.xml \
--from-file=artifacts/hadoop/container-executor.cfg \
--from-file=artifacts/hadoop/hadoop-env.sh \
--from-file=artifacts/hadoop/ 4j.properties \
--from-file=artifacts/hadoop/nodemanager_exclude.txt \
--from-file=artifacts/hadoop/yarn-env.sh

kubectl create configmap spark-config \
--from-file=artifacts/spark/spark-bootstrap.sh \
--from-file=artifacts/spark/spark-env.sh \
--from-file=artifacts/spark/spark-defaults.conf

iR 8B B 7ok Ja o T VAT AE B kubectl 44k B A R EEHT » KRNBBT
Makefile » & =T A & 454% F 1% Makefile 3£ 8944 2 I3 969 B 31k o

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
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1% A StatefulSetf £ A K & & A
StatefulSet X ANt £ A& TR KR ERRES A » T A PodiBE#E T 89 & 17 4%
% » @4hostname ~ & #1115 ~ DNS& # % o

T @ L £ kubernetes1.6 88 A& F 4k & zookeeperfrkafka # | % StatefulSet 8 1% F »
£ F kafkatk # T zookeeper °

Dockerfile#= fit & L4 . zookeeper #= kafka o

E TR B9BAR A T CentOS & L 89 JDKHIAE » A &R EGALAGAE » SP3R R IXT 9]
yaml P & A B 4 2456k o

3k & Zookeeper

Dockerfile F M & #2 #k Bzookeeperty X X X » RABEZ LT Z MBI A :

e zkGenConfig.sh : % mzookeeperf & L4
e zkMetrics.sh : 3k Blzookeeper&metrics
e zkOk.sh : Hl k% ReadinessProb

BANERAETREZAWAGHATE R
zkGenConfig.sh

zkMetrics.shir A 52 Br _E AT 89 & T @6y 44


https://github.com/rootsongjc/kubernetes-handbook/tree/master/manifests/zookeeper
https://github.com/rootsongjc/kubernetes-handbook/tree/master/manifests/kafka

$ mntr | nc localhost $ZK_CLIENT_PORT >& 1
zk_version 3.4.6-1569965, built on 02/20/2014 09:09 GMT
zk_avg_latency 0

zk_max_latency 5

zk_min_latency 0

zk_packets_received 427879

zk_packets_sent 427890
zk_num_alive_connections 3
zk_outstanding_requests 0

zk_server_state leader

zk_znode_count 18

zk_watch_count 3

zk_ephemerals_count 4
zk_approximate_data_size 613
zk_open_file_descriptor_count 29
zk_max_file_descriptor_count 1048576
zk_followers 1

zk_synced_followers 1

zk_pending_syncs 0

zkOk.shly A 52 Fx L AT89 2 F d o a4

$ ruok | nc 127.0.0.1 $ZK_CLIENT_PORT
imok
zookeeper.yaml|

T @ & )z 3 =/~zookeeper 5= %) 8y yamlfic & LA :

apiVersion: v1
kind: Service
metadata:

name: zk-svc

labels:

app: zk-svc

spec:

ports:



- port:
name: server
- port:
name: leader-election
clusterIP: None
selector:
app: zk
apiVersion: v1
kind: ConfigMap
metadata:
name: zk-cm

data:
jvm.heap: "1G"
tick: "2000"
init: "10"
sync: "5"

client.cnxns: "60"

snap.retain: "3"

purge.interval: "0"
apiVersion: policy/vilbetal
kind: PodDisruptionBudget
metadata:

name: zk-pdb
spec:

selector:

matchLabels:
app: zk

minAvailable:
apiVersion: apps/vilbetal
kind: StatefulSet
metadata:

name: zk
spec:

serviceName: zk-svc

replicas:

template:

metadata:



labels:

app: zk
spec:
affinity:
podAntiAffinity:
requiredbDuringSchedulingIgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: "app"
operator: In
values:
- zk

topologyKey: "kubernetes.io/hostname"
containers:
- name: k8szk
imagePullPolicy: Always
image: sz-pg-oam-docker-hub-001.tendcloud.com/library/zo

okeeper:
resources:
requests:
memory: "2Gi"
cpu: "500m"
ports:
- containerPort:

name: client
- containerPort:
name: server
- containerPort:
name: leader-election

env:

- name : ZK_REPLICAS
value: "3"

- name : ZK_HEAP_SIZE
valueFrom:

configMapKeyRef:
name: zk-cm
key: jvm.heap
- nhame : ZK_TICK_TIME
valueFrom:
configMapKeyRef:



name: zk-cm

key: tick
- name : ZK_INIT_LIMIT
valueFrom:
configMapKeyRef:
name: zk-cm
key: init
- name : ZK_SYNC_LIMIT
valueFrom:
configMapKeyRef:
name: zk-cm
key: tick
- name : ZK_MAX_CLIENT_CNXNS
valueFrom:
configMapKeyRef:

name: zk-cm
key: client.cnxns
- name: ZK_SNAP_RETAIN_COUNT
valueFrom:
configMapKeyRef:
name: zk-cm
key: snap.retain
- name: ZK_PURGE_INTERVAL
valueFrom:
configMapKeyRef:
name: zk-cm
key: purge.interval
- name: ZK_CLIENT_PORT
value: "2181"
- name: ZK_SERVER_PORT
value: '2888"
- hame: ZK_ELECTION_PORT
value: "3888"
command:
- sh
- -C
- zkGenConfig.sh && zkServer.sh start-foreground
readinessProbe:
exec:
command:



- "zkOk.sh"
initialDelaySeconds:
timeoutSeconds:

livenessProbe:
exec:

command:

- "zkOk.sh"
initialDelaySeconds:
timeoutSeconds:

securityContext:
runAsuUser:
fsGroup:

BNFBLIETEDREZAR ARG ARE o

3¢ Zkafka

Kafka®docker4z 1% 41 1E Bk zookeeper £l » ARZ M TR TR LK )5 » BEZE o

5zookeeper T Fl 49 » R&E— Mk » 422 R BT &A1 E—F = % 4
zookeeper » kafkaGenConfig.sh Al sk 4 rkafka#9 fc & SUHF o

EATRA TEABA o



#!/bin/bash
HOST="hostname -s°
if [[ $HOST =~ (.*)-([0-9]+)$ ]]; then
NAME=${BASH_REMATCH[1]}
ORD=${BASH_REMATCH[2]}
else
"Failed to extract ordinal from hostname $HOST"
1
fi

MY_ID=$( (ORD+1))

sed -i s"/broker.id=0/broker.id=$MY_ID/g" /opt/kafka/config/serv
er.properties

sed -i s'/zookeeper.connect=1localhost:2181/zookeeper.connect=zk-
0.zk-svc.brand.svc:2181, zk-1.zk-svc.brand.svc:2181, zk-2.zk-svc.b
rand.svc:2181/g"' /opt/kafka/config/server.properties

1% A AR IE statefulset & & 8 pod 87 hostname #9 & ¥ % 2k 53 4~ 1E # broker ID » F
i A #zookeeper &y 3k o

Kafka.yaml

T @ & 8 # 3/ kafka % ] fgyamlfe & o

apiversion: vi
kind: Service
metadata:
name: kafka-svc
labels:
app: kafka
spec:
ports:
- port:
name: server
clusterIP: None
selector:
app: kafka



apiVersion: policy/vilbetal
kind: PodDisruptionBudget
metadata:
name: kafka-pdb
spec:
selector:
matchLabels:
app: kafka
minAvailable:
apiVersion: apps/vilbetal
kind: StatefulSet
metadata:
name: kafka
spec:
serviceName: kafka-svc
replicas:
template:
metadata:
labels:
app: kafka
spec:
affinity:
podAntiAffinity:

requiredDuringSchedulingIgnoredDuringExecution:

- labelSelector:
matchExpressions:
- key: "app"
operator: In
values:
- kafka
topologyKey: "kubernetes.io/hostname"
podAffinity:

preferredDuringSchedulingIgnoredDuringExecution:

- weight:
podAffinityTerm:
labelSelector:
matchExpressions:
- key: "app"
operator: In



values:
- zk
topologyKey: "kubernetes.io/hostname"
terminationGracePeriodSeconds:
containers:
- name: k8skafka
imagePullPolicy: Always
image: sz-pg-oam-docker-hub-001.tendcloud.com/library/ka
fka: -0.8
resources:
requests:
memory: "1G1"
cpu: m
env:
- name: KF_REPLICAS
value: "3"
ports:
- containerPort:
name: server
command:
- /bin/bash
- -C
"/opt/kafka/bin/kafkaGenConfig.sh && /opt/kafka/bin/ka
fka-server-start.sh /opt/kafka/config/server.properties"

env:
- name: KAFKA_HEAP_OPTS
value : "-Xmx512M -Xms512M"

- name: KAFKA_OPTS
value: "-Dlogging.level=DEBUG"
readinessProbe:
tcpSocket:
port:
initialDelaySeconds:
timeoutSeconds:

%

https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/


https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/

kubernetes contrib - statefulsets

http://blog.kubernetes.io/2017/01/running-mongodb-on-kubernetes-with-
statefulsets.html
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https://github.com/kubernetes/contrib/tree/master/statefulsets
http://blog.kubernetes.io/2017/01/running-mongodb-on-kubernetes-with-statefulsets.html

AL B

ARFF IR0 2 KA1 8 Tokubernetes £ 3 » F 2 ZEFHGAME > REMRS
I~ ARG B ERESF I BN EFRSRA—NEELXLETH ~ 3
fb T Ay A o

% —3R 4 /£ CentOS_E3F Fkubernetes1.6 £ 4 ¥ A48 T 4 f il id = 3 & UH /£
CentOS#7 AL _E ik #8 & — Mkubernetes £ #F » M« L EFKIG A B 7 =45 69 —
HMAEKEFZE  F—TERATERNOLSE » BARREND AXALEEZFAS P
R G @B Iy A mag s B SR RN .
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/2 CentOS L3 # kubernetes1.6 £ #

KAD| XA A-BAE ] —#H3F kubernetes EFPITA T % » m A& A
kubeadm 3 B 31k X k3 E £FF > R A8 T EFFHTLSKAIAIE ;

BB AP o G ] AR SRk 0 s BB S R84 L
o oT A4 38 ) 8 13 41 o

HRETAE > MG ERARE AL ERIE » Atk AR EZIFFAR o

PTVARAS £ 238 & TAREH —F kubernetes A&k » it —F FIHF a7 X %
%9407 BARRE ~ BITREMHA -

E AL TR Lisdockerf A A R S ENRE c RE LA PR A 4G kR A
Google Cloud Platform > 4 T 72 B AR P TH » KIG L L+ E4E8 T otk =
ST o BRR AT TR o

BT BRI E F HA81575 17 Google = -F 6 2 5 it & o

FHEPT A 69 8L B LA

BB ERAA AR AR QREHE > BEENTH R :

e etc : servicetyIRL R T E E L4
e manifest : kubernetes/ A & yaml| 4
o systemd : systemd serivcefic & T

R

e Kubernetes 1.6.0

e Docker 1.12.5 (4 Ayum=% %)

e Etcd 3.1.5

e Flanneld 0.7 vxlan M %

o TLS iAEi@1E (FTA A4k » 4= etcd ~ kubernetes master ## node)
e RBAC ##x

e kublet TLS BootStrapping


https://hub.tenxcloud.com/search?q=jimmy&source=tenxcloud
https://console.cloud.google.com/gcr/images/google-containers/GLOBAL

e kubedns ~ dashboard ~ heapster(influxdb ~ grafana) ~ EFK(elasticsearch ~
fluentd ~ kibana) %% &4

o F:A docker#t i & Eharbor (15 B AT % » harborit tt & &R K & » AL
docker-compose & 3 BF 7T )

33 9

ETEGTRY > AL =6 CentOS A LM M EAL LI F LA AT L)
kubernetes1.6.0 &% ©

A ey fihe T
Master : 172.20.0.113
Node : 172.20.0.113 ~ 172.20.0.114 ~ 172.20.0.115

E%& 1 172.20.0.113% & humasterfrnode £ M o AT A £ MRIEF ~ #MATkubect! 4
B R AR 6 F & L#AT o —Fnodedm A Blkubernetes £ # X G #h 1 F & BB I
node¥ & T o

7 IR N X

1. Z£node¥ A L2 ¥ docker1.12.5
2. *APTA ¥ & #SELinux
3. /E&harbor# A 518 &

5 A2
TLS 1k F A= 55 4H

kubeconflg A
= 7T il etcd & %%

¥ kubectl+ 447 T A

master¥ =

ol
ol
@J

node ¥ &

¥ kubedns#& #

¥ dashboard & #
¥ heapsterd& #

wwmﬁ%ﬂ%@%@@(@

1
2
3
4
o 57
6
7
8
9

R R R


https://github.com/vmware/harbor

e 10 X XKEFK#EH

DEN

. WTRBMT TLS ReEikiE ~ RBAC 4243 #4894 AL » 2 DU K A 46 31

F o AR R4S 0 F N T A AIAIE ~ RAF R !
HELRFFREAMR S ES GRS  FRETCBE » FRHEGHRETALS
AF oy Eab g fRAE o

%A F R ERBERT —ANTH kubernetes %8 » mik % 37y & F #4147
AL » heapster #&# ~ EFK #&# F— 2 2 A T B 2694 7 I3 » (2238 F 3
BRI BAEH o TWIER R T MR8 o fTHRE R AR £5 L o

AR E LA ZE opsnull 5k & —F 3 & kubernetes % #F
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https://github.com/opsnull/follow-me-install-kubernetes-cluster/

Q| ZTLSE F o 5k 47

PAT TR T BarEZ AR H AT AR

o FHEZFHTLS | BT ETLSE B

o kubeletty A 1E 4% 4 o &) f& 4 3 de AT 38 I A TEAZ AR K 17 9] kubelet 9 HTTPS 4
B o

e TLS bootstrap : /%4174 kubelet % & TLS & P s#iE H 5] &
(bootstrap) °

EE A —“*"zui””* L& kubernetes® FT A T I ¥ & 7 B4z THE FA
—F o MBAHRGFGLZE—F > FEF LG FERAARXABAGERZLZ I T o

o RERBHECEZETTHA TEMMA ZGHLT RS RAMTART E—F 8
BB o AR AT UARE BT L @eg LR LF AHE#ATT @ag4R4E o

kubernetes AZOGEAMHEFZIER TLS EFHAFBIZHATHE » ALEEA
CloudrFlare & PKI ZE % cfssl| k4 & Certificate Authority (CA) #= - B F ;

A P58 CA GE Ao Fb4 Lo T

e ca-key.pem

e ca.pem

e kubernetes-key.pem
e kubernetes.pem

e kube-proxy.pem

e kube-proxy-key.pem
e admin.pem

e admin-key.pem

1% I 1E 45 69 284 de T

etcd : 12 H ca.pem ~ kubernetes-key.pem ~ kubernetes.pem ;

kube-apiserver : 1% il ca.pem -~ kubernetes-key.pem ~ kubernetes.pem :

kubelet : 1% ca.pem ;

kube-proxy : 1% il ca.pem ~ kube-proxy-key.pem ~ kube-proxy.pem ;


https://github.com/cloudflare/cfssl

e kubectl : 12l ca.pem ~ admin-key.pem ~ admin.pem ;

kube-controller ~ kube-scheduler %#7% &4+ kube-apiserver #E it
Fl—&hE LA ERAS O » A FRIEH -

& . LT RS L master ¥ 5B 172.20.0.113 X & EAULEMAT 0 iE B R T 24
H— KRB 0 VAG JE B EBE e T BB R 2% Jetc/kubernetes/ Bl & T 494E F
FENEFHP & LB o

a2
2 x CFSSL
AT B AR K
wget https://pkg.cfssl.org/R1.2/cfssl_linux-amd64
chmod +x cfssl_linux-amd64
mv cfssl linux-amd64 /root/ /bin/cfssl
wget https://pkg.cfssl.org/R1.2/cfssljson_linux-amdé64
chmod +x cfssljson_linux-amd64
mv cfssljson_linux-amd64 /root/ /bin/cfssljson
wget https://pkg.cfssl.org/R1.2/cfssl-certinfo_linux-amd64
chmod +x cfssl-certinfo_linux-amd64
mv cfssl-certinfo_linux-amd64 /root/ /bin/cfssl-certinfo
PATH=/root/ /bin:$PATH
A= g A E R

BN ALAPRETGCo1.75 I AAT b it

$ go get -u github.com/cloudflare/cfssl/cmd/...

$ $GOPATH
/usr/
$1s /usr/ /bin/cfssl*

cfssl cfssl-bundle cfssl-certinfo cfssljson cfssl-newkey cfssl-s

can



/£ $GOPATH/bin B & T 45| vAcfsslFt sk 8 LA 4 o

EEIATIXEFERGcatt) IH LR FAELEFEF LI o

@] 72 CA (Certificate Authority)

&7 CA A B U4

mkdir /root/ssl

/root/ssl
cfssl -defaults config > config.json
cfssl -defaults csr > csr.json

# HAEconfig. jsonL A& X el 24 T 8ca-config. jsonL 4
# T EEE R T 87600h
cat > ca-config.json <<EOF

{
"signing": {
"default": {
"expiry": "87600h"
3
"profiles": {
"kubernetes": {
"usages": [
"signing",
"key encipherment",
"server auth",
"client auth"
1,
"expiry": "87600h"
}
b
}
}
EOF
5 B

e ca-config.json : T XAE L% A profiles » 45148 € 7 Fl 69 L A8 7] ~ 4% A
WA BB LR B EAE R XA profile s



e signing : ATHRERTATELELEIES ; £ 45 ca.pem 1EFH F
CA=TRUE

e server auth : & client™ ¥A Fl % CA *fserveriZ Bt 691 45 2 4738 1E

e client auth : & =server™ XA H % CAx clientd® £ 691 4 2 4790 7F 3

417 CAEH XL ER

@# ca-csr.json XH > AELT

{
"CN": "kubernetes",
"key": {
"algo": "rsa",
"size":
3
"names": [
{
"C": "CN",
"ST": "BeiJding",
"L": "Beiding",
"o": "k8s",
"ou": "System"
3
1
3

e "CN": common Name °’ kube-apiserver M it $ ¥ 32 B % F B AE 415 Keg A P
% (User Name) ; & % &4 Hl 1% F B Ib 1k M 56 & & &0k

e "O": Organization ° kube-apiserver M it F F B % FBAE 4 F KA P AT
& 8548 (Group) ;

4 p CA 1E P Fo F4 44

$ cfssl gencert -initca ca-csr.json | cfssljson -bare ca
$ 1s ca*
ca-config.json ca.csr ca-csr.json ca-key.pem ca.pem

£]7Z kubernetes it $



€] 2 kubernetes &+ 2 % 1% KX kubernetes-csr.json

"CN": "kubernetes",

"hosts": [
"127.0.0.1",
"172.20.0.112",
"172.20.0.113",
"172.20.0.114",
"172.20.0.115",
"10.254.0.1",
"kubernetes",

@ @ @ @

"kubernetes.default",
"kubernetes.default.svc",
"kubernetes.default.svc.cluster",
"kubernetes.default.svc.cluster.local"

1,
"key": {
"algo": "rsa",
"size": 2048
3

"names": [

{
"C": "CN",
"ST": "Beiding",
"L": "Beiding",
"o": "k8s",
"ou": "System"

o 4R hosts TETA ZMNE R XA A ZIERE IP 3RE T & > & T
WG etcd £FFF7 kubernetes master EFHL 0 FTA L@ 4B
#&ET etcd %£B - kubernetes master %EB &) EIAIP ## kubernetes
JR% &R % IP (—#& = kube-apiserver 4§®#) service-cluster-ip-
range MBI % —P > 4 10.254.0.1

4 & kubernetes it §; FoF4 4



$ cfssl gencert -ca=ca.pem -ca-key=ca-key.pem -config=ca-config.
json -profile=kubernetes kubernetes-csr.json | cfssljson -bare k
ubernetes

$ 1ls kubernetes*

kubernetes.csr kubernetes-csr.json kubernetes-key.pem kuberne
tes.pem

Bk AR AT LA A R A

"{"CN":"kubernetes", "hosts":[""], "key":{"algo":"rsa", "size"
:2048}1}"' | cfssl gencert -ca=ca.pem -ca-key=ca-key.pem -config=c
a-config.json -profile=kubernetes -hostname="127.0.0.1,172.20.0.
112,172.20.0.113,172.20.0.114,172.20.0.115, kubernetes, kubernetes
.default" - | cfssljson -bare kubernetes

£]7Z admin it

@& admin i $ 2 % LKL admin-csr.json

{
"CN": "admin",
"hosts": [],
"key": {
"algo": "rsa",
"size":
I
"names": [
{
"C": "CN",
"ST": "BeiJding",
"L": "Beiding",
"O0": "system:masters",
"ou": "System"
}
]



o 5% kube-apiserver 1£f RBAC % P 3% (% kubelet -~ kube-
proxy ~ Pod )& R#FATEAR ;

e kube-apiserver TE XL T—% RBAC 1%/ & RoleBindings * %@
cluster-admin 4% Group system:masters % Role cluster-admin %f
Z » % Role &7 T M kube-apiserver #FTAH API& AR ;

o OU # T %IEH 48 Group # system:masters ° kubelet 4%/ %1E 415 ¥
kube-apiserver & o & TIEf4 CA &% » PR EiA R » B o &y Tk
R p a3 Migmsy system:masters ° PTABAZ T F AT A APl 894
s

A m, admin 7 B Fe A4 4R

$ cfssl gencert -ca=ca.pem -ca-key=ca-key.pem -config=ca-config.
json -profile=kubernetes admin-csr.json | cfssljson -bare admin
$ 1ls admin*

admin.csr admin-csr.json admin-key.pem admin.pem

&% kube-proxy it F

@ Z kube-proxy 1E $ & %% KL kube-proxy-csr.json



"CN": "system:kube-proxy",

"hosts": [],
"key": {
"algo": "rsa",
"size":
I
"names": [
{
"C": "CN",
"ST": "BeiJding",
"L": "Beiding",
"Oo": "k8s",
"ou": "System"
}
]

o CN # 2% 1E 4469 User # system:kube-proxy

e kube-apiserver T %) RoleBinding cluster-admin ¥ User
system:kube-proxy 4 Role system:node-proxier #% ° % Role & T
TR kube-apiserver Proxy 48 % API 894k 3

A A% kube-proxy & 7 &1k - Fo A4 4R

$ cfssl gencert -ca=ca.pem -ca-key=ca-key.pem -config=ca-config.
json -profile=kubernetes kube-proxy-csr.json | cfssljson -bare
kube-proxy

$ 1s kube-proxy*

kube-proxy.csr kube-proxy-csr.json kube-proxy-key.pem kube-pr
oxy.pem

R I P

vA kubernetes it $5 7 4]



{# Bl opsnssl 4

$ openssl x509 -noout -text -in kubernetes.pem

Signature Algorithm: sha256WithRSAEncryption
Issuer: C=CN, ST=Beiding, L=BeiJding, 0=k8s, 0U=System, C
N=Kubernetes
Validity
Not Before: Apr 5 05:36:00 2017 GMT
Not After : Apr 5 05:36:00 2018 GMT
Subject: C=CN, ST=Beilding, L=Beiding, 0=k8s, 0OU=Systenm,
CN=kubernetes

X509v3 extensions:
X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Au
thentication
X509v3 Basic Constraints: critical
CA:FALSE
X509v3 Subject Key Identifier:
DD:52:04:43:10:13:A9:29:24:17:3A:0E:D7:14:DB:36:
F8:6C:EQ:EO
X509v3 Authority Key Identifier:
keyid:44:04:3B:60:BD:69:78:14:68:AF:A0:41:13:F6:
17:07:13:63:58:CD

X509v3 Subject Alternative Name:

DNS:kubernetes, DNS:kubernetes.default, DNS:kube
rnetes.default.svc, DNS:kubernetes.default.svc.cluster, DNS:kube
rnetes.default.svc.cluster.local, IP Address:127.0.0.1, IP Addre
$5:172.20.0.112, IP Address:172.20.0.113, IP Address:172.20.0.11
4, IP Address:172.20.0.115, IP Address:10.254.0.1

o i\ Issuer FHEIAZEF ca-csr.json —E
o #IN Subject FHEAZAF kubernetes-csr.json —E ;
e #f1A X509v3 Subject Alternative Name FH#A#JH % F* kubernetes-



csr.json —E;
e FH1L X509v3 Key Usage * Extended Key Usage FHAHAZEF ca-
config.json ¥ kubernetes profile —% ;

1¢ | cfssl-certinfo 4

$ cfssl-certinfo -cert kubernetes.pem

"subject": {
"common_name": "kubernetes",
"country": "CN",
"organization": "k8s",
"organizational_unit": "System",

"locality": "BeiJding",
"province": "BeiJing",
"names": [
"CN",
"BeiJding",
"BeiJding",
"k8s",
"System",
"kubernetes"
]
I
"issuer": {
"common_name": "Kubernetes",
"country": "CN",
"organization": "k8s",
"organizational_unit": "System",
"locality": "BeiJding",
"province": "BeiJding",
"names": [
"CN",
"BeiJding",
"BeiJding",
"k8s",
"System",
"Kubernetes"



]

I

"serial_number": "17436049287242326347315197163229289570712902
2309",

"sans": [

"kubernetes",
"kubernetes.default",
"kubernetes.default.svc",
"kubernetes.default.svc.cluster",
"kubernetes.default.svc.cluster.local",
"127.0.0.1",
"10.64.3.7",
"10.254.0.1"
1
"not_before": "2017-04-05T05:36:00Z2",
"not_after": "2018-04-05T05:36:00Z2",
"sigalg": "SHA256WithRSA",

& UE P

A REGIE A AL LA (BELH pem ) FENBIPTAHIE
/etc/kubernetes/ssl HETFT&H ;

mkdir -p /etc/kubernetes/ssl
cp *.pem /etc/kubernetes/ssl

5%

Generate self-signed certificates

Setting up a Certificate Authority and Creating TLS Certificates
Client Certificates V/s Server Certificates

TR CA I E N4

TLS bootstrap 51 425

Copyright © jimmysong.io 2017 all right reserved » powered by GitbookUpdated:
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https://coreos.com/os/docs/latest/generate-self-signed-certificates.html
https://github.com/kelseyhightower/kubernetes-the-hard-way/blob/master/docs/02-certificate-authority.md
https://blogs.msdn.microsoft.com/kaushal/2012/02/17/client-certificates-vs-server-certificates/
http://blog.jobbole.com/104919/

4.1.1 R TLSIE 4 A= 547

405



@) Z kubeconfig T #

ERE AL E 2 FE kubectl 9 A 4T L L Sk master ¥ & L& K kubectl R B &
HATT @A ERAE

kubelet ~ kube-proxy <4 Node #.% E&##4 5 Master A% #  kube-
apiserver #AiAIZE FRIEFEA 3

kubernetes 1.4 714 ¥ #& kube-apiserver #H%& P s#4 m TLS 18 TLS
Bootstrapping #hft > BRI FEZAFENE P mAERIER T 5 RIS AR
A kubelet 4 ARIEF ;

A & master¥ LFenode¥ £ B » TA X —F L L LA L% Tkubectl » &
# 92 ¥ kubectl4r 21T L £ o

AT #4E R F & Amaster¥ & E#AT » £ 45 * . kubeconfig XA T A AHEHE N
Flnode¥ %% /etc/kubernetes H & T o

@] Z TLS Bootstrapping Token

Token auth file

Token™ A ZAE &6 Li%128 bitt) F /4 % » TTME A R AL R £ B £ & o

BOOTSTRAP_TOKEN=$(head -c 16 /dev/urandom | od -An -t x |
tr -d " ")
cat > token.csv <<EOF
${BOOTSTRAP_TOKEN}, kubelet-bootstrap, 10001, "system: kubelet-boots

trap"
EOF
e =47 —6) 0 BEEF L@megy KRELTEPT o

EE ERITELIREAERE token.csv UM AL Ay
${BOOTSTRAP_TOKEN} I3t % & LM A FagEHH o


https://kubernetes.io/docs/admin/kubelet-tls-bootstrapping/

BOOTSTRAP_TOKEN ¥ 7% 5 A\ %| kube-apiserver 1% F &9 token.csv L #H4»
kubelet 1& /1 89 bootstrap.kubeconfig X# > wREZEEHAERT
BOOTSTRAP_TOKEN » M| & & :

1. 237 token.csv X » 2~ X 2|1 A M & (master ## node) ) /etc/kubernetes/
BZT » 2 &% node¥ & L3kEbF s

2. F# 4 M bootstrap.kubeconfig SL# » 4% | BT A node L% #9
letc/kubernetes/ B & T

3. ¥ & kube-apiserver #7 kubelet # #2 ;

4. &3 approve kubelet # csr i K 3

cp token.csv /etc/kubernetes/

@] 7 kubelet bootstrapping kubeconfig T #



/etc/kubernetes
KUBE_APISERVER="https://172.20.0.113:6443"

kubectl config -cluster kubernetes \
--certificate-authority=/etc/kubernetes/ssl/ca.pem \
--embed-certs= \
--server=${KUBE_APISERVER} \
- -kubeconfig=bootstrap.kubeconfig

kubectl config -credentials kubelet-bootstrap \
- -token=${BOOTSTRAP_TOKEN} \
- -kubeconfig=bootstrap.kubeconfig

kubectl config -context default \
--cluster=kubernetes \
--user=kubelet-bootstrap \
- -kubeconfig=bootstrap.kubeconfig

kubectl config use-context default --kubeconfig=bootstrap.kubeco

nfig

e --embed-certs A true AT certificate-authority #EHF A
3|4 M8 bootstrap.kubeconfig XH¥F ;

o RERPRMIESLIKNZAIETHAFES » F4EE kube-apiserver B
AR

€] 72 kube-proxy kubeconfig sT#



KUBE_APISERVER="https://172.20.0.113:6443"

kubectl config -cluster kubernetes \
--certificate-authority=/etc/kubernetes/ssl/ca.pem \
--embed-certs= \

- -server=${KUBE_APISERVER} \
- -kubeconfig=kube-proxy.kubeconfig

kubectl config -credentials kube-proxy \
--client-certificate=/etc/kubernetes/ssl/kube-proxy.pem \
--client-key=/etc/kubernetes/ssl/kube-proxy-key.pem \
--embed-certs= \
- -kubeconfig=kube-proxy.kubeconfig

kubectl config -context default \
--cluster=kubernetes \
--user=kube-proxy \
- -kubeconfig=kube-proxy.kubeconfig

kubectl config use-context default --kubeconfig=kube-proxy.kubec
onfig

o XEEBHALALAE P RINVIESZKET --embed-certs #H true » X4
certificate-authority ~ client-certificate #¢ client-key %%
B9 U A BB AR £ R E)  kube-proxy.kubeconfig X ;

e kube-proxy.pem ¥ CN 4 system:kube-proxy ° kube-
apiserver T ® L% RoleBinding cluster-admin 4 User system:kube-
proxy %4 Role system:node-proxier %8 * % Role &7 T kube-
apiserver Proxy 18 % API 84k ;

7% kubeconfig ST #
¥ M A kubeconfig X4 % 21 T A Node #LE 8 /etc/kubernetes/ B %

cp bootstrap.kubeconfig kube-proxy.kubeconfig /etc/kubernetes/



% T kubeconfig X4 £ % 15 &5 &% 12 7] kubeconfig e & 35 L AR ULIE o
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122 5 7T etcd 7

kuberntes % %A% M etcd 7 ik T A 438 » A NLBHREF—NZF 25T A eted
ERFEGF B > X =AF & B A kubernetes master #L% » 45514 % A sz-pg-oam-
docker-test-001.tendcloud.com ~ sz-pg-oam-docker-test-
002.tendcloud.com ~ sz-pg-oam-docker-test-003.tendcloud.com

e sz-pg-oam-docker-test-001.tendcloud.com : 172.20.0.113
e sz-pg-oam-docker-test-002.tendcloud.com : 172.20.0.114
e sz-pg-oam-docker-test-003.tendcloud.com : 172.20.0.115

TLS A 1E L
FRH eted FEQE B AIZH TLS P » X L E A AATe| 49 kubernetes &

cp ca.pem kubernetes-key.pem kubernetes.pem /etc/kubernetes/ssl

e kubernetes 1E 18§ hosts FHRIIRF a2 L@=ZGMEN P FNJE%E
PRES KK ;

TH =2 w U

3| https://github.com/coreos/etcd/releases W @ T #k 3 #hR A 69 =3 %4l
A

wget https://github.com/coreos/etcd/releases/download/v3.1.5/etc
d-v3.1.5-1inux-amd64.tar.gz

tar -xvf etcd-v3.1.5-1linux-amd64.tar.gz

mv etcd-v3.1.5-1linux-amd64/etcd* /usr/ /bin

@] 7 etcd 49 systemd unit U

EERRIPHAE AR A T tetcd BAEEY TAUIP o



[Unit]

Description=Etcd Server

After=network. target
After=network-online.target
Wants=network-online.target
Documentation=https://github.com/coreos

[Service]

Type=notify

WorkingDirectory=/var/lib/etcd/

EnvironmentFile=-/etc/etcd/etcd.conf

ExecStart=/usr/ /bin/etcd \
--name ${ETCD_NAME} \
--cert-file=/etc/kubernetes/ssl/kubernetes.pem \
--key-file=/etc/kubernetes/ssl/kubernetes-key.pem \
--peer-cert-file=/etc/kubernetes/ssl/kubernetes.pem \
--peer-key-file=/etc/kubernetes/ssl/kubernetes-key.pem \
--trusted-ca-file=/etc/kubernetes/ssl/ca.pem \
--peer-trusted-ca-file=/etc/kubernetes/ssl/ca.pem \
--initial-advertise-peer-urls ${ETCD_INITIAL_ADVERTISE_PEER_UR

LS} \
--listen-peer-urls ${ETCD_LISTEN_PEER_URLS} \
--listen-client-urls ${ETCD_LISTEN_CLIENT_URLS}, http://127.0.0

.1:2379 \
--advertise-client-urls ${ETCD_ADVERTISE_ CLIENT_URLS} \
--initial-cluster-token ${ETCD_INITIAL_CLUSTER_TOKEN} \
--initial-cluster infral=https://172.20.0.113:2380,infra2=http

$://172.20.0.114:2380,infra3=https://172.20.0.115:2380 \
--initial-cluster-state new \
--data-dir=${ETCD_DATA_DIR}

Restart=on-failure

RestartSec=5

LimitNOFILE=65536

[Install]
WantedBy=multi-user.target

o 5% etcd WIAEEZA /var/lib/etcd * #IEB FH
/var/lib/etcd * EERHREIOEX AR F



N

o A THRIEIMIZRA » F R T eted #9/AH 4 (cert-filefrkey-file) ~ Peers i@ 13
b9 /A5 40 F= CA 1t i (peer-cert-file ~ peer-key-file ~ peer-trusted-ca-file) ~ & 7
s 8JCAE 4 (trusted-ca-file)

o Gl kubernetes.pem TEEAE A A kubernetes-csr.json XHF#g

hosts FHEEAFAH eted ¥ 2HIP > TNk B2 4
e --initial-cluster-state f&%4 new B > --name &5 LMAzT
--initial-cluster 7] & ¥ ;

T unit XL eted.service

N T FHE X /etc/etcd/etcd.conf ©

ETCD_NAME=infral

ETCD_DATA_DIR="/var/lib/etcd"
ETCD_LISTEN_PEER_URLS="https://172.20.0.113:2380"
ETCD_LISTEN_CLIENT_URLS="https://172.20.0.113:2379"

ETCD_INITIAL_ADVERTISE_PEER_URLS="https://172.20.0.113:2380"
ETCD_INITIAL_CLUSTER_TOKEN="etcd-cluster"
ETCD_ADVERTISE_CLIENT_URLS="https://172.20.0.113:2379"

% #172.20.0.113% & 6988 » E i m eted T & R 23 L d 69 IPHe ik 2 AR B
2 AIP3AEBP =T o ETCD_NAME#% & 2t &2 & 69infra1/2/3 o

B 7 eted R %

mv etcd.service /etc/systemd/system/
systemctl daemon-reload

systemctl etcd

systemctl start etcd

stemctl status etcd

FEFT A 8 kubernetes master ¥ & & 8 L @mag 53k » AR AN L eted R ESH T
BE o



IrTE IR %
JE 41— kubernetes master AL % E 474 T 44 ¢

$ etcdctl \
--ca-file=/etc/kubernetes/ssl/ca.pem \
--cert-file=/etc/kubernetes/ssl/kubernetes.pem \
--key-file=/etc/kubernetes/ssl/kubernetes-key.pem \
cluster-health
2017-04-11 15:17:09.082250 I | warning: ignoring ServerName for
user-provided CA for backwards compatibility is deprecated
2017-04-11 15:17:09.083681 I | warning: ignoring ServerName for
user-provided CA for backwards compatibility is deprecated
member 9a2ec640d25672e5 is healthy: got healthy result from http
$://172.20.0.115:2379
member bc6f27ae3be34308 is healthy: got healthy result from http
$://172.20.0.114:2379
member e5c92ea26c4edba® is healthy: got healthy result from http
s://172.20.0.113:2379
cluster is healthy

% R&E—1TH cluster is healthy B EATEFHREEF o
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%% kubectl 41T L A

A AN T fA 8 E kubernetes #4417 T K kubelet 9% %

T 2 kubectl

wget https://dl.k8s.io/v1.6.0/kubernetes-client-linux-amd64.tar.
gz

tar -xzvf kubernetes-client-linux-amd64.tar.gz

cp kubernetes/client/bin/kube* /usr/bin/

chmod a+x /usr/bin/kube*

€] 72 kubectl kubeconfig T

KUBE_APISERVER="https://172.20.0.113:6443"

kubectl config -cluster kubernetes \
--certificate-authority=/etc/kubernetes/ssl/ca.pem \
--embed-certs= \

--server=${KUBE_APISERVER}

kubectl config -credentials admin \
--client-certificate=/etc/kubernetes/ssl/admin.pem \
--embed-certs= \
--client-key=/etc/kubernetes/ssl/admin-key.pem

kubectl config -context kubernetes \
--cluster=kubernetes \

--user=admin

kubectl config use-context kubernetes

e admin.pem EFH OU FHMEA system:masters ° kube-apiserver T

% X #) RoleBinding cluster-admin 7% Group system:masters % Role



cluster-admin #f% > % Role 4T T A M kube-apiserver #8% API| &)
AR
o 4 MR kubeconfig # #*#% 2] ~/.kube/config U ;
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R Zmaster ¥ &

kubernetes master ¥ & &4 89 404 :

e kube-apiserver
e kube-scheduler
e kube-controller-manager

X AN ERHEAR—SMEL -
e kube-scheduler - kube-controller-manager #® kube-apiserver =
HE AR E AKX

o FlEf RAEA —/ kube-scheduler - kube-controller-manager ##2%4
TIAERE » wRETS A MNEFZRIHEF” £ — leader s

# 0 K £ Fmaster ¥ A8 5 T A o

TLS & B U #

pem#=token.csviE & LA RATETLSE H fvfb A X —F FLEQELT - KI1FHA
5—T o

$ 1ls /etc/kubernetes/ssl
admin-key.pem admin.pem ca-key.pem ca.pem kube-proxy-key.pem
kube-proxy.pem kubernetes-key.pem kubernetes.pem

T HR AR A9 = 3] U
A AT B
i & —

M github release T @ T # & # iR tarball > 8% & B AT T £ A


https://github.com/kubernetes/kubernetes/releases

wget https://github.com/kubernetes/kubernetes/releases/download/
vl.6.0/kubernetes.tar.gz

tar -xzvf kubernetes.tar.gz

cd kubernetes

./cluster/get-kube-binaries.sh

7 A=
JA CHANGELOG T @ T# client =X server tarball ST#
server # tarball kubernetes-server-linux-amdé4.tar.gz 42647

client ( kubectl ) = #&|UHF » ATVATR A £4= T 8 kubernetes-client-
linux-amd64.tar.gz X

# wget https://dl.k8s.io/v1.6.0/kubernetes-client-linux-amdé4.ta
r.gz

wget https://dl.k8s.io/v1.6.0/kubernetes-server-linux-amd64.tar.
gz

tar -xzvf kubernetes-server-linux-amd64.tar.gz

cd kubernetes

tar -xzvf Kkubernetes-src.tar.gz

A = H) U N2 48 X 942

cp -r server/bin/{kube-apiserver, kube-controller-manager, kube-sc
heduler, kubectl, kube-proxy, kubelet} /usr/ /bin/

i & #2 & ) kube-apiserver

2] kube-apiserveriiservicefc & T

serivcefic & X /usr/lib/systemd/system/kube-apiserver.service A% :


https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG.md

[Unit]

Description=Kubernetes API Service
Documentation=https://github.com/GoogleCloudPlatform/kubernetes
After=network. target

After=etcd.service

[Service]

EnvironmentFile=-/etc/kubernetes/config

EnvironmentFile=-/etc/kubernetes/apiserver

ExecStart=/usr/local/bin/kube-apiserver \
$KUBE_LOGTOSTDERR \
$KUBE_LOG_LEVEL \
$KUBE_ETCD_SERVERS \
$KUBE_API_ADDRESS \
$KUBE_API_PORT \
$KUBELET_PORT \
$KUBE_ALLOW_PRIV \
$KUBE_SERVICE_ADDRESSES \
$KUBE_ADMISSION_CONTROL \
$KUBE_API_ARGS

Restart=on-failure

Type=notify

LimitNOFILE=65536

[Install]
WantedBy=multi-user.target

/etc/kubernetes/config XA EA :



4.1.5 ¥R Fmaster ¥ &

HHt#

# kubernetes system config

#

# The following values are used to configure various aspects of
all

# kubernetes services, including

kube-apiserver.service
kube-controller-manager.service
kube-scheduler.service

H OH OH H OH

kubelet.service

# kube-proxy.service

# logging to stderr means we get it in the systemd journal
KUBE_LOGTOSTDERR="--1logtostderr=true"

# journal message level, 0 is debug
KUBE_LOG_LEVEL="--v=0"

# Should this cluster be allowed to run privileged docker contail
ners
KUBE_ALLOW_PRIV="--allow-privileged=true"

# How the controller-manager, scheduler, and proxy find the apis
erver
#KUBE_MASTER="--master=http://sz-pg-oam-docker-test-001.tendclou
d.com:8080"

KUBE_MASTER="--master=http://172.20.0.113:8080"

% Ae B A F] B i kube-apiserver ~ kube-controller-manager ~ kube-scheduler ~
kubelet ~ kube-proxyf& f °

apiserverfit & L+ /etc/kubernetes/apiserver A& A :

HitH

## kubernetes system config

Hit

## The following values are used to configure the kube-apiserver
Hit

#

420



4.1.5 ¥R Fmaster ¥ &

## The address on the local server to listen to.
#KUBE_API_ADDRESS="--insecure-bind-address=sz-pg-oam-docker-test
-001.tendcloud.com"
KUBE_API_ADDRESS="--advertise-address=172.20.0.113 --bind-addres
$=172.20.0.113 --insecure-bind-address=172.20.0.113"

#

## The port on the local server to listen on.
#KUBE_API_PORT="--port=8080"

#

## Port minions listen on

#KUBELET_PORT="--kubelet-port=10250"

#

## Comma separated list of nodes in the etcd cluster
KUBE_ETCD_SERVERS="--etcd-servers=https://172.20.0.113:2379, http
S://172.20.0.114:2379, https://172.20.0.115:2379"

#

## Address range to use for services
KUBE_SERVICE_ADDRESSES="--service-cluster-ip-range=10.254.0.0/16"

#
## default admission control policies
KUBE_ADMISSION_CONTROL="--admission-control=ServiceAccount, Names
paceLifecycle, NamespaceExists,LimitRanger,ResourceQuota"
#
## Add your own!
KUBE_API_ARGS="--authorization-mode=RBAC --runtime-config=rbac.a
uthorization.k8s.io/vlbetal --kubelet-https=true --experimental-
bootstrap-token-auth --token-auth-file=/etc/kubernetes/token.csv
--service-node-port-range=30000-32767 --tls-cert-file=/etc/kube
rnetes/ssl/kubernetes.pem --tls-private-key-file=/etc/kubernetes
/ssl/kubernetes-key.pem --client-ca-file=/etc/kubernetes/ssl/ca.
pem --service-account-key-file=/etc/kubernetes/ssl/ca-key.pem --
etcd-cafile=/etc/kubernetes/ssl/ca.pem --etcd-certfile=/etc/kube
rnetes/ssl/kubernetes.pem --etcd-keyfile=/etc/kubernetes/ssl/kub
ernetes-key.pem --enable-swagger-ui=true --apiserver-count=3 --a
udit-log-maxage=30 --audit-log-maxbackup=3 --audit-log-maxsize=1
00 --audit-log-path=/var/lib/audit.log --event-ttl=1h"

4] | 2]

e --authorization-mode=RBAC 45 & f& %4 5% 24 il RBAC #& A X, » £4

421



AR RAEYE R

e kube-scheduler ~ kube-controller-manager —#%#= kube-apiserver 3 & /£ F] —
EHE L eAE A JE= 435 v 2 kube- aplsen/erXJa,

e kubelet ~ kube-proxy ~ kubectl ¥ & & 3 & Node ¥ & L » iza%z\ Ak T
17 I7] kube-apiserver > M| 5o /7 18 i TLS E H1A7E » A8 i3 RBAC &A%

o kube-proxy ~ kubectl i i3 f£ 1% i 691 4 E 45 € 48 % 89 User ~ Group k&
¥ RBAC &4 8g B 69 ;

o w42 M T kubelet TLS Boostrap #u#| » M At/ --kubelet-
certificate-authority ~ --kubelet-client-certificate #= --
kubelet-client-key &7 » & M & % kube-apiserver &% kubelet i F & &
I, "x509: certificate signed by unknown authority” 45 1% ;

e --admission-control 4&sL7R 8,4 ServiceAccount

e --bind-address T AEA 127.0.0.1 ;

e runtime-config & 4 rbac.authorization.k8s.io/vibetal °* & Ti&
418 B9 apiVersion

e --service-cluster-ip-range 45 Service Cluster IP 33k » Z3bAEE
FAeH w7 &

o A ILT kubernetes *t %1% % /& etcd /registry #&A2TF > TAi@E --
etcd-prefix FRHAATRE

7% unit L kube-apiserver.service

J& #kube-apiserver

systemctl daemon-reload

systemctl kube-apiserver
systemctl start kube-apiserver
systemctl status kube-apiserver

& 2 )2 % kube-controller-manager

€] 7 kube-controller-manager#serivceft & L #

L #42 /usr/lib/systemd/system/kube-controller-manager.service



[Unit]
Description=Kubernetes Controller Manager
Documentation=https://github.com/GoogleCloudPlatform/kubernetes

[Service]
EnvironmentFile=-/etc/kubernetes/config
EnvironmentFile=-/etc/kubernetes/controller-manager
ExecStart=/usr/local/bin/kube-controller-manager \
$KUBE_LOGTOSTDERR \
$KUBE_LOG_LEVEL \
$KUBE_MASTER \
$KUBE_CONTROLLER_MANAGER_ARGS
Restart=on-failure
LimitNOFILE=65536

[Install]
WantedBy=multi-user.target

ft. & U /etc/kubernetes/controller-manager °

Hit
# The following values are used to configure the kubernetes cont
roller-manager

# defaults from config and apiserver should be adequate

# Add your own!
KUBE_CONTROLLER_MANAGER_ARGS="--address=127.0.0.1 --service-clus
ter-ip-range=10.254.0.0/16 --cluster-name=kubernetes --cluster-s
igning-cert-file=/etc/kubernetes/ssl/ca.pem --cluster-signing-ke
y-file=/etc/kubernetes/ssl/ca-key.pem --service-account-private
-key-file=/etc/kubernetes/ssl/ca-key.pem --root-ca-file=/etc/kub
ernetes/ssl/ca.pem --leader-elect=true"

e --service-cluster-ip-range #% %48 Cluster ¥ Service #JCIDRZH °
% M %42 % Node ] 5o R 86 o 7T 38 » 5670 F= kube-apiserver ¥ 89 % %%k — % ;

e --cluster-signing-* 48 ® &9k PAFa4A LA k2% 4 TLS BootStrap
QIR B H A



e --root-ca-file M k*f kube-apiserver it f#iTRE » ERZHKE » £
/£ Pod % % %9 ServiceAccount F 720 E % CA 1E 5 LAF

o --address MM A 127.0.0.1 ° EA % AT kube-apiserver 1%
scheduler #= controller-manager £ Fl —& L& » F 0 :

$ kubectl get componentstatuses

NAME STATUS MESSAGE
ERROR

scheduler Unhealthy  Get http://127.0.0.1:1025
1/healthz: dial tcp 127.0.0.1:10251: getsockopt: connection
refused

controller-manager Healthy ok

etcd-2 Healthy {"health": "true"}

etcd-0 Healthy {"health": "true"}

etcd-1 Healthy {"health": "true"}

4o R A 48 #rreport unhealthyt %% : hitps://github.com/kubernetes-
incubator/bootkube/issues/64

%% unit X kube-controller-manager.service

/e % kube-controller-manager

systemctl daemon-reload
systemctl kube-controller-manager
systemctl start kube-controller-manager

& #2 & 71 kube-scheduler

£]7Z kube-scheduler®serivcefc & L 1

L #42 /usr/lib/systemd/system/kube-scheduler.service °


https://github.com/kubernetes-incubator/bootkube/issues/64

[Unit]
Description=Kubernetes Scheduler Plugin
Documentation=https://github.com/GoogleCloudPlatform/kubernetes

[Service]

EnvironmentFile=-/etc/kubernetes/config

EnvironmentFile=-/etc/kubernetes/scheduler

ExecStart=/usr/local/bin/kube-scheduler \
$KUBE_LOGTOSTDERR \
$KUBE_LOG_LEVEL \
$KUBE_MASTER \
$KUBE_SCHEDULER_ARGS

Restart=on-failure

LimitNOFILE=65536

[Install]
WantedBy=multi-user.target

G & X /etc/kubernetes/scheduler ©

KUBE_SCHEDULER_ARGS="--leader-elect=true --address=127.0.0.1"

o --address MM A 127.0.0.1 ° BEA % AT kube-apiserver 1%
scheduler #= controller-manager £ Fl — & #L%

T % unit X kube-scheduler.service

& %1 kube-scheduler



systemctl daemon-reload
systemctl kube-scheduler
systemctl start kube-scheduler

>4 master ¥ &I fE

$ kubectl get componentstatuses

NAME STATUS MESSAGE ERROR
scheduler Healthy ok

controller-manager Healthy ok

etcd-0 Healthy {"health": "true"}

etcd-1 Healthy {"health": "true"}

etcd-2 Healthy {"health": "true"}

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
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¥R Znode ¥ &

kubernetes node ¥ % 814 4= T 484 :

e Flanneld : &% KX AT 5 &9 L Kubernetes & T Flannel 89 M % fc & » Z AT &K
L ETLS » A FEEseriveelic B L 3% e TLSH B

e Docker1.12.5 : docker®y 2 X &k » XL FZHLFRHELT o

e kubelet

e kube-proxy

T @A EH kubelet ## kube-proxy 89% % » F| & iE £ Z a2 K f9flannel & &
TLSZE ©

2% . 4 node LA E 222 % flannel » master ¥ & LT AR E o

B kA= SUHF
BN AR E—TFZAF AL @A LS A 4 R B E LA -

$ 1ls /etc/kubernetes/ssl

admin-key.pem admin.pem ca-key.pem ca.pem kube-proxy-key.pem
kube-proxy.pem kubernetes-key.pem kubernetes.pem

$ 1ls /etc/kubernetes/

apiserver bootstrap.kubeconfig config controller-manager kub

elet kube-proxy.kubeconfig proxy scheduler ssl token.csv

Ae & Flanneld

H#ERZAE 0 L EKubernetes & T Flannel 9 [ % s Z AT A A BEETLS » L&
F 2 fi serivce e B LA P3¢ o TLSH &

B 4% A yum-2 E flanneld 8P °T o

yum install -y flannel


http://rootsongjc.github.io/blogs/kubernetes-network-config/
http://rootsongjc.github.io/blogs/kubernetes-network-config/

service®ft & L /usr/lib/systemd/system/flanneld.service °

[Unit]

Description=Flanneld overlay address etcd agent
After=network. target
After=network-online.target
Wants=network-online.target

After=etcd.service

Before=docker.service

[Service]
Type=notify
EnvironmentFile=/etc/sysconfig/flanneld
EnvironmentFile=-/etc/sysconfig/docker-network
ExecStart=/usr/bin/flanneld-start \
-etcd-endpoints=${ETCD_ENDPOINTS} \
-etcd-prefix=${ETCD_PREFIX} \
$FLANNEL_OPTIONS
ExecStartPost=/usr/libexec/flannel/mk-docker-opts.sh -k DOCKER_N
ETWORK_OPTIONS -d /run/flannel/docker
Restart=on-failure

[Install]

WantedBy=multi-user.target
RequiredBy=docker.service

/etc/sysconfig/flanneld & .& UH



# Flanneld configuration options

# etcd url location. Point this to the server where etcd runs
ETCD_ENDPOINTS="https://172.20.0.113:2379, https://172.20.0.114:2
379, https://172.20.0.115:2379"

# etcd config key. This is the configuration key that flannel q
ueries

# For address range assignment
ETCD_PREFIX="/kube-centos/network"

# Any additional options that you want to pass
FLANNEL_OPTIONS="-etcd-cafile=/etc/kubernetes/ssl/ca.pem -etcd-c
ertfile=/etc/kubernetes/ssl/kubernetes.pem -etcd-keyfile=/etc/ku
bernetes/ssl/kubernetes-key.pem"

ZFLANNEL_OPTIONS ¥ 3 4o TLS# & & °
feted F & 2 M & Bl &

WAT T @ 8944 4 docker 4~ Bt IP Xk £ o

etcdctl --endpoints=https://172.20.0.113:2379,https://172.20.0.1
14:2379,https://172.20.0.115:2379 \
--ca-file=/etc/kubernetes/ssl/ca.pem \
--cert-file=/etc/kubernetes/ssl/kubernetes.pem \
--key-file=/etc/kubernetes/ssl/kubernetes-key.pem \
mkdir /kube-centos/network
etcdctl --endpoints=https://172.20.0.113:2379,https://172.20.0.1
14:2379,https://172.20.0.115:2379 \
--ca-file=/etc/kubernetes/ssl/ca.pem \
--cert-file=/etc/kubernetes/ssl/kubernetes.pem \
--key-file=/etc/kubernetes/ssl/kubernetes-key.pem \
mk /kube-centos/network/config '{"Network":"172.30.0.0/16","Su
bnetLen":24,"Backend": {"Type":"vxlan"}}"'

Yo AR ZAE R host-gw X Tl BE#EKvxlanB R host-gw BP T o

fc. & Docker



Flannel &y < % F A 5 Docker Integration :

Docker daemon accepts --bip argument to configure the subnet of the dockerQ
bridge. It also accepts --mtu to set the MTU for dockerO and veth devices that it
will be creating. Since flannel writes out the acquired subnet and MTU values into

a file, the script starting Docker can source in the values and pass them to Docker
daemon:

source /run/flannel/subnet.env
docker daemon --bip=${FLANNEL_SUBNET} --mtu=${FLANNEL_MTU} &

Systemd users can use EnvironmentFile directive in the .service file to pull in
/run/flannel/subnet.env

Yo AR R AR Flyum% ¥ 89flanneld » AR 2 & & T #flannel github release F #Jtar
&, » fE )& 4 R #F— Mmk-docker-opts.sh U #F o

LA &2k Generate Docker daemon options based on flannel env
file o

AT ./mk-docker-opts.sh -i B &4E AT AANIHIREE &4 o

/run/flannel/subnet.env
FLANNEL_NETWORK=172.30.0.0/16
FLANNEL_SUBNET=172.30.46.1/24

FLANNEL_MTU=1450
FLANNEL_IPMASQ=false

/run/docker_opts.env

DOCKER_OPT_BIP="--bip=172.30.46.1/24"
DOCKER_OPT_IPMASQ="--ip-masqg=true"
DOCKER_OPT_MTU="--mtu=1450"

7% E docker0 M #+ 69 1P Hu ik


https://github.com/coreos/flannel/blob/master/Documentation/running.md

source /run/flannel/subnet.env
ifconfig docker® $FLANNEL_SUBNET

X #dockerOf=flannel A &2 Bl —/~F M F » 4o

6: docker®: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc n
oqueue state DOWN
link/ether 02:42:da:bf:83:a2 brd ff:ff:ff:ff.ff.ff
inet 172.30.38.1/24 brd 172.30.38.255 scope global dockero®
valid_1ft forever preferred_lft forever
7: flannel.1l: <BROADCAST, MULTICAST,UP, LOWER_UP> mtu 1450 gdisc n
oqueue state UNKNOWN
link/ether 9a:29:46:61:03:44 brd ff:ff.ff:ff.ff:ff
inet 172.30.38.0/32 scope global flannel.1
valid_1ft forever preferred_lft forever

Fl it & docker # &2 & L4 docker.service P mIfE T /. E

EnvironmentFile=-/run/flannel/docker
EnvironmentFile=-/run/docker_opts.env
EnvironmentFile=-/run/flannel/subnet.env

Bk EALE B G docker A # E B Bt Aok 73] % LA IR T £ o

/e #hdocker

¥ & T docker/s i 2 F & kubelet » X B LB 3| F] & » kubelet/s 37 XK © 4244 :
Mar 31 16:44:41 sz-pg-oam-docker-test-002.tendcloud.com kubelet[
81047]: error: failed to run Kubelet: failed to create kubelet:

misconfiguration: kubelet cgroup driver: "cgroupfs" is different
from docker cgroup driver: "systemd"

1% & kubelet5 docker# cgroup driver  — 2 % 5 ) » kubelet)s # 8 B2 A A~ —
cgroup-driver $ 47T ¥A38 A "cgroupfs" & 4 “systemd” °



--cgroup-driver string Driver
that the kubelet uses to manipulate cgroups on the host. Possi
ble values: 'cgroupfs', 'systemd' (default "cgroupfs")

2 #flannel

systemctl daemon-reload
systemctl start flanneld
systemctl status flanneld

It Bigetcd T 49 A % T AF 5] ¢

$etcdctl --endpoints=${ETCD_ENDPOINTS} \
--ca-file=/etc/kubernetes/ssl/ca.pem \
--cert-file=/etc/kubernetes/ssl/kubernetes.pem \
--key-file=/etc/kubernetes/ssl/kubernetes-key.pem \
1s /kube-centos/network/subnets
/kube-centos/network/subnets/172.30.14.0-24
/kube-centos/network/subnets/172.30.38.0-24
/kube-centos/network/subnets/172.30.46.0-24
$etcdctl --endpoints=${ETCD_ENDPOINTS} \
--ca-file=/etc/kubernetes/ssl/ca.pem \
--cert-file=/etc/kubernetes/ssl/kubernetes.pem \
--key-file=/etc/kubernetes/ssl/kubernetes-key.pem \
get /kube-centos/network/config
{ "Network": "172.30.0.0/16", "SubnetLen": 24, "Backend": { "Typ
e": "vxlan" } }
$etcdctl get /kube-centos/network/subnets/172.30.14.0-24
{"PublicIP":"172.20.0.114", "BackendType":"vxlan", "BackendData": {
"VtepMAC":"56:27:7d:1c:08:22"}}
$etcdctl get /kube-centos/network/subnets/172.30.38.0-24
{"PublicIP":"172.20.0.115", "BackendType":"vxlan", "BackendData": {
"VtepMAC":"12:82:83:59:cf:b8"}}
$etcdctl get /kube-centos/network/subnets/172.30.46.0-24
{"PublicIP":"172.20.0.113", "BackendType":"vxlan", "BackendData": {
"VtepMAC":"e6:b2:fd:f6:66:96"}}



2k Ffe. & kubelet

kubelet /& # Bt & kube-apiserver & % TLS bootstrapping & K » & & 434
bootstrap token U# ¥ 49 kubelet-bootstrap A P BT system:node-bootstrapper
cluster & &(role) » A J& kubelet 7 4 A IR ] 2 1k ik % K (certificate signing
requests) :

/etc/kubernetes

kubectl create clusterrolebinding kubelet-bootstrap \
--clusterrole=system:node-bootstrapper \
--user=kubelet-bootstrap

e --user=kubelet-bootstrap &4 /etc/kubernetes/token.csv XH# ¥
BEGR P L > BB ANT /etc/kubernetes/bootstrap.kubeconfig
T s

T # 3% #7149 kubelet #= kube-proxy —i# #| sU#

wget https://dl.k8s.io/v1.6.0/kubernetes-server-linux-amd64.tar.
gz
tar -xzvf kubernetes-server-linux-amd64.tar.gz
kubernetes
tar -xzvf Kkubernetes-src.tar.gz
cp -r ./server/bin/{kube-proxy, kubelet} /usr/ /bin/

2] Z kubelet % servicefit & L #F

X4 E /usr/lib/systemd/system/kubelet.service



[Unit]

Description=Kubernetes Kubelet Server
Documentation=https://github.com/GoogleCloudPlatform/kubernetes
After=docker.service

Requires=docker.service

[Service]
WorkingDirectory=/var/lib/kubelet
EnvironmentFile=-/etc/kubernetes/config
EnvironmentFile=-/etc/kubernetes/kubelet
ExecStart=/usr/local/bin/kubelet \
$KUBE_LOGTOSTDERR \
$KUBE_LOG_LEVEL \
$KUBELET_API_SERVER \
$KUBELET_ADDRESS \
$KUBELET_PORT \
$KUBELET_HOSTNAME \
$KUBE_ALLOW_PRIV \
$KUBELET_POD_INFRA_CONTAINER \
$KUBELET_ARGS
Restart=on-failure

[Install]
WantedBy=multi-user.target

kubelet® . & L /etc/kubernetes/kubelet ° H ¥ &gIPHuht & ARG &S
node ¥ & &IP3 4k o

% : /var/lib/kubelet TZFHH|E o



Hit#

## kubernetes kubelet (minion) config

#

## The address for the info server to serve on (set to 0.0.0.0 o

r "" for all interfaces)
KUBELET_ADDRESS="--address=172.20.0.113"
#

## The port for the info server to serve on
#KUBELET_PORT="--port=10250"

#

## You may leave this blank to use the actual hostname
KUBELET_HOSTNAME="- -hostname-override=172.20.0.113"

#

## location of the api-server
KUBELET_API_SERVER="--api-servers=http://172.20.0.113:8080"

#

## pod infrastructure container
KUBELET_POD_INFRA_CONTAINER="--pod-infra-container-image=sz-pg-o0
am-docker-hub-001.tendcloud.com/library/pod-infrastructure:rhel7"

#

## Add your own!

KUBELET_ARGS="--cgroup-driver=systemd --cluster-dns=10.254.0.2 -
-experimental-bootstrap-kubeconfig=/etc/kubernetes/bootstrap.kub
econfig --kubeconfig=/etc/kubernetes/kubelet.kubeconfig --requir
e-kubeconfig --cert-dir=/etc/kubernetes/ssl --cluster-domain=clu
ster.local --hairpin-mode promiscuous-bridge --serialize-image-p
ulls=false"

4l S—

e --address THIZXEH 127.0.0.1 ° &M &% Pods 17 7l kubelet # API
FotakKk o BHA Pods % F& 127.0.0.1 18 A @& & kubelet ;

o WwRKZET --hostname-override #M > M kube-proxy HFHE%EZ
B 0 &M e B IR T2 Node 8917 0L
e "--cgroup-driver MACE R systemd > TEALH cgroup ° FM A

CentOS % %4 F kubelet # & 1 XK ©
e --experimental-bootstrap-kubeconfig 4% % bootstrap kubeconfig sC
# > kubelet 1% Fl % L4 69 Bl 7 % #= token %) kube-apiserver & % TLS



Bootstrapping % K ;

o BERMET CSR#H KRG » kubelet A5 £ --cert-dir B FAIZEHFH
4A LAF( kubelet-client.crt #¢ kubelet-client.key )* ABH AN --
kubeconfig X ;

o W/ --kubeconfig B E X H F1ET kube-apiserver ik 4R R
& --api-servers &I s MLMIEE --require-kubeconfig &G A
JN B B SCHF F 15 BL kube-apiserver 8933k o & M| kubelet B 3 /& 4 3% 7 2|
kube-apiserver (B & ¥ 4% & £ %| APl Server) ° kubectl get nodes T
2R e 2t k8 Node 13 &

e --cluster-dns 5 kubedns # Service IP(T A5 B » J& 441
kubedns Mk %848 €% IP) » --cluster-domain &8 EX & E% » TA/NH
QRN R R O

e --cluster-domain #8& pod B #8 /etc/resolve.conf XH ¥4y

search domain > AFEAVI LB E R T cluster.local. ° A& AFAT
service 89 DNS & R B &£ F 89 » =] A& /£ 24T headless service ¥ % FQDN
pod name &9 Bt 4& 245 4% o H L EATIE A5 H  cluster.local ° *#°55E
B8y "B R AR R % A 0 X T kubernetes ¥ 89345 /R % & AR AR A
REG A —RLFE o

e --kubeconfig=/etc/kubernetes/kubelet.kubeconfig T 1§

89 kubelet.kubeconfig X #F7 % —X B #hkubeletX aT#t R 5 & » HA T
L » 33 CSRIERE 4 B A R kubelet.kubeconfig UHF » 4w RAREG T
B LEEZEMRT ~/.kube/config XAHF » AR A % AR N B ZEAZT o
FFEP LA kubelet.kubeconfig * ATAnode¥ & T ARk B —/A
kubelet.kubeconfig L # » XA # AR Aty ¥ AT F L A4 ZCSR# Kk bt B
#H A Blkubernetes BB o Bl o £ Z RS 15 7] Flkubernetes £ A 69 Tt
LEA4E A kubectl --kubeconfig #4#AFEFFE » REAE

Bl ~/.kube/config AL VAR ARINIE » A AKX E @ &R A INIER &
HIkA R Zadmin A P> 35 FEEINA PTA AR o

e KUBELET_POD_INFRA CONTAINER ~ARBHEBRER » XERAGELAEE
SEHIN > REPFOIZEFTEE RN A TG - K EFT —NEHRE
Lt T A docker pull index.tenxcloud.com/jimmy/pod-

infrastructure T °

T % unit W kubelet.service

& #kublet



systemctl daemon-reload
systemctl kubelet
systemctl start kubelet
systemctl status kubelet

i# i3 kublet 7 TLS 7t $515 K

kubelet & X & % i %) kube-apiserver X %1 2 & % K » s/ i 3 & kubernetes
A% 2% % Node hm A B 2 o

& & RIAH CSR 5 K

$ kubectl get csr

NAME AGE REQUESTOR CONDITION
CSr-2b308 4m kubelet-bootstrap Pending

$ kubectl get nodes

No resources found.

¢ CSR R

$ kubectl certificate approve csr-2b308
certificatesigningrequest '"csr-2b308" approved
$ kubectl get nodes

NAME STATUS AGE VERSION
10.64.3.7 Ready 49m vi.6.1

B34 T kubelet kubeconfig SU#F= /A4 44



$ 1s -1 /etc/kubernetes/kubelet.kubeconfig

-rw------- 1 root root 2284 Apr 7 02:07 /etc/kubernetes/kubelet
.kubeconfig

$ 1s -1 /etc/kubernetes/ssl/kubelet*

-rw-r--r-- 1 root root 1046 Apr 7 02:07 /etc/kubernetes/ssl/kub
elet-client.crt

-rwW------- 1 root root 227 Apr 7 02:04 /etc/kubernetes/ssl/kub
elet-client.key

-rw-r--r-- 1 root root 1103 Apr 7 02:07 /etc/kubernetes/ssl/kub
elet.crt

rwW------- 1 root root 1675 Apr 7 02:07 /etc/kubernetes/ssl/kub

AR B £ HkubernetestyiE 5 0 R EZH L4 token.csv % F i kubelet

J& » %nodest & A # e A Elkuberentes £#F F 0 m R A EH A

i% certificaterequest * A& Efmaster? & LWMAT kubectl certificate

approve &1F o AR R &M Fhknode¥ & L

89 /etc/kubernetes/ssl/kubelet* ## /etc/kubernetes/kubelet.kubeconfic
A o & Mkubelet/a 3h Bf &-48 7 3K 7 B 1E ) f KK ©

it & kube-proxy

@] 2 kube-proxy #Iserviceft & L #F

X #4%2 /usr/lib/systemd/system/kube-proxy.service °



[Unit]

Description=Kubernetes Kube-Proxy Server
Documentation=https://github.com/GoogleCloudPlatform/kubernetes
After=network. target

[Service]
EnvironmentFile=-/etc/kubernetes/config
EnvironmentFile=-/etc/kubernetes/proxy
ExecStart=/usr/local/bin/kube-proxy \
$KUBE_LOGTOSTDERR \
$KUBE_LOG_LEVEL \
$KUBE_MASTER \
$KUBE_PROXY_ARGS
Restart=on-failure
LimitNOFILE=65536

[Install]
WantedBy=multi-user.target

kube-proxy#c & SL# /etc/kubernetes/proxy °©

Hit
# kubernetes proxy config

# default config should be adequate

# Add your own!

KUBE_PROXY_ARGS="--bind-address=172.20.0.113 --hostname-override

=172.20.0.113 --kubeconfig=/etc/kubernetes/kube-proxy.kubeconfig
--cluster-cidr=10.254.0.0/16"

e --hostname-override #$4&f4s470 5 kubelet 8945 —% » & ] kube-proxy
B # )& 23 3% Node » i T 44 #4217 iptables #L1]

e kube-proxy 14 --cluster-cidr ¥|BTEFFASFIHRAET BT --
cluster-cidr 2 --masquerade-all & /& kube-proxy & 4 *fi7 9]
Service IP &)1k R SNAT ;

e --kubeconfig 8® )& & L4 AT kube-apiserver #3#3k ~ |l P & ~ 1



B~ B4 F i R IEE &

o T L RoleBinding cluster-admin 4 User system:kube-proxy 4
Role system:node-proxier %% ° % Role & T 7/ kube-apiserver
Proxy #8 % AP| 8% ;

7% unit L kube-proxy.service
& 7 kube-proxy

systemctl daemon-reload

systemctl kube-proxy
systemctl start kube-proxy
systemctl status kube-proxy

g5 E ] X
A8 2 — M niginxtyservicei X— T £ L ET A o

$ kubectl run nginx --replicas=2 --labels='"run=load-balancer-exa
mple'" --image=sz-pg-oam-docker-hub-001.tendcloud.com/library/ngi
nx:1.9 --port=80

deployment "nginx" created

$ kubectl expose deployment nginx --type=NodePort --name=example
-service

service "example-service" exposed

$ kubectl describe svc example-service

Name: example-service

Namespace: default

Labels: run=load-balancer-example
Annotations: <none>

Selector: run=load-balancer-example
Type: NodePort

IP: 10.254.62.207

Port: < > 80/TCP

NodePort: < > 32724/TCP
Endpoints: 172.30.60.2:80,172.30.94.2:80

Session Affinity: None



Events: <none>
$ curl "10.254.62.207:80"
<!DOCTYPE html>
<html>
<head>
<title>Welcome to nginx!</title>
<style>
body {
width: 35em;
margin: 0 auto;
font-family: Tahoma, Verdana, Arial, sans-serif;
}
</style>
</head>
<body>
<hi1>Welcome to nginx!</h1>
<p>If you see this page, the nginx web server is successfully in
stalled and
working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<br/>
Commercial support is available at

<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>
</body>
</html>

7 0 B ey MK ] FAE R dnginx £ K R RS E T 945 1% sz-pg-oam-
docker-hub-001.tendcloud.com/library/nginx:1.9 * KEA&MKTHE FFH#Hk
A B T nginx 4t ek o

] 172.20.0.113:32724 2, 172.20.0.114:32724 3
# 172.20.0.115:32724 #F 7 VA3 Enginx 49 1 @ ©



< C 0 ©172.20.0.113:32724

@

i Apps TalkingData Me B3 solr Hue Python Docker Hadoop E3 Go Druid B3 Kubernates MachineLearning Knox+Ranger Hive Django B3 Oozie ES Java PrestoDB Kafka

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

Bk - welcome-nginx

5%
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2 ¥ kubedns &

B 7 BgyamIsUH# B % © kubernetes/cluster/addons/dns ©

%3G B 4E1E A kubernetes3t & » B 7 89 B E I F 8 T 4214 ¢

gcr.io/google_containers/k8s-dns-dnsmasqg-nanny-amdé64:1.14.1
gcr.io/google_containers/k8s-dns-kube-dns-amd64:1.14.1
gcr.io/google_containers/k8s-dns-sidecar-amd64:1.14.1

HKclone T L4ty » LA RGBARBECE :

sz-pg-oam-docker-hub-001.tendcloud.com/library/k8s-dns-dnsmasqg-n
anny-amdé64:1.14.1
sz-pg-oam-docker-hub-001.tendcloud.com/library/k8s-dns-kube-dns-
amdé64:1.14.1
sz-pg-oam-docker-hub-001.tendcloud.com/library/k8s-dns-sidecar-a
md64:1.14.1

Rt b5 T — 1520 ik = &1

index.tenxcloud.com/jimmy/k8s-dns-dnsmasq-nanny-amd64:1.14.1
index.tenxcloud.com/jimmy/k8s-dns-kube-dns-amd64:1.14.1
index.tenxcloud.com/jimmy/k8s-dns-sidecar-amd64:1.14.1

VAT yamlfic B SUH P 48 R 89 240 SR & B P B4R

kubedns-cm.yaml
kubedns-sa.yaml
kubedns-controller.yaml
kubedns-svc.yaml

& 215 BT 89 yaml SUHF L ¢ . /manifests/kubedns


https://github.com/rootsongjc/kubernetes-handbook/blob/master/manifests/kubedns

A 4.7 % L4 RoleBinding

% L # RoleBinding system:kube-dns % kube-system 4% %18 4 kube-
dns ServiceAccount 5 system:kube-dns Role 482 > % Role £ 4 5 1] kube-
apiserver DNS #8 % AP| 84 I& ;

$ kubectl get clusterrolebindings system:kube-dns -o yaml
apiVersion: rbac.authorization.k8s.io/vlbetal
kind: ClusterRoleBinding
metadata:
annotations:
rbac.authorization.kubernetes.io/autoupdate: "true"
creationTimestamp: 2017-04-11T11:20:42Z
labels:
kubernetes.io/bootstrapping: rbac-defaults
name: system:kube-dns
resourceVersion: "58"
selfLink: /apis/rbac.authorization.k8s.io/vlbetal/clusterroleb
indingssystem%3Akube-dns
uid: e61f4d92-1ea8-11e7-8cd7-f4e9d49f8ed0O
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: system:kube-dns
subjects:
- kind: ServiceAccount
name: kube-dns
namespace: kube-system

kubedns-controller.yaml ¥ & L #) Pods 4%/ 7 kubedns-sa.yaml 3U#F
€ LAY kube-dns ServiceAccount * AT A B A 45 9] kube-apiserver DNS #8 5% API
By AR o

iz & kube-dns ServiceAccount

£ FEHK -



fc. & kube-dns R %

$ diff kubedns-svc.yaml.base kubedns-svc.yaml
30c30
< clusterIP: _ PILLAR__DNS__SERVER__

> clusterIP: 10.254.0.2

e spec.clusterlP = 10.254.0.2 » BP #4352 T kube-dns Service IP > &4~ IP &
%4 kubelet ) --cluster-dns H#fE—E ;

A& kube-dns Deployment

$ diff kubedns-controller.yaml.base kubedns-controller.yaml
58c58

< image: gcr.io/google_containers/k8s-dns-kube-dns-amd64
:1.14.1

> image: sz-pg-oam-docker-hub-001.tendcloud.com/library/
k8s-dns-kube-dns-amd64:v1.14.1

88c88

< - --domain=__PILLAR__DNS__DOMAIN__ .

> - --domain=cluster.local.

92c92

< _ PILLAR__FEDERATIONS__DOMAIN__MAP_

>

110c110

< image: gcr.io/google_containers/k8s-dns-dnsmasqg-nanny-

amd64:1.14.1

> image: sz-pg-oam-docker-hub-001.tendcloud.com/library/
k8s-dns-dnsmasq-nanny-amd64:v1.14.1

129c129

< - --server=/__PILLAR__DNS__ DOMAIN__ /127.0.0.1



> - --server=/cluster.local./127.0.0.1

148c148
< image: gcr.io/google_containers/k8s-dns-sidecar-amd64:
1.14.1
> image: sz-pg-oam-docker-hub-001.tendcloud.com/library/

k8s-dns-sidecar-amd64:v1.14.1
161,162c161,162

< - --probe=kubedns,127.0.0.1:10053, kubernetes.default.s
vc._ PILLAR__DNS_ DOMAIN_ ,5,A
< - --probe=dnsmasq,127.0.0.1:53, kubernetes.default.svc.

_ PILLAR__DNS__DOMAIN__,5,A

> - --probe=kubedns,127.0.0.1:10053, kubernetes.default.s
vc.cluster.local.,5,A

> - --probe=dnsmasqg,127.0.0.1:53, kubernetes.default.svc.
cluster.local.,5,A

o £ £ C4M T RoleBinding #9 kube-dns ServiceAccount » %k P B A
1% 4] kube-apiserver DNS 48 % API &4 IR ;

PAT TR &S

$

/root/kubedns

$ 1s *.yaml

kubedns-cm.yaml kubedns-controller.yaml kubedns-sa.yaml kubed
ns-svc.yaml

$ kubectl create -f .

#% % kubedns 7 #t

# # — > Deployment



$ cat my-nginx.yaml
apiVersion: extensions/vlbetal
kind: Deployment
metadata:
name: my-nginx
spec:
replicas: 2
template:
metadata:
labels:
run: my-nginx
spec:
containers:
- name: my-nginx
image: sz-pg-oam-docker-hub-001.tendcloud.com/library/ng
inx:1.9
ports:
- containerPort: 80
$ kubectl create -f my-nginx.yaml

Export % Deployment, £ & my-nginx R %

$ kubectl expose deploy my-nginx

$ kubectl get services --all-namespaces |grep my-nginx

default my -nginx 10.254.179.239 <none> 80/TCP
42m

Rl % —/~Pod > &#& /etc/resolv.conf Z&F %L kubelet BEH --
cluster-dns ## --cluster-domain °* ZF&FHE%IEIRSE my-nginx AT E]
Cluster IP 10.254.179.239 -



$ kubectl create -f nginx-pod.yaml

$ kubectl nginx -i -t -- /bin/bash

root@nginx:/

nameserver 10.254.0.2

search default.svc.cluster.local. svc.cluster.local. cluster.loc
al. tendcloud.com

options ndots:5

root@nginx:/
PING my-nginx.default.svc.cluster.local (10.254.179.239): 56 dat

a bytes
76 bytes from 119.147.223.109: Destination Net Unreachable
AC--- my-nginx.default.svc.cluster.local ping statistics ---

root@nginx:/

PING kubernetes.default.svc.cluster.local (10.254.0.1): 56 data
bytes

AC--- kubernetes.default.svc.cluster.local ping statistics ---
11 packets transmitted, O packets received, 100% packet loss

root@nginx:/

PING kube-dns.kube-system.svc.cluster.local (10.254.0.2): 56 dat
a bytes

AC--- kube-dns.kube-system.svc.cluster.local ping statistics ---
6 packets transmitted, O packets received, 100% packet loss

LR R E 0 service S AR 7T VAR F BT o

2% : E¥#ping ClusterlPZping i &9 » ClusterIP £ &% IPtables ¥ & 2| /R % 9
endpoint k. » A A £ &-Cluster|PAns# 0 A 847 ¥ 3] 2t 2 89 IR % o
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= ¥ dashboard &

B X H % kubernetes/cluster/addons/dashboard

EAVEL R 89 T4 T

$ 1s *.yaml
dashboard-controller.yaml dashboard-service.yaml dashboard-rbac

.yaml

& 2245 545 69 yaml ST L @ . /manifests/dashboard

W T kube-apiserver BT RBAC %A » m'F 7 RH B %4 dashboard-
controller.yaml &H & LA ServiceAccount » AT VLG 415 9] API server 9

AP| it 2% B4 > web P 32T :
Forbidden (403)

User "system:serviceaccount:kube-system:default" cannot list job
s.batch in the namespace '"default". (get jobs.batch)

¥ T —/~ dashboard-rbac.yaml X# ° & XL —"4% 4 dashboard #J
ServiceAccount » X & ¥4 € F= Cluster Role view 48 & o

ie. & dashboard-service

$ diff dashboard-service.yaml.orig dashboard-service.yaml

10al11
> : NodePort

o 5Tk LA 4 NodePort » X4 b 7T VA3 i3 #uhk nodelP:nodePort 17 9]

dashboard :

i & dashboard-controller


https://github.com/rootsongjc/kubernetes-handbook/blob/master/manifests/dashboard

$ diff dashboard-controller.yaml.orig dashboard-controller.yaml
23c23

< image: gcr.io/google_containers/kubernetes-dashboard-a
md64:v1.6.0
> image: sz-pg-oam-docker-hub-001.tendcloud.com/library/

kubernetes-dashboard-amd64:v1.6.0

PATPT A 2SS

$

/root/kubernetes/cluster/addons/dashboard

$ 1s *.yaml

dashboard-controller.yaml dashboard-service.yaml
$ kubectl create -f

service "kubernetes-dashboard" created

deployment "kubernetes-dashboard" created

BERATER
& & 4 B89 NodePort

$ kubectl get services kubernetes-dashboard -n kube-system

NAME CLUSTER-IP EXTERNAL-IP PORT(S)
AGE

kubernetes-dashboard 10.254.224.130 <nodes> 80:30312/T

CP 25s

e NodePort 3031284t 2| dashboard pod 80 = ;

# % controller



$ kubectl get deployment kubernetes-dashboard -n kube-system

NAME DESIRED CURRENT UP-TO-DATE AVAILABL
E AGE
kubernetes-dashboard 1 1 1 1
3m
$ kubectl get pods -n kube-system | grep dashboard
kubernetes-dashboard-1339745653-pmn6z 1/1 Running 0
4m

1% Ildashboard
HEATZ47 X

e kubernetes-dashboard /R % % % 7 NodePort » =T ¥A4&
http://NodeIP:nodePort 3uiki7 7] dashboard

i API server 77 7] dashboard (https 64435#% © f=http 80803#% @ 7 X, )

1§ kubectl proxy 7 I7] dashboard

St}
o i

i@ ¥ kubectl proxy 7 ] dashboard
Jo AR
$ kubectl proxy --address='172.20.0.113' --port=8086 --accept-ho

sts="'A*$!
Starting to serve on 172.20.0.113:8086

L3

o HEIZK --accept-hosts M > F M A % &% ] dashboard T & i 42 7
“Unauthorized” ;

&) % 97 17 URL : http://172.20.0.113:8086/ui & 3 Bkt
2| : http://172.20.0.113:8086/api/v1/proxy/namespaces/kube-
system/services/kubernetes-dashboard/#/workload?namespace=default

1 12 API server 77 IFldashboard

REUEBEIR 5 Wbk 7] &


http://172.20.0.113:8086/ui
http://172.20.0.113:8086/api/v1/proxy/namespaces/kube-system/services/kubernetes-dashboard/#/workload?namespace=default

$ kubectl cluster-info

Kubernetes master is running at https://172.20.0.113:6443
KubeDNS is running at https://172.20.0.113:6443/api/v1/proxy/nam
espaces/kube-system/services/kube-dns

kubernetes-dashboard is running at https://172.20.0.113:6443/api
/v1l/proxy/namespaces/kube-system/services/kubernetes-dashboard

&) % &7 7] URL : https://172.20.0.113:6443/api/v1/proxy/namespaces/kube-
system/services/kubernetes—dashboard (R % B 2R TIEFHILE > A AR oK
o AR Xig P 6948 > F 4R ﬁkﬁ%ﬁ%%ﬁ;m¢>okiﬁéﬁﬁﬁ&
#6930 [0 3 kube-apiserver 17 Fldashboard » 4% 7= User "system:anonymous"
cannot proxy services in the namespace "kube-system". #5]

(https://github.com/opsnull/follow-me-install-kubernetes-cluster/issues/5) * & 4 /%
R o

N
¥ & A 89admin.pemiE 4 4% A& X

openssl pkcsl12 -export -in admin.pem -out admin.pl2 -inkey admi
n-key.pem

F& AR5 admin.pl2 TEH FAEGMREGEAE 0 F B GEARRAER BT EGERS 0 FA
8y B A% E 2 B o

4o RAR A4 F https 8915 » =T ¥A B 4%17 IFlinsecure port 80803#
2 : http://172.20.0.113:8080/api/v1/proxy/namespaces/kube-
system/services/kubernetes-dashboard


https://172.20.0.113:6443/api/v1/proxy/namespaces/kube-system/services/kubernetes-dashboard（浏览器会提示证书验证，因为通过加密通道，以改方式访问的话，需要提前导入证书到你的计算机中）。这是我当时在这遇到的坑：[通过
https://github.com/opsnull/follow-me-install-kubernetes-cluster/issues/5)，已经解决。
http://172.20.0.113:8080/api/v1/proxy/namespaces/kube-system/services/kubernetes-dashboard

kubernetes Admin > Namespaces > kube-system + CREATE

Admin
Details
Namespaces
Nodes Name: kube-system
Persistent Volumes Creation time: 2017-04-11T11:20
Storage Classes Status: Active
Namespace
default Events
Workloads Message Source Sub-object Count First seen Last seen
Killing container with id docker://c857a
Deployments 23eb359fb5f46c080b0404f41731d7be spec.containers{kubernetes-
47d9729eb1 e52e9d8b2be123d5FNeed kubelet 172.20.0.114 dashboard) 1 2017-04-12T06:51 UTC 2017-04-12T06:51 UTC
Replica Sets
to kill Pod
Replication Controllers
Deleted pod: kubernetes-dashboard-17
| t-controlls - 1 2017-04-12T06:51 UTC 2017-04-12T06:51 UTC
A 52429380740 replicaset-controller
Stateful Sets Successfully assigned kubernetes-das
hboard-3966630548-61b48 to 172.20. default-scheduler = 1 2017-04-12T06:56 UTC 2017-04-12T06:56 UTC
Jobs 0.113
Pods Container image "sz-pg-oam-docker-hu
b-001.tendcloud.com/library/kubernete spec.containers{kubernetes-
. " kubelet 172.20.0.11 1 2017-04-12T 7 UT 2017-04-12TH 7 UT(
Services and discovery s-dashboard-amd64:1.6.0" already pre KU0¢Iet 172:20.0.113 dashboard} 017-0412T06:57 UTC 017-04-12T06:57 UTC
sent on machine
Services
Created container with id c36e4cc8e11 spec.containers{kubernetes-
Ingresses 08805a34affd872449442a3bf628466b  kubelet 172.20.0.113 dp h‘b ) 1 2017-04-12T06:57 UTC 2017-04-12T06:57 UTC
8ea2da3c99cafld7cec23 AsHEean
Storage
Started container with id c36e4cc8e11 spec.containers{kubernetes
R Vel @k 08805a34affd872449442a3bf628466b  kubelet 172.20.0.113 dashbosrd) 1 2017-04-12T06:57 UTC 2017-04-12T06:57 UTC
8ea2da3c99cafld7cec23
Config Error creating: pods "kubernetes-dashb
0ard-3966630548-" is forbidden: servic
Secrets & annnint Litha_cuetam wiae - - 2 2N17.0A19TNARA 11T 2017.NA19TNARA 11T

B kR - kubernetes-dashboard

w1 T %) Heapster &4 » % AT dashboard 7T #&/& = Pod ~ Nodes # CPU ~ A #
% metric B% o

& #

Kubernetes 1.6 "R &) dashboard #1%.1% €42 3] T v1.6.3 R A » RAT1T4E AT
g 77 X B H#H o

47 dashboard-controller.yaml X #F &4 9mAK vi.6.0 Z&A
v1i.6.3 °

image: sz-pg-oam-docker-hub-001.tendcloud.com/library/kubernetes
-dashboard-amd64:v1.6.3

KRG PATT @ 8o 4
kubectl apply -f dashboard-controller.yaml

P o] f& 4%, £ %7 dashboard #Ra & o



% dashboard Pod #13K & T L& 3| :

kubernetes-dashboard-215087767-2jsgd 0/1

Os
kubernetes-dashboard-3966630548-0jj1]j 1/1
0] 1d
kubernetes-dashboard-215087767-2jsgd 0/1

Os
kubernetes-dashboard-3966630548-0jj1]j 1/1
0] 1d
kubernetes-dashboard-215087767-2jsgd 0/1
ng 0] 0s
kubernetes-dashboard-3966630548-0jj1]j 0/1
0 1d
kubernetes-dashboard-3966630548-0jj1]j 0/1
0 1d
kubernetes-dashboard-215087767-2jsgd 1/1

6s
kubernetes-dashboard-3966630548-0jj1]j 0/1
0 1d
kubernetes-dashboard-3966630548-0jj1]j 0/1
0 1d
kubernetes-dashboard-3966630548-0jj1j 0/1
0 1d

# 69 Pod 9B T » Wi Pod &L T o

Dashboard #7735 F] 33k R T > F 335 7]
http://172.20.0.113:8080/api/v1/proxy/namespaces/kube-

Pending 0

Terminating

Pending 0

Terminating

ContainerCreati

Terminating

Terminating

Running 0

Terminating

Terminating

Terminating

system/services/kubernetes-dashboard » T VAF 2| #7hR 69 - -


http://172.20.0.113:8080/api/v1/proxy/namespaces/kube-system/services/kubernetes-dashboard

Q  search + el

= ¥ o> TR
£33
_ CPU {5 WFERE @
wEEME
TR 1.01 46.1Gi
RANAES 0900 4106l
g g 0675 i 307 Gi
fl 2 0450 g 20560
% © o2 0zai
b 15:40 1543 15:46 15:50 15:51 B 15:40 1543 15:46 15:50 15:51
E= i il
default
Overview R)=Y =
IfFns am s tRE B CPU i SR{H (1) CPU IRAHIE (1) ATFARE (F5) PATEMRHIE (F ) Sl ¢
SHPEE beta.kubernetes.io/arch: a...
HE beta.kubemetes.io/fluentd..
% o 172200114 beta.kubermetes.io/os: linux True 0.4 (1.00%) 2.2 (5.50%) 476 Mi (0.37%) 2.725Gi (2.17%) 68
maa edgenode: true
~ kubernetes.io/hostname: 1
EIFE
F— beta kubemetes.io/arch: a..
Al
beta.kubernetes.io/fluentd..
ke
R @ 172200115 betakubemetes.io/os: linux ~ True 0.76 (1.90%) 1.4 (3.50%) 1.371 Gi (1.09%) 2.439 Gi (1.94%) 68
BREAMS AHIE edgenode: true
ST kubernetes.io/hostname: 1
B beta.kubernetes.io/arch: a..
beta.kubemetes.io/fluentd..
RRSHH beta kubemetes.io/os: linux
@ 172200113 True 0.4 (1.00%) 2.2 (5.50%) 1.215 Gi (0.97%) 2225 Gi (1.77%) 68
WHEE edgenode: true
BAKGREER fabrics.io/externallP: true
2= T
REn ERMR TS

Ak - V1.6.3m Kt dashboard- &

AT RROG BRI I THAEE ARG T > TULE T @ L3t AR X AR
Bl R T — MR RIE -

% T 41T 3% dashboard 1.6 /8 A7+ 2% 2| 1.7 i A5 % % 51 22 dashboard °

o

WebUI(Dashboard) %
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https://kubernetes.io/docs/tasks/access-application-cluster/web-ui-dashboard/

2 ¥ heapsteri&
3| heapster release T @ T # &k # R A 89 heapster °

wget https://github.com/kubernetes/heapster/archive/v1.3.0.zip
unzip v1.3.0.zip

mv v1.3.0.zip heapster-1.3.0

XH B %k : heapster-1.3.0/deploy/kube-config/influxdb

$ heapster-1.3.0/deploy/kube-config/influxdb
$ 1s *.yaml

grafana-deployment.yaml grafana-service.yaml heapster-deployme
nt.yaml heapster-service.yaml influxdb-deployment.yaml influx
db-service.yaml heapster-rbac.yaml

#A1 8 TAIZ T heapstertyrbacfi & heapster-rbac.yaml e

& 2245 BT 89 yaml KA I ¢ /manifests/heapster

it & grafana-deployment


https://github.com/kubernetes/heapster/releases
https://github.com/rootsongjc/kubernetes-handbook/blob/master/manifests/heapster/

$ diff grafana-deployment.yaml.orig grafana-deployment.yaml
16c16

< image: gcr.io/google_containers/heapster-grafana-amd64
'v4.0.2

> image: sz-pg-oam-docker-hub-001.tendcloud.com/library/
heapster-grafana-amd64:v4.0.2

40,41c40, 41

<
< value: /
> value: /api/vl/proxy/namespaces/kube-system/services

/monitoring-grafana/
>

o R 5 4:1% M kube-apiserver &4 kubectl proxy 7 ¥] grafana dashboard » 1
s/ %%  GF_SERVER_ROOT_URL % & A /api/vil/proxy/namespaces/kube-
system/services/monitoring-grafana/ ° & W J& %217 Flgrafanaty iz 19 B
RTIXAE] http://172.20.0.113:8086/api/v1/proxy/namespaces/kube-

system/services/monitoring-grafana/api/dashboards/home W @& ;

A & heapster-deployment

$ diff heapster-deployment.yaml.orig heapster-deployment.yaml
16c16

< image: gcr.io/google_containers/heapster-amd64:v1.3.0-
beta.1
> image: sz-pg-oam-docker-hub-001.tendcloud.com/library/

heapster-amd64:v1.3.0-beta.1

i & influxdb-deployment

influxdb B & B DUE A 44473 HTTP APl 3 0 5k 294048 & » M v1.1.0 IR A A%
A % H admin Ul » B £ 5 i A+ 44 admin Ul 364 -



T B H%E T admin U8 1k T ¢ 23 E40% 7 49 influxdb B & T4 » 712 admin
B o A EE A E B A ConfigMap » RGH BB 41T » KB B LR
B8R 8

2% : manifests B F L 2R T 15705 49 ConfigMap & 3L L4

$
$ docker run --rm --entrypoint 'cat' -ti lvanneo/heapster-influ
xdb-amd64:v1.1.1 /etc/config.toml >config.toml.orig

$ cp config.toml.orig config.toml

$

$ vim config.toml

$ diff config.toml.orig config.toml

35c35

< enabled

> enabled
$

$ kubectl create configmap influxdb-config --from-file=config.to
ml -n kube-system

configmap "influxdb-config" created

$

$ diff influxdb-deployment.yaml.orig influxdb-deployment.yaml
16c16

< image: gcr.io/google_containers/heapster-influxdb-amd6
4:v1.1.1

> image: sz-pg-oam-docker-hub-001.tendcloud.com/library/
heapster-influxdb-amd64:v1.1.1

19a20, 21

> - mountPath: /etc/

> name: influxdb-config

22a25, 27

> - name: influxdb-config

> configMap:

> name: influxdb-config

iz & monitoring-influxdb Service


https://github.com/opsnull/follow-me-install-kubernetes-cluster/blob/master/manifests/heapster/influxdb-cm.yaml

$ diff influxdb-service.yaml.orig influxdb-service.yaml
12a13
> type: NodePort

15a17, 20

> name: http

> - port: 8083

> targetPort: 8083
> name: admin

o TR A4 NodePort > ZisM3EH T admin 35 284t » A TE%R % X5
1] influxdb #) admin Ul J~&

PATPT A 2SS

$

/root/heapster-1.3.0/deploy/kube-config/influxdb

$ 1s *.yaml

grafana-service.yaml heapster-rbac.yaml influxdb-cm.yam
1 influxdb-service.yaml

grafana-deployment.yaml heapster-deployment.yaml heapster-serv
ice.yaml 1influxdb-deployment.yaml

$ kubectl create -f

deployment "monitoring-grafana" created

service "monitoring-grafana" created

deployment "heapster" created

serviceaccount "heapster" created

clusterrolebinding "heapster" created

service "heapster'" created

configmap "influxdb-config" created

deployment "monitoring-influxdb" created

service "monitoring-influxdb" created

HERATE R

# & Deployment



$ kubectl get deployments -n kube-system | grep -E 'heapster|mon

itoring'

heapster 1 1
2m

monitoring-grafana 1 1
2m

monitoring-influxdb 1 1
2m

# 4 Pods

$ kubectl get pods -n kube-system | grep -E 'heapster|monitoring'

heapster-110704576-gpg8v 1/1 Running 0
2m
monitoring-grafana-2861879979-9z89f 1/1 Running 0
2m
monitoring-influxdb-1411048194-1zrpc 1/1 Running 0
2m
« I 3

# % kubernets dashboard J*# * & & £ 7 & Nodes ~ Pods # CPU ~ B & ~ fi &

FARFHAHAE



4.1.9 % ¥ heapsteri& #+

= kubernetes

Admin
Namespaces
Nodes
Persistent Volumes

Storage Classes

Namespace

default  ~

Workloads
Deployments
Replica Sets
Replication Controllers
Daemon Sets
Stateful Sets
Jobs

Pods
Services and discovery

Services

Ingresses

Storage

Persistent Volume Claims

Config

Secrets

Workloads > Deployments

+ CREATE
CPU usage Memory usage @
0.001 19.3 Mi
__ 0001 7 17.2 M|
z 8
£ 00008 Z129Mi
& > i
3 0.0005 £ 8.58 Mi
& 0.0003 g 4.29 Mi
19):53 19:58 19:59 1g:57 19:57 19:58 19:59
Time Time
Deployments
Name Labels Pods Age Images
Q my-nginx run: my-nginx 2/2 7 hours sz-pg-oam-docker-hub-001.tendclo..

E R - dashboard-heapster

17 I¥] grafana

1. # 3¢ kube-apiserver 7 7] :

# B monitoring-grafana & % URL

461



A

$ kubectl cluster-info

Kubernetes master is running at https://172.20.0.113:6443
Heapster is running at https://172.20.0.113:6443/api/v1l/pro
xy/namespaces/kube-system/services/heapster

KubeDNS is running at https://172.20.0.113:6443/api/v1/prox
y/namespaces/kube-system/services/kube-dns
kubernetes-dashboard is running at https://172.20.0.113:644
3/api/vl/proxy/namespaces/kube-system/services/kubernetes-da
shboard

monitoring-grafana is running at https://172.20.0.113:6443/
api/vl/proxy/namespaces/kube-system/services/monitoring-graf
ana

monitoring-influxdb is running at https://172.20.0.113:6443
/api/vi1l/proxy/namespaces/kube-system/services/monitoring-inf
luxdb

To further debug and diagnose cluster problems, use 'kubect
1 cluster-info dump'.

% %77 7] URL :

http://172.20.0.113:8080/api/v1l/proxy/namespaces/kube-
system/services/monitoring-grafana

]

ol

ey

1§ kubectl proxy 7 9] :
R
$ kubectl proxy --address='172.20.0.113' --port=8086 --acce

pt-hosts='"*$"'
Starting to serve on 172.20.0.113:8086

VA g

W% 2517 19

URL @ http://172.20.0.113:8086/api/v1/proxy/namespaces/kube-
system/services/monitoring-grafana



2% Cluster - @ & 00 O Last30 minutes
e 172200113~

Overall Cluster CPU Usage

19:32 19:34 19:44 19:46

Usage = Limit = Request

CPU Usage by Node

£ 200
]
S

= 150

100

50

0
19:32 19:34 19:36 19:38 19:40 19:42 19:44 19:46 19:48 19:50 19:52 19:54 19:56
== Usage 172.20.0.113 == Usage 172.20.0.114 == Usage 172.20.0.115 == Limit 172.20.0.113 Limit 172.20.0.114 Limit 172.20.0.115 Request 172.20.0.113 Request 172.20.0.114 Request 172.20.0.115

Individual CPU Usage: 172.20.0.113
200

iFi

g
§ 150

125

100

75

Bk - grafana

1% 19| influxdb admin Ul

#* B influxdb http 8086 i 4t 4 NodePort

$ kubectl get svc -n kube-system|grep influxdb
monitoring-influxdb 10.254.22.46 <nodes> 8086:32299/
TCP,8083:30269/TCP  9m

i 1§ kube-apiserver #9 3% 4 3% @ 1% 4] influxdb & admin Ul J-d@ :
http://172.20.0.113:8080/api/vl/proxy/namespaces/kube-
system/services/monitoring-influxdb:8083/

F£ @ 49 “Connection Settings” # Host ¥ 4 A node IP » Port F % A 8086 B4t
#9 nodePort 4= L &89 32299 » & & “Save” BP T (4K 69 £8F F 69 2unk &
172.20.0.113:32299)



{?‘3‘5 Influx Write Data  Documentation Database: intenal -

Query: = SHOW STATS

Generate Query URL Query Templates ~

Alloc Frees HeapAlloc Heapldle HeapinUse HeapObjects HeapReleased HeapSys Lookups Mallocs NumGC NumGoroutine PauseTotalNs Sys TotalAlloc
23863080 1218254 23863080 23699456 24633344 59978 0 48332800 325 1278232 15 36 7932812 60901624 175351688
queriesActive queriesExecuted queriesFinished queryDurationNs

1 59 58 253464302

shard

diskBytes fieldsCreate seriesCreate writeBytes i intsDropped wrif i i intsOk writeReq writeReqErr writeReqOk

193635 101 18 0 0 0 1074 64 0 64

tsm1_engine

cacheCompactionDuration cacheCi i cacheCq i cacheCq tsmFullCompactionDuration tsmFullC i r tsmFullC i tsmFullComg
0 0 0 0 0 0 0 0

tsmi. cache

B R - kubernetes-influxdb-heapster

NS

i =

e

’

(

f£ 2RI Grafana & &A% A 692 KA 69 template & & » T @ L& namespace
##FEZRA default ## kube-system * FFFAFEMAE namespace L8915 4r
EAFE MAE s RARN KA £ Grafana P+ B ENGEF@mE o L Cannot
see other namespaces except, kube-system and default #1279 -


https://github.com/kubernetes/heapster/issues/1279

{3 - E8Pods- © B @ < zoomout > Olast30minutes <

Templating Variables | Edit

e v Refresh On Dashboard Load

SHOW TAG VALUES FROM "uptime" WITH KEY = "namespace_name"

Value groups/tags (Experimental feature)

Enable

Preview of values (shows max 20)

default  kubesystem  monitoring  spark-cluster  yarn-cluster

Update

Bk - & grafanat€ iz

F Templating F 4 namespace & Data source % & # influxdb-datasource °
Refresh % & % on Dashboard Load #%& &% & » Rl £ 5 » BT A2 Lk
namespace % ©

1% Ml Heapster ik Bt & 8% 2t % f9metricZk 95

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
2017-11-02 08:43:28



% ¥ EFK3&

&A1 3 £ & 6 node L3 F — A~ ADaemonSet 7 X 12 17 #9fluentd 5k 4 £ 4 & node

L+ &) B & o Fluentd¥dockerB & B

% /var/lib/docker/containers ## /var/log B i #Z|Pod¥ » A/ZEPod&

fnode¥ %4 /var/log/pods A ZFFPEIEHGB X TUARF LR E B EM
b % BXTA AR ELH4ES /var/lib/docker/contianers B kT8 %

EHEWME -

B X H % cluster/addons/fluentd-elasticsearch

$ 1s *.yaml
es-controller.yaml es-service.yaml fluentd-es-ds.yaml Kkibana-
controller.yaml kibana-service.yaml efk-rbac.yaml

FIEFKMR %4 % & —/ efk-rbac.yaml X# ° B Zserviceaccount’y efk °

& 2245 BT 89 yaml XA L ¢ . /manifests/EFK

AL & es-controller.yaml

$ diff es-controller.yaml.orig es-controller.yaml

24c24
< - image: gcr.io/google_containers/elasticsearch:v2.4.1-2
> - image: sz-pg-oam-docker-hub-001.tendcloud.com/library/

elasticsearch:v2.4.1-2

AL & es-service.yaml

it & fluentd-es-ds.yaml


https://github.com/rootsongjc/kubernetes-handbook/blob/master/manifests/EFK

$ diff fluentd-es-ds.yaml.orig fluentd-es-ds.yaml
26c26

< image: gcr.io/google_containers/fluentd-elasticsearch:
1.22
> image: sz-pg-oam-docker-hub-001.tendcloud.com/library/

fluentd-elasticsearch:1.22

it & kibana-controller.yami

$ diff kibana-controller.yaml.orig kibana-controller.yaml
22c22

< image: gcr.io/google_containers/kibana:v4.6.1-1

> image: sz-pg-oam-docker-hub-001.tendcloud.com/library/
kibana:v4.6.1-1

25 Node X B 17 &

% 3L DaemonSet fluentd-es-vi1.22 &% & T nodeSelector
beta.kubernetes.io/fluentd-ds-ready=true ° FT¥A§ &M% E47 fluentd
45 Node L% B %Ar 2

$ kubectl get nodes

NAME STATUS AGE VERSION

172.20.0.113 Ready 1d v1.6.0

$ kubectl label nodes 172.20.0.113 beta.kubernetes.io/fluentd-ds

-ready=
node "172.20.0.113" labeled

¢ 1A/ & nodedr LRI AR 8947 & o

PAT & L LAHF



$ kubectl create -f

serviceaccount "efk" created

clusterrolebinding "efk" created

replicationcontroller "elasticsearch-logging-v1l" created
service "elasticsearch-logging" created

daemonset "fluentd-es-v1.22" created

deployment "kibana-logging" created

service "kibana-logging" created

B EPATER

$ kubectl get deployment -n kube-system|grep kibana
kibana-logging 1 1 1 1
2m

$ kubectl get pods -n kube-system|grep -E 'elasticsearch|fluentd

| kibana'

elasticsearch-logging-vi-mlstp 1/1 Running 0]
1m

elasticsearch-logging-vil-nfbbf 1/1 Running 0
1m

fluentd-es-v1.22-31sm0O 1/1 Running 0
1m

fluentd-es-v1.22-bpgqgs 1/1 Running 0
1m

fluentd-es-v1.22-gmn7h 1/1 Running 0
1m

kibana-logging-1432287342-0gdng 1/1 Running 0]
1m

$ kubectl get service -n kube-system|grep -E 'elasticsearch|kib

ana'

elasticsearch-logging 10.254.77.62 <none> 9200/TCP
2m

kibana-logging 10.254.8.113 <none> 5601/TCP
2m



4.1.10 % X EFKIEH#

kibana Pod % — X /& # Bt & F 4% K B 18] (10-20%4F ) kAL F= Cache KA R @ » 7T
A tailf % Pod 8 B &K #E ¢

$ kubectl logs kibana-logging-1432287342-0gdng -n kube-system -f
ELASTICSEARCH_URL=http://elasticsearch-logging:9200
server.basePath: /api/vl/proxy/namespaces/kube-system/services/k
ibana-logging

{"type":"log","@timestamp":"2017-04-12T713:08:062", "tags":["info",
"optimize"],"pid":7,"message":"Optimizing and caching bundles fo

r kibana and statusPage. This may take a few minutes"}

{"type":"log","@timestamp":"2017-04-12T713:18:172", "tags":["info",
"optimize"],"pid":7, "message" :"Optimization of bundles for kiban

a and statusPage complete in 610.40 seconds"}

{"type":"log", "@timestamp":"2017-04-12T13:18:172", "tags" :["statu
s","plugin:kibana@1.0.0", "info"], "pid":7, "state":"green", "messag
e":"Status changed from uninitialized to green - Ready", "prevSta

te":"uninitialized", "prevMsg":"uninitialized"}

{"type":"log", "@timestamp":"2017-04-12T713:18:182", "tags":["statu
s","plugin:elasticsearch@1.0.0","info"], "pid":7, "state":"yellow",

"message":"Status changed from uninitialized to yellow - Waiting
for Elasticsearch","prevState":"uninitialized", "prevMsg":"unini

tialized"}
{"type":"log","@timestamp":"2017-04-12T713:18:192", "tags":["statu
s","plugin:kbn_vislib_vis_types@1.0.0","info"],"pid":7,"state":"

green", "message'":'"Status changed from uninitialized to green - R
eady", "prevState":"uninitialized", "prevMsg":"uninitialized"}
{"type":"log", "@timestamp":"2017-04-12T713:18:192", "tags":["statu
s","plugin:markdown_vis@1.0.0","info"],"pid":7,"state":"green","
message'":"Status changed from uninitialized to green - Ready",'"p
revState":"uninitialized", "prevMsg":"uninitialized"}
{"type":"log","@timestamp":"2017-04-12T13:18:192", "tags":["statu
s","plugin:metric_vis@1.0.0","info"], "pid":7,"state":"green", "me
ssage":"Status changed from uninitialized to green - Ready", "pre
vState":"uninitialized", "prevMsg":"uninitialized"}
{"type":"log", "@timestamp":"2017-04-12T13:18:192", "tags":["statu
s","plugin:spyModes@1.0.0", "info"], "pid":7, "state":"green", "mess
age'":"Status changed from uninitialized to green - Ready", "prevS
tate":"uninitialized", "prevMsg":"uninitialized"}
{"type":"log", "@timestamp":"2017-04-12T13:18:192", "tags":["statu
s","plugin:statusPage@1.0.0","info"], "pid":7,"state":"green", "me

469



4.1.10 % X EFKIEH#

ssage'":"Status changed from uninitialized to green - Ready", "pre
vState":"uninitialized", "prevMsg":"uninitialized"}
{"type":"log", "@timestamp":"2017-04-12T713:18:192", "tags":["statu
s","plugin:table vis@1.0.0","info"],"pid":7,"state":"green", "mes
sage'":"Status changed from uninitialized to green - Ready", "prev
State":"uninitialized", "prevMsg":"uninitialized"}

{"type":"log", "@timestamp":"2017-04-12T13:18:192", "tags":["liste
ning","info"], "pid":7, "message":"Server running at http://0.0.0.
0:5601"}

{"type":"log", "@timestamp":"2017-04-12T13:18:242", "tags":["statu
s","plugin:elasticsearch@1.0.0","info"], "pid":7, "state":"yellow",
"message":"Status changed from yellow to yellow - No existing Ki
bana index found", "prevState":"yellow", "prevMsg":"wWaiting for E1
asticsearch"}

{"type":"log", "@timestamp":"2017-04-12T713:18:292", "tags":["statu
s","plugin:elasticsearch@1.0.0","info"], "pid":7,"state":"green",
"message":"Status changed from yellow to green - Kibana index re
ady", "prevState":"yellow", "prevMsg":"No existing Kibana index fo
und"}

A B

17 9] kibana
1. # 3¢ kube-apiserver 7 7] :

X B monitoring-grafana & % URL

470



A

$ kubectl cluster-info

Kubernetes master is running at https://172.20.0.113:6443
Elasticsearch is running at https://172.20.0.113:6443/api/v
1/proxy/namespaces/kube-system/services/elasticsearch-loggin
g

Heapster is running at https://172.20.0.113:6443/api/v1l/pro
xy/namespaces/kube-system/services/heapster

Kibana is running at https://172.20.0.113:6443/api/v1/proxy
/namespaces/kube-system/services/kibana-logging

KubeDNS is running at https://172.20.0.113:6443/api/v1/prox
y/namespaces/kube-system/services/kube-dns
kubernetes-dashboard is running at https://172.20.0.113:644
3/api/vl/proxy/namespaces/kube-system/services/kubernetes-da
shboard

monitoring-grafana is running at https://172.20.0.113:6443/
api/vl/proxy/namespaces/kube-system/services/monitoring-graf
ana

monitoring-influxdb is running at https://172.20.0.113:6443
/api/vi1l/proxy/namespaces/kube-system/services/monitoring-inf
luxdb

% &7 7] URL :

https://172.20.0.113:6443/api/v1/proxy/namespaces/kube-
system/services/kibana-logging/app/kibana

. i

&l

A

1§ kubectl proxy 7 9] :
R
$ kubectl proxy --address='172.20.0.113' --port=8086 --acce

pt-hosts='"*§'
Starting to serve on 172.20.0.113:8086

WA g

W% 2517 17

URL @ http://172.20.0.113:8086/api/v1/proxy/namespaces/kube-
system/services/kibana-logging



f Settings -> Indices M @ 4] — index (48 % T mysql ¥ 8 —4> database)
# ¥ Index contains time-based events @ 1% #Kik# logstash-*
pattern * & # Create ;

T 7t 18 2| 8 1°) A

4o RAR X X A Createdza =K &89 £ ik & & > ETime-filed name ¥ A& &% »
fluentd &% 3 /var/log/containers/ B % T #jlogH & » X&H &2

M /var/lib/docker/containers/${CONTAINER_ID}/${CONTAINER_ID}-
json.log #kiEi k49 > H AR dockerfic & » —log-dirver & %1% E #json-
filets X, » 2Kk 89 7T #& Zjournald * %5 docker logging) °

I . an a Discover Visualize Dashboard Settings

Indices Advanced Objects Status About

Index Patterns

No default index C H H
T s e onfigure an index pattern
h( tinue.
G In order to use Kibana you must configure at least one index pattern. Index patterns are used to identify the Elasticsearch index to run search and analytics against. They are also
used to configure fields.

Index contains time-based events
Use event times to create index names [DEPRECATED]

Index name or pattern

Patterns allow you to define dynamic index names using * as a wildcard. Example: logstash-*
logstash-*

Do not expand index pattern when searching (Not recommended)

By default, searches against any time-based index pattern that contains a wildcard will automatically be expanded to query only the indices that contain data within the
currently selected time range.

Searching against the index pattern logstash-* will actually query elasticsearch for the specific matching indices (e.g. logstash-2015.12.21) that fall within the current time
range.

Time-field name @ refresh fields

«

@timestamp

Create

Bk - es-setting

€& Index/s * TT¥Af Discover T A 2| ElasticSearch logging Lk B & ;



I N ana Discover  Visualize  Dashboard  Settings © Last 15 minutes

(= @

logstash-* 1,024 hits

Selected Fields April 13th 2017, 11:24:41.684 - April 13th 2017, 11:39:41.684 — by 30 seconds

800 <
Available Fields 600
Q.
@timestamp 3 400
o
_id 200
_index ) . m_ - . . I 1
o 11:25:00 11:26:00 11:27:00 11:28:00 11:29:00 11:30:00 00 11:32:00 11:33:00 11:34:00 11:35:00 11:36:00 11:37:00 11:38:00 11:39:00
’ @timestamp per 30 seconds
_type
~
docker.container_id
Time _source
kubernetes.container_name
Pfsmr » April 13th 2017, 11:39:38.000 10g: 10413 03:39:38.462290 1 dns.go:264] New service: elasticsearch-logging stream: stderr docker.container_id: b814e2d9b6b763
[Hibermetos iebelias age 1032241 13804151b071587020dee62412cc695e52 _name: kube-system kubernetes.pod_id: 5a888c58-137-1le
. 7-9478-f4e9d49f8ed0 kubernetes.pod_name: kube-dns-3392212829-93v3t kubernetes.container_name: kubedns kubernetes.labels.k8s-
kubernetes.labels.kubernetes_io/clu... - =
app: kube-dns kubernetes.labels.pod-template-hash: 3392212829 kubernetes.host: 172.20.0.115 tag: kubernetes.var.log.container
kubernetes.labels.pod-template-gen...
s.kube-dns-3392212829-93v3t_kube-system_kubedns-b814e2d9b6b76310322414903a55b513804151b071587020dee62412cc695e52 .10
Quick Count @ (18
) aa > April 13th 2017, 11:39:38.000 1og: 10413 03:39:38.462451 1 dns.go:462] Added SRV record &{Host:kube-dns.kube-system.svc.cluster.local. Port:53 Priority:10 wei
[ ooow)] ght:10 Text: Mail:false Tt1:30 TargetStrip:0 Group: Key:} stream: stderr docker.container_id: b814e2d9b6b7631032a414903a55b5138
2 % 04151b071587020dee62412cc695e52 kubernetes.namespace_name: Kube-system kubernetes.pod id: 5a888c58-1f37-11e7-9478-f4e9d49f8ed0
Visualize (1 warning A )
kubernetes.pod_name: kube-dns-3392212829-93v3t kubernetes.container_name: kubedns kubernetes.labels.k8s-app: kube-dns
kubernetes.labels.pod-template-hash
kubernetes.labels.pod-template-hash: 3392212829 kubernetes.host: 172.20.0.115 tag: kubernetes.var.log.containers.kube-dns-33
kubernetes.labels.task
e Cout 8.(61 » April 13th 2017, 11:39:38.000 1og: 10413 03:39:38.462037 1 dns.go:264] New service: kubernetes-dashboard stream: stderr docker.container_id: b814e2d9b6b7631
aa 032a414903a55b513804151b071587020dee62412cc695e52 kubernetes.namespace_name: kube-system kubernetes.pod_id: 5a888c58-1f37-1le7
monitoring
-9478-f4e9d49f8ed0 pod_name: kube-di 92212829-93v3t tainer_name: kubedns kubernetes.labels.k8s-
app: Kkube-dns kubernetes.labels.pod-template-hash: 3392212829 kubernetes.host: 172.20.0.115 tag: kubernetes.var.log.container
isualize (1 wamning A )
s.kube-dns-3392212829-93v3t_kube-system_kubedns-b814e2d9b6b76310322414903a55h513804151b071587020dee62412cc695e52.10g

kubernetes.labels.version
8.462554 1 dns.go:264] New service: monitoring-influxdb stream: stderr docker.container_id: b814e2d9b6b76310

April 13th 2017, 11:39:38.000 1og: 70413 03:39:
32a414903a55b513804151b071587020dee62412cc695€52 _name: kub. em a_id: 52888c58-1f37-1le7-

kubernetes.namespace_name

kubernetes.pod_id

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
2017-11-02 08:43:28



IR % %35 R #8394

Kubernetes £ & 1t sk A5 % I TA A B B R F RN G A B Hhus] » BET
Service % & » Ftif iF kube-proxyfic-&-cloud providerski& & R Fl 69 52 A %% A&

kubernetes il 7 89538 » Al P 3 F e FRWTF 7 » X £ T — 3769 i F3HHHuH] o
B AT » kubernetes ¥ &9 fi #3987 K T A9 A AT IJLARALE] » R ALBIAT A R4 2
B R 3 %

e Service : B 1% A Serviced® Btcluster A3 89 it {394 » 45 Bhcloud provideriZ
B 6GLBAR A 513k 17 19

e Ingress Controller : i& & A Service#2 #cluster A 3F 69 i H 9y » 2L A
SLLB#R B 913617 4]

e Service Load Balancer : 4eload balancer & #5.&£ % & F » 52 3.Bare Metal 49
Service Load Balancer

e Custom Load Balancer : B & sL it #3347 » % fRkube-proxy » —#&fz 4 2 3%
#Kubernetesit 1 Al » F AN 3] CF 69 9N R %

i

Service

Service & *f — A2 BEAA Bl Hh At 69 Pods 89t £ » A BIMRBE—DNA—g A2 o £
BiService * AT A FTAR ZIR S ZXING &[> A2 AGRE ML -
Serviceidl i 47 & Rk L BIR % )& 3% » — A% B-&-Replication Controllers# Deployment
KRG 3% 22 35 B9 £ F B AT o

Service A ZAF XA ¢

e ClusterlP : KA XA » A 34 B — AN cluster 3% =T vA35 19] 69 & $AIP

e NodePort : #ClusterlP# sk % Service £ # &M & LT — st o » XA
T AL <NodeIP>:NodePort k7 [ R 5%

e LoadBalancer : #£NodePort#) & &k b » 1% 8hcloud provideré] & — /9138 89 f
BB H > HI5EF K4 X P <NodeIP>:NodePort

A9k VAN EA B IR % vAService 8 A dm A B|Kubernetes £8 P % » R F &
72 &) 2 Service # it 1% < 35 & Label selector » @ & 7 Service 8| 1247 /5 F 7 A L ik hm
endpoint °



Ingress Controller

Service 2 A2 TR 5 ZIAe R B IGE G RL » 12¥ 48 Eix 2 H —R4H] > b
do

o x{ S5 FEGEF 4% » NodePort £ A & & £ Sh3R B A G R Rty » M
LoadBalancer% sKkubernetes 4/ 3 /£ ¥ % &9cloud provider L@

Ingressst A& A T A kX e fR&] @ 5] A 8937 R 0 £ kA5 IR % & % Fclustersh
o FETAAZ LIRS 75 P R% o he B i B8 R LI F TG 3
TR 485 1] :

foo.bar.com --| | -> foo.bar.com s1:80
| 178.91.123.132 |
bar.foo.com --| | -> bar.foo.com s2:80

T VA A & € LIngress

apiVersion: extensions/vlbetal
kind: Ingress
metadata:

name: test
spec:

rules:

- host: foo.bar.com

http:

paths:

- backend:
serviceName: s1
servicePort:

- host: bar.foo.com
http:

paths:

- backend:
serviceName: s2
servicePort:



A% . Ingress A H F T2 B IR RFHEE o clustert F 547 —Ningress
controller sk & 4% Ingress #9 € 3Lk & 32 fi {3 Hr 25 o B w4 R 2B T nginxfrgcety &
F L, o

Traefiki® 8t 7 £ A 8Ingress Controller » 1% 7 i% Jhttps://docs.traefik.io/user-
guide/kubernetes/ °

Service Load Balancer

fIngress i I XA AT » Service Load Balancer & i 7 69 # ;& Service & IR 8 77 & o
Service Load Balancerihaproxy$e & & & ¥+ » 7 ki ##serviceF=endpoint#) T 1t
i E RIPIMRBAE AT 2 R BHH IR S o

# R % 4 89 Service Load Balancer X iF @+ fi & 5 #441L : TCP ~ HTTP ~ HTTPS
#2SSL TERMINATION » # 3 #ACL5 F 42 4] o

Custom Load Balancer

% AKubernetesi® it 7T £ 5 69 i B3G9 HThuH o {28 L IR4E 69 B4R > F & s 5] —
g R E AT RN s e

o HEANTHH R ARHHRE
o ZHMPRMEFLT » BEMBF THMLLRGELY » ZHF kube-proxy T
AEE W TAE

AR IR T L B SLAH 0 FR KA kube-proxy sk it E G4 o AR ARAG Rk L Yz
kubernetes ¥ service##endpoints 8 %1t » FARB X LTI R B E R HIHH R o b
4eweave flux ~ nginx plus ~ kube2haproxy °

Endpoints

HIUFE LT &2/ 5| % A selector® service °

o 1% llkubernetes & #F #h3R 69 248 & A
e servicet Al 2| 7 L Hnamespace kubernetes &7 F #9service
o frkubernetes®) T4 i £ 5 &8¢ 589 )5 3 X 18] ZAn i 4%

T L Z AR T L — A% A selectorfy service °


https://traefik.io
https://docs.traefik.io/user-guide/kubernetes/

kind: Service
apivVersion: vi
metadata:

name: my-service

spec:
ports:
- protocol: TCP
port:
targetPort:

L — AN Endpoints 5k #f & Zservice °

kind: Endpoints
apiVersion: vi1
metadata:
name: my-service
subsets:
- addresses:
- ip:
ports:
- port:

1% 17 % A selector# service 3k 1% 7] A selector# service Bt % A £ 4T X 7] o

1% M kubernetesit A — /MR % W89 5 K » sk 2L 5 4038 &8 F e kubernetes £ 2 sh
By ETAE o £ EE ) B servicede T 15 1P 203B B TR P B ARAR T VA B S R 3B E 49 IP LAk
Fask o5 Rk HEIF R 0 LA 2L HES 7 R ?REZHE ExternalName

Service -°



kind: Service

apiVersion: vi1

metadata:

name: my-service
namespace: prod

spec:

type: ExternalName

externalName: my.database.example.com
ports:

- port: 12345

LA FF o f£kubernetes &2 N7 7] my-service £ LA TR G

>

#] my.database.example.com:12345 X NHuik o

https://kubernetes.io/docs/concepts/services-networking/service/
http://kubernetes.io/docs/user-guide/ingress/
https://github.com/kubernetes/contrib/tree/master/service-loadbalancer
https://www.nginx.com/blog/load-balancing-kubernetes-services-nginx-plus/
https://github.com/weaveworks/flux
https://github.com/AdoHe/kube2haproxy

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
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https://kubernetes.io/docs/concepts/services-networking/service/
http://kubernetes.io/docs/user-guide/ingress/
https://github.com/kubernetes/contrib/tree/master/service-loadbalancer
https://www.nginx.com/blog/load-balancing-kubernetes-services-nginx-plus/
https://github.com/weaveworks/flux
https://github.com/AdoHe/kube2haproxy

% X traefik ingress

Ingress 4 /-

o RARZEFR T AR 0 ingresssef 2 0 T AA T K #FH9Kubernetes B M Lingress
9 /-4 Kubernetes Ingressfi##7 o

 fZIngress

#8995 » ingress#t & Mkubernetes &3 #hi7 o] £2E a9 A v 0 R P BJURLE R4
£ 5| 1 F dyservice L © Ingress#d % T nginx ~ apache¥ it &35 G REZMR % % »
B FE GFEAN T L 0 BPURLAY ¥ |15 & 0 3%t 13 BAF 89 A1 #7 & Ingress controller
kARHE o

3 fi#Ingress Controller

Ingress Controller 52 i L= vA3Z 7 A4 A~ B AL > Ingress Controller i i$ 7 B #u3k
kubernetes API 4T X i » 52 B 89 Bdn )G 3% service ~ pod 5 T AL o Pode #7338 Fo ik F
pod ° service 3§ he 5 W F ; BAFE[ & L F LI &5 0 Ingress Controller 44T
L8 Ingress £ RELE » ARG EHRGRERBHHE > FhFHERE » X3 RSF
ZAGER o

R ZTraefik

N-ZBtraefik

Traefik T —&F RO R EOREG R RHYHE T L - ERROGK ELES S F LG RIR
(ARG EEELS TAEIL AL SEE - B 7 L #Docker, Swarm,
Mesos/Marathon, Mesos, Kubernetes, Consul, Etcd, Zookeeper, BoltDB, Rest API

K K

F¥EmEH o

VAT B & A =T YA e kubernetes-handbookGitHub & & F &9 ../manifests/traefik-
ingress/ B & T4k 2] o

€] Zingress-rbac.yaml

3% Rl T service account#& it o


http://rootsongjc.github.io/blogs/kubernetes-ingress-resource/
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-controllers
https://traefik.io/
https://github.com/rootsongjc/kubernetes-handbook
https://github.com/rootsongjc/kubernetes-handbook/blob/master/manifests/traefik-ingress/

apiVersion: vi1
kind: ServiceAccount
metadata:
name: ingress
namespace: kube-system

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/vlbetal
metadata:
name: ingress
subjects:
- kind: ServiceAccount
name: ingress
namespace: kube-system
roleRef:
kind: ClusterRole
name: cluster-admin
apiGroup: rbac.authorization.k8s.1i0

Q&L A traefik-ingress #ingress ° X %traefik.yaml



apiVersion: extensions/vlbetal
kind: Ingress
metadata:
name: traefik-ingress
namespace: default
spec:
rules:
- host: traefik.nginx.io

http:
paths:
- path: /
backend:

serviceName: my-nginx
servicePort:
- host: traefik.frontend.1io

http:
paths:
- path: /
backend:

serviceName: frontend
servicePort:

ZHE P4 backend FE B Edefault namespace ™ & # t9service & F » 4 R AR %
# & & namespace % F » EKik1¥ f default namespace ° 4= R i £ £ #enamespace
8 2 Mk % 48 3 75 Blkubernetes £ A SM3F 0 7T AG1 2 A7 #)ingress.yaml T4 5 F
B e XA 45 €% namespace * LB E LS L@y LB X4F o o path A
URL3IE G 893542 » 4etraefik.frontend.io/path » servicels 4% xpathL4\E54; ’
hostsx 451%  service-name.filed1.filed2.domain-name i & £ L £ 2% £ 69 4

N FTRRGRE o

RIEAR B TR F 3 F t9service 9.4 FAa 5% 0 B ATIS 2L » A #serviced§ bt » 15 2¢
%X A JE T vA4E Bl kubectl replace -f traefik.yaml 5k &37 o

KN ERFF CLEA A Aservice T » —AAEngink® H—NEB 7
89 guestbook #]F o

€] #ZDepeloyment



apiVersion: extensions/vlbetal
kind: Deployment
metadata:
name: traefik-ingress-1b
namespace: kube-system
labels:
k8s-app: traefik-ingress-1b
spec:
template:
metadata:
labels:

k8s-app: traefik-ingress-1b

name: traefik-ingress-1b

spec:
terminationGracePeriodSeconds:
hostNetwork:
restartPolicy: Always
serviceAccountName: ingress
containers:
- image: traefik

name: traefik-ingress-1b

resources:
limits:

cpu: m

memory: Mi
requests:

cpu: m

memory : Mi

ports:

- name: http
containerPort:
hostPort:

- name: admin
containerPort:
hostPort:

args:

- --web

- --web.address=:

- --kubernetes



E B RATZ LR 8% Deploy £ » R A R %podEATAMA LML o Traefikéy i
o #8580 °

Traefik Ul

apiVersion: vi1
kind: Service
metadata:
name: traefik-web-ui
namespace: kube-system
spec:
selector:
k8s-app: traefik-ingress-1b

ports:

- name: web
port:
targetPort:

apiVersion: extensions/vlbetal
kind: Ingress
metadata:
name: traefik-web-ui
namespace: kube-system
spec:
rules:
- host: traefik-ui.local
http:
paths:
- path: /
backend:
serviceName: traefik-web-ui
servicePort: web

B B 7 JE 37T vA B #htreafik ingress T °
kubectl create -f

&KL % Fltraefik®9pod £ 172.20.0.115 XEFT A ERBFH T



1% ¥l 3AE http://172.20.0.115:8580/ & 7T ¥A& F|dashboard °

2 Providers Health
kubernetes

@ traefik-ui.local/

Route
/

traefik-ui.local

@ traefik.frontend.io/

Route
/

traefik.frontend.io

@ traefik.nginx.io/

Route
/

traefik.nginx.io

Rule

PathPrefix:/

Host:traefik-ui.local

Rule

PathPrefix:/

Host:traefik.frontend.io

Rule
PathPrefix:/

Host:traefik.nginx.io

Bk - kubernetes-dashboard

= traefik-ui.local/

Server

traefik-ingress-Ib-
4237248072-4009r

= traefik.frontend.io/

Server

frontend-1289468719-
6l4v7

frontend-1289468719-
sfkvb

frontend-1289468719-
vg4zz

= traefik.nginx.io/

Server

my-nginx-2096504489-
1jg9c

my-nginx-2096504489-
1vI95

v1.2.3 / morbier

URL

http://172.20.0.115
18580

URL

http://172.30.60.11
180

http://172.30.71.5:
80

http://172.30.94.9:
80

URL

http://172.30.60.5:
80

http://172.30.94.6:
80

Documentation

Weight

1

Weight

1

1

1

Weight

1

1

J A &3R8 530 -2 ik 8 S BT 8rule o A & @38 9 & BT A #backend °

URES

e REOERT—A

%

B EPAT o B Ao LA K F7 FIngink 89" /" 42 -

traefik.io



$ curl -H Host:traefik.nginx.io http://172.20.0.115/
<!DOCTYPE html>

<html>
<head>
<title>Welcome to nginx!</title>
<style>
body {
width: 35em;
margin: O auto;
font-family: Tahoma, Verdana, Arial, sans-serif;
}
</style>
</head>
<body>

<hi>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully in
stalled and

working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<br/>
Commercial support is available at

<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>
</body>
</html>

4o R AR F F £ kubernetes £ A% VA M5 Bl 3k & 2% EDNS @ X # 15 5 AL hosts ST
#

T

172.20.0.115 traefik.nginx.io
172.20.0.115 traefik.frontend.io

BT A 1% 9] 3 e M bt 69 R E AR A K £ 46172.20.0.115 & 4L » 3L & KA1 B shtraefik
8y EAHL o



4.2.1 % X Traefik ingress

Traefik & f# 47 http 1% KRheader Z #)Host 5 £ 'R £ 4% & % Ingresshic & 2 6948 &
service °

#% B hosts & #£ 3% 7T A f£ kubernetes % ## M5 1] XA L & Aservice » % T B :

Chrome File Edit View History Bookmarks People Window Help

[ Welcome to nginx!

< C 1 @ traefik.nginx.io

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.
Bk - traefik-nginx
Chrome File Edit View History Bookmarks People Window Help 8 DO

[ Welcome to nginx! % ' [ Guestbook X

< C 0 @ traefik.frontend.io

Guestbook

Messages

hello,guest
second guest
jimmy song

B K - traefik-guestbook

o

Traefik-kubernetes #71%,

486


http://www.colabug.com/thread-1703745-1-1.html

Traefik f 4~
Guestbook example

Copyright © jimmysong.io 2017 all right reserved > powered by GitbookUpdated:
2017-11-02 08:43:28


http://www.tuicool.com/articles/ZnuEfay
https://github.com/kubernetes/kubernetes/tree/master/examples/guestbook

IV SRR

% B AL W Ao AT e Kubernetes P #4749 X i 39 #704X, > 6246 — Awebz A
docker4t 1% #2Kubernetes controllers/services °© % T -7 & #t & MX 89 £ % FH5F
% % Distributed Load Testing Using Kubernetes °

e
T ERZGCEA LMtk » 4R A FEH — Mkubernetes £#FF7 T o

4o F AR 3 % A kubernetes £ 8% » 7T A % # kubernetes-handbook 3 & — /> o

3% EWeb 2 F

AP A A 89 484% ~ kubernetesz fl 8gyamIBL B k B K695 — AR B » FHA
% : https://github.com/rootsongjc/distributed-load-testing-using-kubernetes

sample-webapp B & T &4 —/f £ 8webM XA o & A7134 HE 4 & ) dockerst
1% > fEkubernetes P iE4T o AR T VLB TAREE » T A AR X AN KRWEF 4

1% index.tenxcloud.com/jimmy/k8s-sample-webapp:latest ©

f£kubernetes L3} & sample-webapp °

$ git https://github.com/rootsongjc/distributed-load-testi
ng-using-kubernetes.git

$ kubernetes-config

$ kubectl create -f sample-webapp-controller.yaml

$ kubectl create -f sample-webapp-service.yaml

+ % Locust?yControllerf=Service

locust-master #= locust-work 1%/ Fl# #9dockerézi% » 15 2 cotnroller
F spec.template.spec.containers.env FH ¥ #value 4% sample-webapp
service#9.% F o


http://kubernetes.io
http://cloud.google.com/solutions/distributed-load-testing-using-kubernetes
https://www.gitbook.com/book/rootsongjc/kubernetes-handbook
https://github.com/rootsongjc/distributed-load-testing-using-kubernetes

- name: TARGET_HOST
value: http://sample-webapp:8000

£| Z Controller Docker4:1% (*Tit)

locust-master ## locust-work controllert® f #94kZ locust-tasks docker
454% o IRTTVABE#ET & ger.io/cloud-solutions-images/locust-tasks ° 4.
TAE CHREF - B ThIFRMELILS 48R - 4815 K1 4 820M

$ docker build -t index.tenxcloud.com/jimmy/locust-tasks:latest

$ docker push index.tenxcloud.com/jimmy/locust-tasks:latest

AR RBERORTREOBCE

#/~controller®yyamlé spec.template.spec.containers.image #4869 -E

A HAR

image: index.tenxcloud.com/jimmy/locust-tasks:latest

28 Zlocust-master

$ kubectl create -f locust-master-controller.yaml
$ kubectl create -f locust-master-service.yaml

8 Zlocust-worker

Now deploy 1locust-worker-controller :

$ kubectl create -f locust-worker-controller.yaml

R AR G 0y thworky & 0 R A AT H X



4.2.2 5% X it B R

$ kubectl scale --replicas=20 replicationcontrollers locust-work
er

% KA VAl i WebUI : Dashboard - Workloads - Replication Controllers -
ServiceName - Scale k¥ % °

Set desired number of pods

Replication controller will be updated to reflect the desired count.
Current status: created, desired

Number of pods *

CANCEL 0K

B i - 1% Fdashboard k4™ &

e & Traefik

% # kubernetes#9traefik ingress«< % » #£ ingress.yaml FiwAd= THE :

- host: traefik.locust.io

http:
paths:
- path: /
backend:

serviceName: locust-master
servicePort: 8089

490


http://rootsongjc.github.io/blogs/traefik-ingress-installation/

A6 MAT kubectl replace -f ingress.yaml BP < £ #itraefik °

i 1¥ Traefik#7dashboard3L =T vA & 2| R|3& #e 49 traefik.locust.io ¥ & o

Server URL wveignt
Route Rule
frontend-1289468719- http://172.30.94.9: 1
if PathPrefix:/ 4565s 80
traefik.guestbook.io Host:traefik.guestbook. io frontend-1289468719- http://172.30.71.3: 1
rf8rw 80
[ http | frontend-1289468719-  http://172.30.94.10 1
s4m6p 180
@ traefik.locust.io/
Load Balancer: wir
Route Rule
= traefik.locust.io/
/ PathPrefix:/
traefik.locust.io Host:traefik. locust.io Server URL Weight
locust-master-p8vpn http://172.30.94.3: 1
m 8089
@ traefik.nginx.io/ Load Balancer: wir
Houte Bule = traefik.nginx.io/
i PathPrefix:/
Server URL Weight

traefik.nginx.io

Host:traefik.nginx. io

my-nginx-2096504489-
6l1zs

my-nginx-2096504489-
9jh91

my-nginx-2096504489-
9s58t

my-nginx-2096504489-
gte21

my-nginx-2096504489-
mpé4gt

http://172.30.71.11
180

http://172.30.71.10
180

http://172.30.94.8:
80

http://172.30.71.12
180

http://172.30.94.11
180

1

1

1

1

1

B R - Traefiktg Ul

AT MK

ITH http://traefik.locust.io B @ » && Edit HWAHEH R P kR P &
A R A 69F LKA > A& Start Swarming BT RAFLE MK T o



|_ STATUS SLAVES RPS FAILURES Reset Stats
( )( I I:S I RUNNING 1%
0
1141 users 30 43-9
A MODERN LOAD TESTING TOOL Edit

Statistics

llogin 663
P e Change the locust count

Total 660427 Number of users to simulate

Hatch rate

Bk - Locusti # &

£ WX E T sample-webapp #pod 2 (FKINEE T14pod) » WEpod
B 5 B TACH L o

kubernetes Workloads > Replication Controllers > sample-webapp s+ SCALE /' EDIT DELETE + CREATE
Time Time
Admin
Namespaces
Nodes Details
Persistent Volumes
Name: sample-webapp Status
Storage Classes " s details
amespace: defau Pods: 3 running
e Labels: name: sample-webapp
Creation time: 2017-04-24T12:31
default
Label selector: name: sample-webapp
Workloads Images: sz-pg-oam-docker-hub-001.tendcloud.com/library/k8s-sample-webapp:latest
Deployments
Replica Sets X
Services
Replication Controllers
Daemon Sets Name Labels Cluster IP Internal endpoints External endpoints
Stateful Sets o . ™ sample-webapp:8000 TCP . .
° sample-webapp name: sample-webapp 10.254.190.152 sample-webapp:0 TCP H
Jobs
Pods
Pods
Services and discovery
Name Status Restarts Age CPU (cores) Memory (bytes)
Services _ .
@ sample-webapp-546qg Running 0 36 minutes [l 0.026 I 27 555 mi = i
Ingresses
@ sample-webapp-9xg81 Running 0 36 minutes [ 0 I 20 352 Mi = @
Storage
sample-webapp-s43t0 Runnin, 0 44 minutes 0.027 21.441 M = :
Persistent Volume Claims 0 i i 9 l_‘ - '
Config
Horizontal Pod Autoscalers
Secrets

B ki - Dashboard% % T @



IN— BB ] 8 AL 7T A F B fi BAR T3 9 B4 T 34 pod ©

FElocust® T & P =T VA 2 B R AL ST VAT 4 MR & R o

| RUN SLAVES RES GATISs Reset Stats
I—OCUS RUNNING 30 1 6 5 1%
A MODERN 1180 users .

LOAD TESTING TOOL s

Statistics

POST Nlogin 664

POST /metrics 660469

Total 661133

BB -LocustMiRZERE T &@

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
2017-11-02 08:43:28



Kubernetes M % #F= £ ZF ME 48 M| 1,

e
MR IFH
T LA TR T AT R

e Kubernetes &# node¥ & ki it Cluster IP# X% 9]
e Kubernetes % #f /3¢ i it service s ¥
o Kubernetes % #f s} 3k id i traefik ingress & 5% 69 3317 17)

M| 1K, 3, hE

Cluster IP: 10.254.149.31

Service Port : 8000

Ingress Host : traefik.sample-webapp.io
X T B

o Locust: —AEEZHMGH P f&KRMKXTE > kM Kweb kb £ 47845 F]
RS ROR o WLl

e curl

e kubemark

o MXA )5 : sample-webapp * 7% LLGithub kubernetes g 47 2, i # ] 1,

X LA

Mg % sample-webapp &K iZcurli KRR A2 H] » BcurlE o9 R A ¢

$ curl "http://10.254.149.31:8000/"
Welcome to the "Distributed Load Testing Using Kubernetes" sampl
e web app

P 2% 2E 3R M 1K


http://locust.io
https://github.com/kubernetes/kubernetes/tree/master/test/e2e
https://github.com/rootsongjc/distributed-load-testing-using-kubernetes

¥ =— > Kubernetes & # node ¥ & L if it Cluster IP
1% 9]
MR A4

curl -o /dev/null -s -w '%{time_connect} %{time_starttransfer} %
{time_total}' "http://10.254.149.31:8000/"

1028 X &5 R
No time_connect time_starttransfer time_total
1 0.000 0.003 0.003
2 0.000 0.002 0.002
3 0.000 0.002 0.002
4 0.000 0.002 0.002
5 0.000 0.002 0.002
6 0.000 0.002 0.002
7 0.000 0.002 0.002
8 0.000 0.002 0.002
9 0.000 0.002 0.002
10 0.000 0.002 0.002

F3gemm it 2ms

B 18] 45 4% VL9

¥ 45 Ay

time_connect : # 3| R % % 8 TCP # 4 A7 A 89 8¢ 4]

time_starttransfer : £ & £ K& » Web & % 5 R w438 69 % — A5 ¥ AT A 69 Bt
]

time_total : 5 A% K AT A 69 B JA)

% % = ~ Kubernetes & #f A 3} i i service 7 7]



RS

curl -o /dev/null -s -w '%{time_connect} %{time_starttransfer} %
{time_total}' "http://sample-webapp:8000/"

10 281X 45 R
No time_connect time_starttransfer time_total
1 0.004 0.006 0.006
2 0.004 0.006 0.006
3 0.004 0.006 0.006
4 0.004 0.006 0.006
5 0.004 0.006 0.006
6 0.004 0.006 0.006
7 0.004 0.006 0.006
8 0.004 0.006 0.006
9 0.004 0.006 0.006
10 0.004 0.006 0.006

F 359k 2 B E] © 6ms

7 =~ £ H W traefik ingressi7 ¥

Mk dr 4

curl -o /dev/null -s -w '%{time_connect} %{time_starttransfer} %
{time_total}' "http://traefik.sample-webapp.io" >>result

1028 X 45 R



No time_connect time_starttransfer time_total

1 0.043 0.085 0.085
2 0.052 0.093 0.093
3 0.043 0.082 0.082
4 0.051 0.093 0.093
5 0.068 0.188 0.188
6 0.049 0.089 0.089
7 0.051 0.113 0.113
8 0.055 0.120 0.120
9 0.065 0.126 0.127
10 0.050 0.1 0.111

F 3ok B R] - 110ms

MK 25 R

FEIX =5 % T bgem kB A MK & R4 T

o Kubernetes%ﬁnodeﬁ? & Fif i Cluster IP7 X7 7] : 2ms
o Kubernetes%#f i 114 id servicets 7] : 6ms
o Kubernetes % #f 9131 i i traefik ingress & % 69 33E47 17 © 110ms

EE AT MR node ¥ B /Pod4 serivee T B pod® E & (G AR
L) o A AN FRT UL —EH R o

M 2% PE AE M 1K,

M 4% JH flannel # vxlanAg &, o
1% Fliperf#t 474K o

IR %58 a4 .

iperf -s -p 12345 -i 1 -M

— & I



FP e

iperf -c ${server-ip} -p 12345 -i 1 -t 10 -w 20K

P w— > A

[ ID] Interval Transfer Bandwidth

[ 3] 0.0- 1.0 sec 598 MBytes 5.02 Gbits/sec
[ 3] 1.0- 2.0 sec 637 MBytes 5.35 Gbits/sec
[ 3] 2.0- 3.0 sec 664 MBytes 5.57 Gbits/sec
[ 3] 3.0- 4.0 sec 657 MBytes 5.51 Gbits/sec
[ 3] 4.0- 5.0 sec 641 MBytes 5.38 Gbits/sec
[ 3] 5.0- 6.0 sec 639 MBytes 5.36 Gbits/sec
[ 3] 6.0- 7.0 sec 628 MBytes 5.26 Gbits/sec
[ 3] 7.0- 8.0 sec 649 MBytes 5.44 Gbits/sec
[ 3] 8.0- 9.0 sec 638 MBytes 5.35 Gbits/sec
[ 3] 9.0-10.0 sec 652 MBytes 5.47 Gbits/sec
[ 3] 0.0-10.0 sec 6.25 GBytes 5.37 Gbits/sec

%=~ TRl M Pod =< | (1% A flannel 49 vxlaniZ
A)

[ ID] Interval Transfer Bandwidth

[ 3] 0.0- 1.0 sec 372 MBytes 3.12 Gbits/sec
[ 3] 1.0- 2.0 sec 345 MBytes 2.89 Gbits/sec
[ 3] 2.0- 3.0 sec 361 MBytes 3.03 Gbits/sec
[ 3] 3.0- 4.0 sec 397 MBytes 3.33 Gbits/sec
[ 3] 4.0- 5.0 sec 405 MBytes 3.40 Gbits/sec
[ 3] 5.0- 6.0 sec 410 MBytes 3.44 Gbits/sec
[ 3] 6.0- 7.0 sec 404 MBytes 3.39 Gbits/sec
[ 3] 7.0- 8.0 sec 408 MBytes 3.42 Gbits/sec
[ 3] 8.0- 9.0 sec 451 MBytes 3.78 Gbits/sec
[ 3] 9.0-10.0 sec 387 MBytes 3.25 Gbits/sec
[ 3] 0.0-10.0 sec 3.85 GBytes 3.30 Gbits/sec



==~ Node5 3k Fl ZHL9Pod = 18] (4% Fflannel?)

vxlaniZ 5\,)

[ ID] Interval Transfer Bandwidth

[ 3] 0.0- 1.0 sec 372 MBytes 3.12 Gbits/sec
[ 3] 1.0- 2.0 sec 420 MBytes 3.53 Gbits/sec
[ 3] 2.0- 3.0 sec 434 MBytes 3.64 Gbits/sec
[ 3] 3.0- 4.0 sec 409 MBytes 3.43 Gbits/sec
[ 3] 4.0- 5.0 sec 382 MBytes 3.21 Gbits/sec
[ 3] 5.0- 6.0 sec 408 MBytes 3.42 Gbits/sec
[ 3] 6.0- 7.0 sec 403 MBytes 3.38 Gbits/sec
[ 3] 7.0- 8.0 sec 423 MBytes 3.55 Gbits/sec
[ 3] 8.0- 9.0 sec 376 MBytes 3.15 Gbits/sec
[ 3] 9.0-10.0 sec 451 MBytes 3.78 Gbits/sec
[ 3] 0.0-10.0 sec 3.98 GBytes 3.42 Gbits/sec

P 7w~ TR ZAE9PodZ | (4% A flannelthost-gw
B

[ ID] Interval Transfer Bandwidth

[ 5] 0.0- 1.0 sec 530 MBytes 4.45 Gbits/sec
[ 5] 1.0- 2.0 sec 576 MBytes 4.84 Gbits/sec
[ 5] 2.0- 3.0 sec 631 MBytes 5.29 Gbits/sec
[ 5] 3.0- 4.0 sec 580 MBytes 4.87 Gbits/sec
[ 5] 4.0- 5.0 sec 627 MBytes 5.26 Gbits/sec
[ 5] 5.0- 6.0 sec 578 MBytes 4.85 Gbits/sec
[ 5] 6.0- 7.0 sec 584 MBytes 4.90 Gbits/sec
[ 5] 7.0- 8.0 sec 571 MBytes 4.79 Gbits/sec
[ 5] 8.0- 9.0 sec 564 MBytes 4.73 Gbits/sec
[ 5] 9.0-10.0 sec 572 MBytes 4.80 Gbits/sec
[ 5] 0.0-10.0 sec 5.68 GBytes 4.88 Gbits/sec

%= A ~ Node5 3k Bl ZLgPod=Z 18] (4% A flannel )
host-gwi% X, )



[ ID] Interval Transfer Bandwidth

[ 3] 0.06- 1.0 sec 570 MBytes 4.78 Gbits/sec
[ 3] 1.0- 2.0 sec 552 MBytes 4.63 Gbits/sec
[ 3] 2.0- 3.0 sec 598 MBytes 5.02 Gbits/sec
[ 3] 3.0- 4.0 sec 580 MBytes 4.87 Gbits/sec
[ 3] 4.0- 5.0 sec 590 MBytes 4.95 Gbits/sec
[ 3] 5.0- 6.0 sec 594 MBytes 4.98 Gbits/sec
[ 3] 6.0- 7.0 sec 598 MBytes 5.02 Gbits/sec
[ 3] 7.0- 8.0 sec 606 MBytes 5.08 Gbits/sec
[ 3] 8.0- 9.0 sec 596 MBytes 5.00 Gbits/sec
[ 3] 9.0-10.0 sec 604 MBytes 5.07 Gbits/sec
[ 3] 0.0-10.0 sec 5.75 GBytes 4.94 Gbits/sec

M £8P 58 2 Ph 4z i

&lﬂ Flannel89vxlantt X 52 I & Npod— MP# 77 X » & s EALE LB 69 M %
£ AEAR #230%~40% * &M LA 69 MR 25 % o mflannel#9host-gwiE X AL 15
lmﬁ_ 89 M 2 PERR AR AL K 49 £ 10% ©

Vxlan&& — A3 47 6,69 A2 » BTl &oad P 4P AE i AR K 89 348 » fhost-gwi
XA BHAL A% B8 W& » X Thost-gws RA5 % FFlannel host-gw
architecture °

Kubernete & £ 8 | X,

%A Kubernetes 52515 45 11X 9 89 5 B » stkubernetes#1 48 3 47 M X o

& 69 £ 2R A £ Kubernetes1.6.0 » & & 515K A » tFkubernetes B & & 4l
%] $GOPATH/src/k8s.io/ T ARJE#MAT


https://docs.openshift.com/container-platform/3.4/architecture/additional_concepts/flannel.html
https://supereagle.github.io/2017/03/09/kubemark/

$ ./hack/generate-bindata.sh

/usr/ /src/k8s.io/kubernetes /usr/ /src/k8s.io/kubernete
s
Generated bindata file : /e2e/generated/bindata.go has 13498

/e2e/generated/bindata.go lines of lovely automated artifact
s
No changes in generated bindata file: pkg/generated/bindata.go
/usr/ /src/k8s.io/kubernetes
$ make WHAT="test/e2e/e2e.test"”

+++ [0425 17:01:34] Generating bindata:
/e2e/generated/gobindata_util.go

/usr/ /src/k8s.io/kubernetes /usr/ /src/k8s.io/kubernete
s/ /e2e/generated
/usr/ /src/k8s.io/kubernetes/ /e2e/generated

+++ [0425 17:01:34] Building go targets for linux/amdé64:
/e2e/e2e.test
$ make ginkgo
+++ [0425 17:05:57] Building the toolchain targets:
k8s.io/kubernetes/hack/cmd/teststale
k8s.io/kubernetes/vendor/github.com/jteeuwen/go-bindata/go-b
indata
+++ [0425 17:05:57] Generating bindata:
/e2e/generated/gobindata_util.go
/usr/ /src/k8s.io/kubernetes /usr/ /src/k8s.10/kubernete
s/ /e2e/generated
/usr/ /src/k8s.10/kubernetes/ /e2e/generated
+++ [0425 17:05:58] Building go targets for linux/amd64:
vendor/github.com/onsi/ginkgo/ginkgo

$ KUBERNETES_PROVIDER=

$ KUBECTL_PATH=/usr/bin/kubectl

$ go run hack/e2e.go -v -test --test_args="--host=http://172.20
.0.113:8080 --ginkgo.focus=\[Feature:Performance\]" >>log.txt

{ S—

MR R

Apr 25 18:27:31.461: INFO: API calls latencies: {



"apicalls": [

{
"resource": "pods",
"verb": "POST",
"latency": {
"Perc50": 2148000,
"Perc90'": 13772000,
"Perc99'": 14436000,
"Percl100": ©
}
3
{
"resource": "services",
"verb": "DELETE",
"latency": {
"Perc50": 9843000,
"Perc90": 11226000,
"Perc99": 12391000,
"Percl100": O
}
3

Apr 25 18:27:31.461: INFO: [Result:Performance] {

"version": "v1",
"dataItems": [
{
"data": {

"Perc50": 2.148,
"Perc90": 13.772,
"Perc99": 14.436

3

"unit": "ms",

"labels": {
"Resource": "pods",
"Verb": "POST"

}
iy

2.857: INFO: Running AfterSuite actions on all node
Apr 26 10:35:32.857: INFO: Running AfterSuite actions on node 1



Ran 2 of 606 Specs in 268.371 seconds
SUCCESS! -- 2 Passed | 0 Failed | 0 Pending | 604 Skipped PASS

Ginkgo ran 1 suite in 4m28.667870101s
Test Suite Passed

Mkubemark# i 87 B & F 7T v & 5| API calls latencies#Performance °

AEZET o 21290/ pod A BT408 A A » F34 6| 22 & 4pod4E it 0.447%) o

F Fltypety ot i £ A

APIli% R85 5

Resource Verb 50% 90% 99%
services DELETE 8.472ms 9.841ms 38.226ms
endpoints PUT 1.641ms 3.161ms 30.715ms
endpoints GET 931us 10.412ms 27.97ms
nodes PATCH 4.245ms 11.117ms 18.63ms
pods PUT 2.193ms 2.619ms 17.285ms

J log.txt B &

X VAE D F % FmiEr RegMiXIEAR o



kubernetes Workloads > Replication Controllers + CREATE
Admin
Replication Controllers 1-100f13 1< < > >
Namespaces
ks Name Labels Pods Age Images
Persistent Volumes 0 load-medium-1 name: load-medium-1 30/30 44 seconds ger.io/google_containers/serve_hostname:v1.4
Storage Classes & load-small-1 name: load-small-1 5/5 43 seconds gerio/google_containers/serve_hostname:v1.4
Namespace 9 load-small-10 name: load-small-10 5/5 42 seconds ger.io/google_containers/serve_hostname:v1.4
2e-tests-load-30 ikl 0 load 111 name: load-small-11 5/5 36 seconds gcer.io/google_containers/serve_hostname:v1.4
Workloads 0 load-small-12 name: load-small-12 5/5 36 seconds gcer.io/google_ i e_t 1.4
Deployments ° load-small-2 name: load-small-2 5/5 36 seconds gcer.io/google_containers/serve_hostname:v1.4
Replica Set:
R @ load-small-3 name: load-small-3 5/5 38 seconds ger.io/google_containers/serve_hostname:v1.4
Replication Controllers
9 load-small-4 name: load-small-4 5/5 39 seconds ger.io/google_containers/serve_hostname:v1.4
Daemon Sets
Stateful Sets 0 load-small-5 name: load-small-5 5/5 41 seconds ger.io/google_containers/serve_hostname:v1.4
Jobs @ load-small-6 name: load-small-6 5/5 38 seconds ger.io/google_ et 1.4

Pods
Services and discovery

Services

Ingresses
Storage

Persistent Volume Claims
Config

Secrets

B ki - kubernetes-dashboard

MR AL F F 2 Bldockerst i A4 i £GCEYF » & Z8035 TR » KRAZ LA E

BAGAR B ML o BAR B AT EAE R R T
B 8 G 4o T ARA

e gcr.io/google_containers/pause-amd64:3.0
e gcr.io/google_containers/serve_hostname:v1.4

B iR =471 Huak

e index.tenxcloud.com/jimmy/pause-amd64:3.0
e index.tenxcloud.com/jimmy/serve_hostname:v1.4

4% pull®) A G FHdTtag ©

Locust| X,

# R



Median Average Min
response response respol

# #

Method ~ Name . . ests failures

time time time

POST /login 5070 78 59000 80551 11218

POST /metrics 5114232 85879 63000 82280 29518

None Total 5119302 85957 63000 82279 11218

) L B 7] AR
Name # 50%  66% 75% 80%  90% 9O
requests

}Tc%iSnT 5070 59000 125000 140000 148000 160000 16¢
POST

) 5114993 63000 127000 142000 149000 160000 16¢

/metrics

None

Total 5120063 63000 127000 142000 149000 160000 16¢

VAL AR AR R BRI AE o F RRMFAE2%EA ©
Sample-webapp#e T 48/~pod °

Locusti£41107 A F » 403 1004 °

LOC U ST ?ﬁﬁ?ame ZASS §S1 40 FZA‘I’L/E RES B Reset Stats

A MODERN LOAD TESTING TOOL 1E(()j(i)tooo users

Statistics

POST flogin 5039 4273 202140

POST Imetrics 5076378 3641 331330

Total 5081417 3641 331330

A R - locust-test

*% T Locust#1% 1% %5 Github : https://github.com/rootsongjc/distributed-load-
testing-using-kubernetes


https://github.com/rootsongjc/distributed-load-testing-using-kubernetes

4.2.3 M %A= AL RE MK

AT Python &M 424X T B locust (5 LR #9 & 3 23 rb)

Locust docs

python il 7 §i & WX T £ : locust

Kubernetes & ## 1 48 ] X,

CoreOS & %17 % Kubernetes #9 1+ 4t 32 5 1044 89

Kubernetes 1.3 #9H #¢f= 5% —— 2000 ¥ % » 60,0000 Pod #9 & 2%
iz JilKubernetes it 47478 &, ft 4% M X,

Kubemark User Guide

Flannel host-gw architecture

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
2017-11-02 08:43:28

506


https://testerhome.com/topics/4839
http://docs.locust.io/en/latest/what-is-locust.html
http://timd.cn/2015/09/17/locust/
https://supereagle.github.io/2017/03/09/kubemark/
http://dockone.io/article/1050
http://blog.fleeto.us/translation/updates-performance-and-scalability-kubernetes-13-2000-node-60000-pod-clusters
http://www.csdn.net/article/2015-07-07/2825155
https://github.com/kubernetes/community/blob/master/contributors/devel/kubemark-guide.md
https://docs.openshift.com/container-platform/3.4/architecture/additional_concepts/flannel.html

A T B & kubernetes F #9traefik ingress# & T A » 2t Tkubernetes &2 x4 R R &
— g EIA e F 24 AkeepalivedBE &k £ & B A o AL A% T kube-keepalived-
vipr B RA AR E T ALK > ML BEEEnode T A ERE o

~

X

B ABETH 224 %% & (Edge Node) > ﬁﬁ%’%i%“ﬁ aBPEEE NI A k@ &
BRI R ER G AT 5 ERINRGR AL R T AR AR EBHNFRGRE > 2
%% BB R IR — AEndpoint °

RE T ARFIE AP A

o NG%F EMNFTH » REEA £ AME » TN Akubernetes £ 744 R <
o sHIMY—HREE R T 5 B REEA — NI R 5 M IPFasy 0

R4
AT HRLGT B A EE K R4 Akeepalived sk 3L -

f£Kubernetes F #c/m 7 service® Bl Bt » ZDNSF ¥ m—M1ek » I L1 FFER
ingress T 9 host FHABF] » IPHALEPVIPAg3uAE » Kb

2

A& 172.20.0.119 - XA EFFINI L T Ll S service IDNS L AR k5 FIIR % T o

% Kubernetesty = ~nodefk A L 4 ¥ & > & Kkeepalived * TEHETTA%F
LB E 0 BB & T T Kubernetes s Ao IR %69 L 42 o


https://github.com/kubernetes/contrib/tree/master/keepalived-vip
http://www.keepalived.org/

\ Ingress )

'

@2Update

Kubernetes edge node architecture

PowerDNSsee

[se rvicename.xxx.xxx:172.20.0.11 9]

! Kubernetes
|

H—-—

(DAdd a service

\J

VIP
172.20.0.119

-

a D 4 o A 4 a | @ 2
- (&
Master/Node Node Node 172.200.16 | docker
172.20.0.113 172.20.0.114 172.20.0.115

[ b4 } [dockcrl &[ A4 } [dockerl &[ A4 } [dockerl & docker )

Kubernetes cluster

Jimmy Song https://github.com/rootsongjc/kubernetes-handbook

%

Bh -Q%T ARM

£ M kubernetesMiX E& 89 =& T o

172.20.0.113
172.20.0.114

172.20.0.115

"R

1% F keepalived & 2 VIP » VIPAAL A IPVSE| & 69 » IPVS &2 R A linux A 4% 69 4%

ho FEEEE



http://www.linux-vs.org

LVS#) TAEJ 321k %
% : http://www.cnblogs.com/codebean/archive/2011/07/25/2116043.html

TRRMGGEFRRET » AEFHRE R AT AAD%YT 5 (Edge
node) o

A A6 MK B — R A = node ° FTA £ £ = Mnode L AR 2% K keepalived
Fripvsadmin °

yum install keepalived ipvsadm

F 14,80

F &2t 7 St ttraefik ingressit 7 #0ig » M vADeployment 7 Xz 3 2L
DeamonSet © it & %48 T — > Snodeis Fl — M & A IP3AEVE A VIP » &RAT1HE T A&
172.20.0.119 » & & keepalived 7T & & R IEZX NP R A M5B o o

o TraefikvADaemonSet&) 7 X &

i ¥ nodeSelectorit #F A % ¥ &

i it hostPort & % 5% &

L ATVIPEA %] 7172.20.0.115 L

Traefiki& ¥& 17 I7] é9hostA=path &L & » & i & 4% &K 3|48 & 9 service L

e & keepalived

%

%% 3k Tkeepalived S #LVIP4:45 » |vs » nginx®) & 7T /il » B2 keepalived °
keepalived®) & 7 B & X A% I : http://keepalived.org/pdf/UserGuide.pdf

AL E L /etc/keepalived/keepalived.conf XA ZE4T :

I Configuration File for keepalived

global_defs {
notification_email {
root@localhost

}

notification_email from kaadmin@localhost


http://www.cnblogs.com/codebean/archive/2011/07/25/2116043.html
http://limian.blog.51cto.com/7542175/1301776
http://keepalived.org/pdf/UserGuide.pdf

smtp_server 127.0.0.1
smtp_connect_timeout 30
router_id LVS_DEVEL

vrrp_instance VI_1 {
state MASTER
interface etho
virtual_router_id 51
priority 100
advert_int 1
authentication {
auth_type PASS
auth_pass 1111
}
virtual_ipaddress {
172.20.0.119

virtual_server 172.20.0.119 80{
delay_loop 6
1b_algo loadbalance
1b_kind DR
nat_mask 255.255.255.0
persistence_timeout O
protocol TCP

real_server 172.20.0.113 80{
weight 1
TCP_CHECK {
connect_timeout 3

}

¥
real_server 172.20.0.114 80{

weight 1
TCP_CHECK {
connect_timeout 3

}



real_server 172.20.0.115 80{
weight 1
TCP_CHECK {
connect_timeout 3

}

Realserver #&71PFas% 2 Brtraefikft b M 47 19 69 [P A= g & o
B LB E 4% ¥ N3] A A Enoded) /etc/keepalived B EF o

KAVE R AR K FHEY 1b_kind DR AR b5 X4E &L » 4 AITCP_CHECK*%
# Mreal_servertyhealth °

/e #hkeepalived

systemctl start keepalived

= & node#t & # T keepalived s » W5 eth08IP » £ =& nodet X —4& LA —
AMVIPA&172.20.0.119 ©

$ ip addr show eth@
2: eth®: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 qdisc mq sta
te UP glen 1000
link/ether f4:e9:d4:9f:6b:a0 brd ff:ff:ff:ff:ff:ff
inet 172.20.0.115/17 brd 172.20.127.255 scope global etho
valid_1ft forever preferred_lft forever
inet 172.20.0.119/32 scope global etho
valid_1ft forever preferred_lft forever

%3 AH ZAVIP EAL L keepalived » LRVIPE L EA42]T A 0AE EAG LT
Z—Fo

% Traefik



A X Z A &A1 B 3 btraefikit A 89 2 deployment » A B 3 T —Apod » £ HRIEF
TR (BPEEKpodBE @£ X —6 AL » XA A G IMRAE — Ao — 8915 19 38
k) o AL T keepalivedst T ¥4l i VIP k17 Fltraefik » Fl &t B 5 % A-traefik 89
podfRiE & T A o

A& LM traefik.yaml AZEwT :

apiVersion: extensions/vlbetal
kind: DaemonSet
metadata:
name: traefik-ingress-1b
namespace: kube-system
labels:
k8s-app: traefik-ingress-1b
spec:
template:
metadata:
labels:

k8s-app: traefik-ingress-1b

name: traefik-ingress-1b

spec:
terminationGracePeriodSeconds:
hostNetwork:
restartPolicy: Always
serviceAccountName: ingress
containers:
- image: traefik

name: traefik-ingress-1b

resources:
limits:

cpu: m

memory: Mi
requests:

cpu: m

memory : Mi

ports:

- name: http
containerPort:
hostPort:

- name: admin



containerPort:
hostPort:
args:
- --web
- --web.address=:
- --kubernetes
nodeSelector:
edgenode: "true"

A% 0 &A1 T nodeSelector #iF K ¥ & k1A A traefik-ingress-IbZ 47 £ €
Lo TRARERER

kubectl label nodes 172.20.0.113 edgenode=true
kubectl label nodes 172.20.0.114 edgenode=true
kubectl label nodes 172.20.0.115 edgenode=true

¢ = MnodedT AR & o

% % DaemonSet#) 2 #h 1 :

$ kubectl -n kube-system get ds

NAME DESIRED CURRENT READY UP-TO-DATE
AVAILABLE NODE-SELECTOR AGE
traefik-ingress-1b 3 3 3 3

3 edgenode= 2h

AL LT AL 9P M 38 12172.20.0.119:80 5k 17 4] £ traefik ingress T °

kube-keepalived-vip
http://www.keepalived.org/
keepalived T1E 7 32 5 At & 1, ¥
LVS i 5~ &A%

A& Tkeepalived 2 HLVIP# 4 » lvs » nginx&) 2 =T A


https://github.com/kubernetes/contrib/tree/master/keepalived-vip
http://www.keepalived.org/
http://outofmemory.cn/wiki/keepalived-configuration
http://www.cnblogs.com/codebean/archive/2011/07/25/2116043.html
http://limian.blog.51cto.com/7542175/1301776

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
2017-11-02 08:43:28



> O n u

ZxNginx ingress
Nginx ingress 4% Al ConfigMap sk & ¥ Nginx& & » nginx>&¢ K K #4n bG KT e §i £
it - WedeTraefik k 5120 RE £ e 58 K.

FAVE A helmk 2 E > chartiRGERF O SE T » HARBLEL KR Z4F
helm » helmz £4¢ A W4% FlHelm & 2 kubernetes 2 Jil o

A
2R EERIGHIEH

e sophos/nginx-vts-exporter:v0.6
e gcr.io/google_containers/nginx-ingress-controller:0.9.0-beta.15
e gcr.io/google_containers/defaultbackend:1.3

gerio P AR AANHBRER T~ B RE > THRRXETHR

e index.tenxcloud.com/jimmy/defaultbackend:1.3
e index.tenxcloud.com/jimmy/nginx-ingress-controller:0.9.0-beta.15

Docker hub L 89 R AN4EAL T A BL4E T 8 » AT A 2 Kt F R R ERE
f£ ../manifests/nginx-ingress B & T

P Rt AR
Z ¥ nginx-ingress chart?| A trepo ¥

57 values.yaml B & > B FIRBAC X #F » 48 X B & JLnginx-ingress chart e

helm package .

% A niginx-ingress


https://github.com/kubernetes/ingress-nginx
https://traefik.io
http://helm.sh
https://github.com/kubernetes/charts
https://github.com/rootsongjc/kubernetes-handbook/blob/master/manifests/nginx-ingress
https://github.com/kubernetes/charts/tree/master/stable/nginx-ingress#configuration

$ helm search nginx-ingress
NAME VERSION DESCRIPTION

/nginx-ingress 0.8.9 An nginx Ingress controller t
hat uses ConfigMap...
stable/nginx-ingress 0.8.9 An nginx Ingress controller t
hat uses ConfigMap...
stable/nginx-lego 0.3.0 Chart for nginx-ingress-contr
oller and kube-lego

1% J helm=E & nginx-ingress

$ helm install --name nginx-ingress /nginx-ingress
NAME : nginx-ingress

LAST DEPLOYED: Fri Oct 27 18:26:58 2017

NAMESPACE: default

STATUS: DEPLOYED

RESOURCES:
==> rbac.authorization.k8s.io/vlbetal/Role
NAME KIND

nginx-ingress-nginx-ingress Role.vlbetal.rbac.authorization.k8s
.io

==> rbac.authorization.k8s.io/vlbetal/RoleBinding
nginx-ingress-nginx-ingress RoleBinding.vlbetal.rbac.authorizat

ion.k8s.10

==> v1/Service

NAME CLUSTER-IP EXT
ERNAL-IP PORT(S) AGE
nginx-ingress-nginx-ingress-controller 10.254.100.108 <no
des> 80:30484/TCP, 443:31053/TCP  1s
nginx-ingress-nginx-ingress-default-backend 10.254.58.156 <no
ne> 80/TCP 1s

==> extensions/vlbetal/Deployment

NAME DESIRED CURRENT U
P-TO-DATE AVAILABLE AGE
nginx-ingress-nginx-ingress-default-backend 1 1 1



0] 1s
nginx-ingress-nginx-ingress-controller 1 1 1
0] 1s

==> vl1/ConfigMap
NAME DATA AGE
nginx-ingress-nginx-ingress-controller 1 1s

==> vl1/ServiceAccount
NAME SECRETS AGE
nginx-ingress-nginx-ingress 1 1s

==> rbac.authorization.k8s.1io0/vlbetal/ClusterRole

NAME KIND

nginx-ingress-nginx-ingress ClusterRole.vlbetal.rbac.authorizat
ion.k8s.1io0

==> rbac.authorization.k8s.1i0/vlbetal/ClusterRoleBinding
nginx-ingress-nginx-ingress ClusterRoleBinding.vlbetal.rbac.aut
horization.k8s.1io

NOTES:
The nginx-ingress controller has been installed.
Get the application URL by running these commands:

HTTP_NODE_PORT=$(kubectl --namespace default get servic
es -0 jsonpath="{.spec.ports[0].nodePort}" nginx-ingress-nginx-i
ngress-controller)

HTTPS_NODE_PORT=$(kubectl --namespace default get servi
ces -0 jsonpath="{.spec.ports[1l].nodePort}" nginx-ingress-nginx-
ingress-controller)

NODE_IP=$(kubectl --namespace default get nodes -0 json
path="{.items[0].status.addresses[1].address}")

"Visit http://$NODE_IP:$HTTP_NODE_PORT to access your app
lication via HTTP."

"Visit https://$NODE_IP:$HTTPS_NODE_PORT to access your a
pplication via HTTPS."

An example Ingress that makes use of the controller:



apiVersion: extensions/vlbetal
kind: Ingress
metadata:
annotations:
kubernetes.io/ingress.class: nginx
name: example
namespace: foo

spec:
rules:
- host: www.example.com
http:
paths:

- backend:
serviceName: exampleService
servicePort: 80

path: /
tls:
- hosts:

- www.example.com
secretName: example-tls

If TLS is enabled for the Ingress, a Secret containing the certi
ficate and key must also be provided:

apiVersion: vi
kind: Secret
metadata:
name: example-tls
namespace: foo
data:
tls.crt: <base64 encoded cert>
tls.key: <base64 encoded key>
kubernetes.io/tls

17 IFINginx



B R BNGinx 8 3k » I &A1 A helm & % nginx-ingress 4~ 89 4 i F AR A~ 7T 1
A BT 0 RIBR T IAT T AE Blnginx 8 httpA=https bk :

HTTP_NODE_PORT=$(kubectl --namespace default get servic
es -0 jsonpath="{.spec.ports[0].nodePort}" nginx-ingress-nginx-i
ngress-controller)

HTTPS_NODE_PORT=$(kubectl --namespace default get servi
ces -0 jsonpath="{.spec.ports[1l].nodePort}" nginx-ingress-nginx-
ingress-controller)

NODE_IP=$(kubectl --namespace default get nodes -0 json
path="{.items[0].status.addresses[1].address}")

"Visit http://$NODE_IP:$HTTP_NODE_PORT to access your app
lication via HTTP."
"Visit https://$NODE_IP:$HTTPS_NODE_PORT to access your a
pplication via HTTPS."
Visit http://172.20.0.113:30484 to access your application via
HTTP.
Visit https://172.20.0.113:31053 to access your application vi
a HTTPS.

e http3uk : http://172.20.0.113:30484
o httpsHuit : hitps://172.20.0.113:31053

E A 5% £ httpFehttps ik E M X—TF :

e /healthz &R w200
o / RWE404%%1%

curl -v http://172.20.0.113:30484/healthz

# R =200

curl -v http://172.20.0.113:30484/

# R =404

curl -v --insecure http://172.20.0.113:30484/healthz
# RE200

curl -v --insecure http://172.20.0.113:30484/

# R =404

#l rnginx-ingress


http://172.20.0.113:30484
https://172.20.0.113:31053

helm delete --purge nginx-ingress

12K --purge HFT vhim KM Frrelease T8 T2k » & W F —R3F 69 4% R A8
1& Fl & % 9release °

Ingress-nginx github
Nginx chart configuration
1% I Helm & ¥ kubernetes 2 Al
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https://github.com/kubernetes/ingress-nginx
https://github.com/kubernetes/charts/tree/master/stable/nginx-ingress

£

KRR EINAE ST ERTF AL R ELEFTER c BHEEEFMIZOELT

WidE © 645 kubernetes A& 44w Pod ~ & 69 4%

A &K : 645 kubernetes AF 284690 & > 2 A6 A &
o Fit: APt EBIRAFL F T

2t P ARRE B B a4t AR R R 3
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IR %8 #h 4%

LA B AR R AR » BRI § L3 0 S A 52 IUIR 55 09 R B A0 T IR SH AR 7

4= R 7 4% il ReplicationController4] 2 é¢9pod T »A4%£ I kubectl
rollingupdate 4R 3h7F% » 4= R AL JH 89 Z Deploymentt] & ¢ Pod T vA B 315
yamlL# g #4T kubectl apply RP T o

Deployment2 4 X & T RollingUpdate strategy * 3t~ & F kubectl
rollingupdate 44 #2893 42 & J el Z#H IR 89podi§ A £ F A 3] Fpod L& #
KR k898 8pod °

Rolling UpdateiZ /I -T Deployment ~ Replication Controller @ ‘B 7 i #1%
J Deployment# 1~ #1% Ji] Replication Controller ©

1% Fl ReplicationControllerst 8 /& 5 7+ & 15 5 % & M 1%,
B : https://kubernetes.io/docs/tasks/run-application/rolling-update-replication-
controller/

ReplicationController5 Deployment#) % %

ReplicationControllerf= Deployment#IRollingUpdate @47 & R Bl » {2 & 52 2 &9 1L
W A—HE 0 X TR AAkind® % & &K 5] A T ReplicationController5 Deployment
B RGP egER AT o @R PlE SRR L o

ReplicationController

Replication Controllery Kubernetes® — Mz S A & » & Al 3% #|Kubernetes X
Ja o &R R A% #4569 1247 » Replication Controllerst & & MR E &9 key » £
B fehT

o Hifkpod# € : €4 tkKubernetes ¥ A 18 € L #9Pod £ E4T ° W R J T 45
% 4k € #pod > Replication Controller& & Z#789 » R N &M ki % K69 AR
TEPOdHKZ LT o

o #iRpodft F& : HZpod RAERE » E4T 4 R H £ ERBIR S8 > Replication
ControllerdL & 4 & R & 89pod » ZH G| ZH7 49 o


https://kubernetes.io/docs/tasks/run-application/rolling-update-replication-controller/
https://segmentfault.com/a/1190000008232770

o FMEARL 1 I FFHERAIREL G AZ > 7T L8 i Replication Controllers)
A6RFEpoddg K KI5 FROAN A F o FlIot » B F A8 2 69 45 ) A
(Hroizontal Pod Autoscaler) ° &% & 8 35 ) %32 -F & K B Replication
Controller % B pod &9 #4Kk 7 A& A 5L » 53] A W’Jﬁ” °
o RANITYH : RAHABA—FFROGARS X > BIRFTHHREGRE » FRIEER
AT > A ALA R 6 B AR LT AR R I A AR e 19 R o B 19 R R T
Ko

Deployment

Deployment Fl 4 4 Kubernetes 89 — Mz o R & » TR TR AL A T RiEpod 89 2k
= A 0 90% 89 7 i 5 Replication Controller . & —4% » =T XA M FH — K89
Replication Controller ° 12 » & X £ % T Replication ControllerX #h 8 374§ 1+ :

¢ Replication Controller43f % #¢ : Deploymentk /& T L @& 4 it &) Replication
Controller42-3f 7 & o

o FHfkAEA : ThEADeploymentty it if tmit EA KA o

o IR 1 B ZpodBuif KA AR K AR AG AR R ILEAE o T Uk R R R R IR
B E— AR AR BRA R AR o

o JRAIEk: H— R DeploymenttyR4E » AR A TR » T EETROER
1R o

o YWishBah : T H—RA% > MWK YIFF B 3 o

o ?ﬂ“ﬂ‘é&ﬁm Recreate : Mk FT A 4 £ 89 pod, T #7 6 2 #7 49;
RollingUpdate : & s % » & F B %K% » AR LN » XFE SR
M5 ek B R KR Flpod2 & » sk A [a A JA) 5 5 o

B 72 MR 4 1%

ﬁﬂ‘]ﬂ”’:@ E—AHF 2 webR % 0 BARIFIFIM BB » FamE—amARE A o
6] A B RATRL T AT & A B ZF TR
BT & Bt & Fo X AS . /manifests/test/rolling-update-test B & o

Web /i % 85 X % main.go


https://github.com/rootsongjc/kubernetes-handbook/blob/master/manifests/test/rolling-update-test

package main

import (
"fmt"
Illogll
"net/http"
)

func sayhello(w http.ResponseWriter, r *http.Request) {
fmt.Fprintf(w, "This is version 1.") //ZANFARwe)Esm E 3% P

func main() {
http.HandleFunc("/", sayhello) //+& &7 = 3% d
log.Println("This is version 1.")
err := http.ListenAndServe(":9090", Yy // & E LI
if err = {
log.Fatal("ListenAndServe: ", err)

%] #ZDockerfile

FROM alpine:

MAINTAINER Jimmy Song<rootsongjc@gmail.com>
ADD hellov2 /

ENTRYPOINT ["/hellov2"]

VE S P S 0 U89 4 AR o
4] 7Z Makefile
% B AR A 69 Mok 1R B T a9 AL A 454% 4 E Huak o

%2 Makefile W& TAG AFHEIRAT o



all: build push clean
.PHONY: build push clean

TAG = vl

build:
G00S=1inux GOARCH=amd64 go build -o hello${TAG} main.go
docker build -t sz-pg-oam-docker-hub- .tendcloud.com/libra

ry/hello:${TAG}

push:
docker push sz-pg-oam-docker-hub- .tendcloud.com/library/h
ello:${TAG}

clean:
rm -f hello${TAG}

NES
make all

25145 Bmain.go F 49 %7 11 3% 4] ~ Dockerfile F 69 U4 #x 4= Makefile F 49 TAG » 4l
7R AR AR o

DURES
#A11% ] Deployment 2k & Ik % 5k M) 4%, o

AL & L rolling-update-test.yaml



apiVersion: extensions/vlbetal
kind: Deployment
metadata:

name: rolling-update-test

spec:
replicas:
template:
metadata:
labels:
app: rolling-update-test
spec:
containers:
- name: rolling-update-test
image: sz-pg-oam-docker-hub-001.tendcloud.com/library/he
1llo:v1i
ports:
- containerPort:

apiVersion: vi1
kind: Service
metadata:
name: rolling-update-test
labels:
app: rolling-update-test
spec:
ports:
- port:
protocol: TCP
name: http
selector:
app: rolling-update-test

38 Zservice

kubectl create -f rolling-update-test.yaml

14 7 traefik ingress . &



f£ ingress.yaml X # ¥ 3 m#iservicety i & o

- host: rolling-update-test.traefik.io

http:
paths:
- path: /
backend:

serviceName: rolling-update-test
servicePort:

BB R hostBL & » ¥ im— 5B E :
172.20.0.119 rolling-update-test.traefik.io

E® 1 172.20.0.119 L KAV AT 12 F keepalived €] 22 89 VIP

& % & 145 Flhttp://rolling-update-test.traefik.iol§ & & B A T 4 i -
This is version 1.

BRI

R EZI rolling-update-test.yaml X ¥4 image PRI AGHILSL
Kg PAT -

kubectl apply -f rolling-update-test.yaml

AL 7T XA %% Kubernetes Deployment Concept™ 89 7 i » B3R B #7169 481% o

kubectl set image deployment/rolling-update-test rolling-update-
test=sz-pg-oam-docker-hub-001.tendcloud.com/library/hello:v2

A H1%E A kubectl edit deployment/rolling-update-test 158 4%1%% #RE &
% o

BRRAATw&ERIRBA


http://rolling-update-test.traefik.io将会看到以下输出：
https://kubernetes.io/docs/concepts/workloads/controllers/deployment/

kubectl rollout status deployment/rolling-update-test

% T RJE 123 W P R #http://rolling-update-test.traefik.iod$ & & 21 A T 4 i

This is version 2.
WHEAE BB R o

1% Fl ReplicationController£| Z #Pod %=1
RollingUpdate

A b4 2 1% Fl Deploymentt| & 8 Pod #7RollingUpdate 7 &, » A% & 4= 4% F 4% 449
ReplicationControlleré! % & Pod4=1TUpdate . ?

ARG T

$ kubectl -n spark-cluster rolling-update zeppelin-controller --
image sz-pg-oam-docker-hub-001.tendcloud.com/library/zeppelin:o.
7.1

Created zeppelin-controller-99be89dbbe5cd5b8d6feab8f57a04a8b

Scaling up zeppelin-controller-99be89dbbe5cd5b8d6feab8f57a04a8b
from 0 to 1, scaling down zeppelin-controller from 1 to 0 (keep
1 pods available, don't exceed 2 pods)

Scaling zeppelin-controller-99be89dbbe5cd5b8d6feab8f57a04a8b up
to 1

Scaling zeppelin-controller down to O

Update succeeded. Deleting old controller: zeppelin-controller
Renaming zeppelin-controller-99be89dbbe5cd5b8d6feab8f57a04a8b to
zeppelin-controller

replicationcontroller "zeppelin-controller" rolling updated

AER/EHOEBERT » 5 KRR T LB & RollingUpdate 8 R % o

%


http://rolling-update-test.traefik.io将会看到以下输出：

Rolling updateu | ## 7

Running a Stateless Application Using a Deployment
Simple Rolling Update

1% F kubernetes & deploymenti# 17 RollingUpdate

Copyright © jimmysong.io 2017 all right reserved > powered by GitbookUpdated:
2017-11-02 08:43:28


http://dockone.io/article/328
https://kubernetes.io/docs/tasks/run-application/run-stateless-application-deployment/
https://github.com/kubernetes/community/blob/master/contributors/design-proposals/simple-rolling-update.md
https://segmentfault.com/a/1190000008232770

BRIk E

ARATH EREGIRT > K418 85 89524 FLogstash » B 4 € ZELK stack
PR ERRR AL RAEMKTET LI > LogstashZ A TIDKE » £RA~4A£B &
b9 1 JL3 4B FiLogstashst K L2 4£500M A 75 » £ & AMNPod T 478 o0 — A B &k
B ERLT » 12 Alogstash® & k% AL TR » BAMH KM TEE
FFilebeat# X » 2 MX £ 5% & shFilebeat& & K 4 2 H#£12M A 4 » HuAlogstash
RS

7T REHF

Kubernetes® 7 I TEFK# B ERER AT £ 22BN 7 EHTELMA KL
59w CARAGHA —LEHRM e

o FiA B EALA ZoutiT &t » BEE L EHFFREARENADIMENEN
i

o ARA—NMNEERMBEIMH MEELEHFFAEA SN I ME S

o Fluentd# FAFMG B EMKELTR » KA1 L I 1% Alogstash » AAL Ffilebeat#t
&,

o RNNTEA B LHELKER B A £ A%y » XA LEAEKubernetes L —A
AEKERS

AFRAENUMNRR » KMk A 8 THELKERF -

Kubernetes &2+ 49 B E M E k7 £



AP e R

q
9
M

E H 12 > kubernetes® AL AR
F appti g P4 R yamIUHEERMAF R EE 0 AR EkEas

A B B A Tl A & Aapp B € L H oA Y B S
E R E €5 A VPN

2 EatRappEE—
#2E 4T £ Fl — pod F

Y BT A 89Pod &g B EAR
#HERIBEIMLE &F RAFRAG s MRS &
& I EE AL — A ALK R TR

KB A s T REIE > 7 n‘ﬁﬁ-ﬂﬂ‘k‘ubefngte§
iﬁﬁﬁnﬂ—g}%r 50 e ByyamlsC A 47 %
! 5 BB E 0 9 T

FE%—AEKkE
AR > B FA IR
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GEA B A BNBHERAFTE= -
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Kubernetes .
filebeat-test.yaml
TR ilebeat-test.ya LO 9

0
apiVersion: extensions/vlbetal

1
& Deploy e Collection
docker 3

8

spec:
replicas: 3
Filebeat as o sidecar Call ke
o N J e ®
12 spec:
-l“—’ Push 13 containers:
‘g 14 @ ~ image: filebeat:5.4.0-
S Pod | 21 E - image: docker-test:Build 8
28 volumes:
w 29 — name: app-logs
$ol * - q ° 30 emptyDir: ()
Q© docker [—> 31 - name: filebeat-config o
< 32 configMap: Deflne
E e T » 33 name: filebeat-config |——
3 35  apiversion: vl
pv4 I 36 kind: ConfigMap
Show 37 @ metadata: -
Pod 38 data:
) filebeat.ymls |
41 filebeat.prospectors:
* a2 - input_type: log
docker 43 paths:

44 - "/log/*"

.
Filebeat as a sidecar 45 - “/10g/usermange/common/
46 output.elasticsearch:

47 hosts: ["172.23.5.255:9200"]
8 username: "elastic"
49 password: "changeme"
| 50 index: "filebeat-test” WGCTh

!

t beat.hostname filebeat-test-2365467882-4zwx8

‘ Doc: filebeat-docker-test/log/AVzs1QzKdPYTkmBgkats
® Table  JSON
UM © Grimestamp  June 28th 2017, 11:53:19.425
® t _id AVZs1QzKdPYTkmBgkats
P ¢ index Filebeat-docker-test
# _score 1
7
t _type Tog
©
o

t beat.name filebeat-test-2365467882-4zwx8

beat.version 5.4.0

input_type  log
message 2017-06-02 15:14:48.592 [net.sf.ehcache.CacheManager@614a616] INFO net.sf.ehcache.util.updatechecker-New update(s) found: 2.6.5 [http://www.terracotta.org/confluenc
e/display/release/Release+Notes+Ehcache+Core+2.6]. Please check http://ehcache.org for the latest version.

# offset 272
© source /10g/2017_06_02. stderrout. Tog
t type Tog

© Jimmy Song https://github.com/rootsongjc/kubernetes-handbook

B ¥ - filebeath I E LM A

HAGIZ T A Tadfilebeatsnif o Sl TR A 7 XL
https://github.com/rootsongjc/docker-images

44533k ¢ index.tenxcloud.com/jimmy/filebeat:5.4.0

NIURES
HAVERZE— A Afilebeat kK & B 89 el X o

@7 & Flyamls# filebeat-test.yaml °

apiVersion: extensions/vlbetal
kind: Deployment


https://github.com/rootsongjc/docker-images

metadata:
name: filebeat-test
namespace: default
spec:
replicas:
template:
metadata:
labels:
k8s-app: filebeat-test
spec:
containers:
- image: sz-pg-oam-docker-hub-001.tendcloud.com/library/fi
lebeat:
name: filebeat
volumeMounts:
- name: app-logs
mountPath: /log
- name: filebeat-config
mountPath: /etc/filebeat/
- image: sz-pg-oam-docker-hub-001.tendcloud.com/library/an
alytics-docker-test:Build_8
name : app
ports:
- containerPort:
volumeMounts:
- name: app-logs
mountPath: /usr/local/TalkingData/logs
volumes:
- name: app-logs
emptyDir: {}
- name: filebeat-config
configMap:
name: filebeat-config
apiVersion: vi1
kind: Service
metadata:
name: filebeat-test
labels:
app: filebeat-test



spec:
ports:
- port:
protocol: TCP
name: http
selector:
run: filebeat-test
apiVersion: vi1
kind: ConfigMap
metadata:
name: filebeat-config
data:
filebeat.yml: |
filebeat.prospectors:
- input_type: log
paths:
- "/log/*"
- "/log/usermange/common/*"
output.elasticsearch:
hosts: ["172.23.5.255:9200"]
username: "elastic"”
password: '"changeme"
index: "filebeat-docker-test"

A

%A 6.4 T B E L AHilebeatty B & LA 89 ConfigMap » B E &/ T LIRE

2,

T2
L RARALTT YA B ConfigMap » 3 33 4% 469 4% 3% IR 35 & & 89 7 Ak B2 & filebeat ©
A

18] 4= 3t filebeat ) % % #4742 T B


http://rootsongjc.github.io/blogs/kubernetes-configmap-introduction/

containers:
- image: sz-pg-oam-docker-hub-001.tendcloud.com/library/fi
lebeat:
name: filebeat
volumeMounts:
- name: app-logs
mountPath: /log
env:
- name: PATHS
value: "/log/*"
- name: ES_SERVER
value:
- name: INDEX
value: logstash-docker
- name: INPUT_TYPE
value: log

B OATAE A XAk 7 Ra A ANF AL > BAE pPATHS RAEFA#EENE F > W REAEH LA
B & & &15 Kfilebeat$.1% 69 docker-entrypoint.sh B4 » 4% IR T & AT HF
7 3% Jefilebeat.yml ST F 89 PATHS 7] & o
ift %1% F ConfigMap » iX #filebeat) B B sk A 9% . 2 7% o
EREFR

o J%apphty /usr/local/TalkingData/logs B k4 # ZFlfilebeatty /log B %

T o
o LM TVAZE manifests/test/filebeat-test.yaml 2| o
o RIEMT ATHBARZELCE » MK FHRRE Ty A4tk o

o Filebeat®)3F 3% & & 69 48 A2 & 5 4 % hitps://github.com/rootsongjc/docker-
images

€13 &

¥ % Deployment

kubectl create -f filebeat-test.yaml


https://github.com/rootsongjc/docker-images

%% http://172.23.5.255:9200/_cat/indices ¥ 7T VA& 3| 5| & A X AE
indices :

A51

2151

0

green open filebeat-docker-test
1.6mb 841.8kb

7XPEWEbUQRirk80DX36gA

1% FlKibana®web T @ » &% filebeat-2017.05.17 # %3] » T vLA Flfilebeatdt

%% Tapph & o

tovaokro pPY

2,415 hits

*

filebeat-docker-test
Selected Fields

? _source

Available Fields

© @timestamp
¢ id

¢ _index

# _score

£ type

¢ beathostname
t beat.name

¢ beatversion
¢ input_type

¢ message

# offset

¢ source

£ type

Count

2,000
1,500
1,000

500

Time

vay 19th 2017,

may 19th 2017,

vay 19th 2017,

may 19th 2017,

may 19th 2017,

15:14:54.582

15:14:54.582

15:14:54.582

15:14:54.582

15:14:54.582

New Save Open Share @ May 19th 2017, 15:14:30.000 to May 19th 2017, 15:15:00.000

May 19th 2017, 15:14:30.000 - May 19th 2017, 15:15:00.000 — by second

15:1435 15:14:40 15:1445 15:14:50 15:14:55
@timestamp per second

_source

@timestamp: May 19th 2017, 15:14:54.582 beat.hostname: filebeat-test-2365467882-rqsk] beat.name: filebeat-test-2365467882-rqskl
beat.version: 5.4.0 input_type: log message: 17-05-19 15:14:46 [DEBUG] org.springframework.beans.CachedIntrospectionResults {CachedIntrosp
ectionResults.java:238} - Caching PropertyDescriptors for class [com.tenddata.api.entity.metrics.ActiveUsersByonth] offset: 229,172

source: /log/usermange/common/debug.log type: log _id: AVwFjz_hw7Vtj62tDNBH _type: log _index: filebeat-docker-test _score: -

@timestamp: May 19th 2017, 15:14:54.582 beat.hostname: filebeat-test-2365467882-rqskl beat.name: filebeat-test-2365467882-rqskl
beat.version: 5.4.0 input_type: 10g message: 17-05-19 15:14:46 [DEBUG] org.springframework.beans.factory.support.DefaultListableseanFactor
y {AbstractAutowirecapableBeanractory.java:458} - Finished creating instance of bean 'PageviewsNumber' offset: 228,134 source: /log/userman

ge/common/debug.Tog type: log _id: AVWjz_hw7Vtj62tDNBC _type: log _index: filebeat-docker-test _score: -

@timestamp: May 19th 2017, 15:14:54.582 beat.hostname: filebeat-test-2365467882-rqsk] beat.name: filebeat-test-2365467882-raskl
beat.version: 5.4.0 input_type: 10g message: 17-05-19 15:

4:46 [DEBUG] org.springframework.beans.CachedIntrospectionResults {CachedIntrosp
ectionResults.java:250} - Found bean property 'defaultGroup' of type [com.tenddata.api.entity.group.GroupType] offset: 231,296 source: /lo
g/usermange/common/debug.log type: log _id: AWWfjz_hw7Vtj62tDNBS _type: log _index: filebeat-docker-test _score: -

@timestamp: May 19th 2017, 15:14:54.582 beat.hostname: filebeat-test-2365467882-rqsk] beat.name: filebeat-test-2365467882-rqskl
beat.version: 5.4.0 input_type: 10g message: 17-05-19 15:14:46 [DEBUG] org.springframework.beans.factory.support.DefaultListableBeanFactor

y {AbstractAutowireCapableBeanFactory.java:504} - Eagerly caching bean 'authHandlerFactory' to allow for resolving potential circular referen

ces offset: 232,481 source: /log/usermange/common/debug.log typ

Tog _id: Awwfjz_hw7Vtj62tDNBY _type: log _index: filebeat-docker-test

@timestamp: May 19th 2017, 15:14:54.582 beat.hostname: filebeat-test-2365467882-rask] beat.name: filebeat-test-2365467882-raskl
beat.version: 5.4.0 input_type: 10g message: 17-05-19 15:14:46 [DEBUG] org.springframework.beans.CachedIntrospectionResults {CachedIntrosp
ectionResults.java:222} - Getting BeanInfo for class [com.tenddata.api.auth.AuthHandlerFactory] offset: 232,670 source: /log/usermange/comm

on/debua.loa tvoe: loa  id: Awfiz hw7Vti62tDNB7 tvee: loo  index: fileheat-docker-test score: -

Bk - KibanaT @

EFZENABELXD  TUEFEI AT HEmEK



Doc: filebeat-docker-test/log/AVzs1QzKdPYTkmBgkats

Table JSON

© @timestamp June 28th 2017, 11:53:19.425

t _id Avzs1QzkdPYTkmBgkats
t _index filebeat-docker-test
# _score 1

t _type log

t beat.hostname filebeat-test-2365467882-4zwx8

t beat.name filebeat-test-2365467882-4zwx8

covaokro PY

t beat.version 5.4.0

t input_type Tog

t message 2017-06-02 15:14:48.592 [net.sf.ehcache.CacheManager@614a616] INFO net.sf.ehcache.util.Updatechecker-New update(s) found: 2.6.5 [http://www.terracotta.org/confluenc
e/display/release/Release+Notes+Ehcache+Core+2.6]. Please check http://ehcache.org for the latest version.

# offset 272

t source /109/2017_06_02.stderrout.log |

t type log

B K -filebeatik 49 B & ¥ @iz &

o _index MABPHKATAEYAML ) configMap F &2 & 89indexfd
e beat.hostname ## beat.name Bfpod#y.% #&
e source& ~filebeatx & ¥4 0 £ 8 %

HATTAA I AN IFE index = service name °* XX TAFTRGKEREE
# -service®y A & o

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
2017-11-02 08:43:28



B RAE 5 3%

AL AL G RER P45 @ ~ BRB AL S T PO RELR - 2L LR
ERFFEEHT o wRBRTIFEAAGREETRELEAIEFTEL 02 R4
#A142Pull Request °

@ F BB L

o L ELE AR 0 48 KA ZAPIRA (B ﬁ‘&‘%vﬂ °

o fLFtE U Mpush®| A AL GRGFAMAIES ZAAT o IH S FRGHIZA
9% Heif WIIR 0 s B0 B AR AL T VA Bk 69 6 1 EF o

o 1% AIYAML# X 7 7 ZJSON# X b9 fie & LH o £ K % 87 T BT A A
VB L et X o AZZYAMLAS X SLALJSON £ 5 % v it B o

o REWMAMNEHAARN—NBREIHE - ISR ENIHEEHEH -
%% guestbook-all-in-one. yamliﬁ“‘?’ffﬁﬂﬁa;ﬁ (& REBRTALAL
Fl kubectl #4358 B & XA B & > ARELT AL R E A B & T it
4T kubectl create é?ﬁ’l“@éﬁﬁ"‘ﬂf%‘ﬁ&) °

o AT it MUELE » AT b IEA AL  FER TR LENKINERE -
%l4e » A 9547 ReplicationController #yselectorfelabel » 4= %R A % €A1
X podTemplate ?éﬁlabel—‘#%ﬁﬁﬁ: A AR A E BKIN 2 podTemplate #9
label = & 69 - & %13 &5 & & guestbook app #yamlL 4= examples °

o 5 TR 2t Z 89 F5 3 A f£ — Sannotation F T A FAFEG Y o

R ¢JPods vs Replication Controllers# Jobs

o WA EMF XL RIENY pod (4% H 48T Flreplication controller &%
pod) ° AR AskAE Al HALiLdF o Enode¥ & BN » R F éﬁpodﬁ”‘zﬁ::ﬁ
# A ° Replication Controller & & & Z#7 € #pod ° '+ T A#HIE T
T restartPolicy: Never #¥% o Job HiFZ LIRS EegkiE o

Services

o il F AT A AR X Hreplication controllersZ AT fu ] #service » AT LA


https://github.com/kubernetes/kubernetes/tree/master/examples/guestbook/all-in-one/guestbook-all-in-one.yaml
https://github.com/kubernetes/kubernetes/tree/master/examples/guestbook/
https://github.com/kubernetes/kubernetes/tree/master/examples/guestbook/frontend-deployment.yaml
https://kubernetes.io/docs/user-guide/replication-controller
https://kubernetes.io/docs/concepts/workloads/pods/pod-lifecycle/#restart-policy
https://kubernetes.io/docs/concepts/jobs/run-to-completion-finite-workloads/
https://kubernetes.io/docs/concepts/workloads/controllers/replicationcontroller/
https://kubernetes.io/docs/concepts/services-networking/service/

@] Z Replication Controller4y Hff’ﬁ%?ri%"“ireplica%i% (BKIAE1) » 4l Eservice

J& » {218 i Replication Controllersk 4 & o &4 T L&Y £k % MreplicaX AT
S ikpod L E F 8 o

o RIETHLBHFERLT (4i&4T—node daemon) ° F&4E
F hostPort (A kITHRELIMENZTZT) o BHRLPod4 T T —
A~ hostPort * %pod T LB 69 EMAGZIRT » AAmOF R o wREHA
TRR B 89 k38 I 55 017 B 891E 0 AR XE A kubectl proxy and apiserver
proxy &.# kubectl port-forward 42 T 1% Al Service k3t shERER % o 2o RAR
5 EEpoda sk o R ER AL » £ B4 A NodePort service °

o 3} hostPort —#H &R KA » # %1% hostNetwork e

o 4RI F Fkube-proxy sy fi 3958945 » T A% EAE A 1% A headless
services °

1% Fl Label

o T 3 labels k4% & & A & Deployment?) semantic attributes ° #]4 » 2%
label it #n 2] —28podk & A& ®E &K% (#l4= > service:myservice )
AFH T A& T F FEpodireplication controller (41
4= > controller:mycontroller ) ° Mielabel % &z 715 L& 6G 17

% 0 Bl {app'myapp,tier'frontend,phase:test,deployment:v3} o X

K AFE L BT A #97tier:frontend“pod 9 AR %

ﬂaapp%“myapp”éﬁﬁﬁ%‘ i ﬁ”l‘"ﬁs’iéﬂ# ﬁﬁﬁbﬁaﬁ—éﬁ—r{? » IE A&

Mguestbook k. B #2 5 o

ST A i A Eservice 9 R F B P ARK T T RITRANEE > ML L
R %69 4% K 5k 74 X Fereplication controllerfy 4% % » 5k LB AL Z 3.
2R % > Bl helB Fh B H o

o A TR FIE > f£Replication Controllerty % 5 F &2 hr A1z & » B4
AL FHGER - X E—A version 1% N ZRA G - K3 EHA %"
# 8 controllerf T~ &5 2L A 8 controller  H 3t » version &% 7 iF 89
controller% F-3L. 7T f&# &k 9 A o & & Rolling Update Replication ControllersC
MRIE S X TRATRPELGEL -

2% Deployment *f £ 1~ & %A % ¥ replication controller 89 pR &% °
Deployment P #it T 2t £ 89 I LK & » 4o R 2tspecty & Bk m A T 3% »
Deployment controller £ A3E#] 6938 % & K E IR R A B Z KA o


https://kubernetes.io/docs/tasks/access-kubernetes-api/http-proxy-access-api/
https://kubernetes.io/docs/tasks/access-application-cluster/port-forward-access-application-cluster/
https://kubernetes.io/docs/concepts/services-networking/service/
https://kubernetes.io/docs/user-guide/services/#type-nodeport
https://kubernetes.io/docs/user-guide/services/#headless-services
https://kubernetes.io/docs/user-guide/labels/
https://github.com/kubernetes/kubernetes/tree/master/examples/guestbook/
https://kubernetes.io/docs/tasks/run-application/rolling-update-replication-controller/
https://kubernetes.io/docs/concepts/workloads/controllers/deployment/

(DeploymentB A& extensions APl Group#—3f4-) o

o F| Fllabel# X o F A Kubernetes replication controllerf=serviceit M label &
It Bepods * & A AR A Frpod F 89 label 89 7 X A% 3 I — 4~controller sk
service ¥ # Ik » J& %k 8 controller & €] 2 — AN 37 69 pod sk BL AR A & f9pod ° X 5T
—NRARG T X FRE—NTREGIREFIRRIATNEE " pod ° &F

kubectl label 44 -

>\.ﬂ

N
‘)\

KESE

o FIUZEEGIGAZI R % & IfNotPresent , 3 AM G & 14415 69 0 4%
Kubelet =& AR S EILI o do RARA 2 & ZINBAE S E F AL B 1E 8
1% 0 fEyamlsUH P 38 24854 B R A Always ( imagePullPolicy:
Always ) H#H$8E48iht9tagh  :latest ©

1
!

W RREH G IGAZ LT AN latest o Bl T4 myimage:vi ° ZZAr
094183347 T £ 47 0 kubelett T 242 B 4214 o 1R T VA R4 B 375 4
AR — A #bgtag (#Bl4e myimage:v2 ) o EEE A FEAAAIE LR ©

AE D EAFHRTHREEELGRZE AL latest 7% 0 WA ZHR
o 38 A B JRBAT B TR AR B B A ER ©

1% Fl kubectl

o RE1 M kubectl create -f <directory> © kubeclt& 8 #&&K%B X T
AT AGHE LA yaml ~ .yml F= .json XA EA11E#EL create &
A o

o &M kubectl delete M T & stop . Delete & stop ##B%E > stop
CAWHAR o

o 1% /A kubectl bulk #4F (i TH KA label) kgetf=delete ° & Flabel
selectors #= using labels effectively °

o 1A kubectl run #= expose WARBREUERAENERH
Deployment ° &4 quick start guide ¥ 9 =] o


https://kubernetes.io/docs/concepts/overview/kubernetes-api/#api-groups
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
https://kubernetes.io/docs/concepts/containers/images/
https://kubernetes.io/docs/admin/kubelet/
https://kubernetes.io/docs/user-guide/labels/#label-selectors
https://kubernetes.io/docs/concepts/cluster-administration/manage-deployment/#using-labels-effectively
https://kubernetes.io/docs/user-guide/quick-start/

Configuration Best Practices

Copyright © jimmysong.io 2017 all right reserved > powered by GitbookUpdated:
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https://kubernetes.io/docs/concepts/configuration/overview/

JL AT @89 2 F heapsterdG £ ¥ » &1 L2k 2| Kubernetes A & 145 7 B 4464 1%
HEBFF BB GF 2T EZIRERNT  BAMHMHRE » A5 EBRENA
T BIEARER RN EEETHERLT o

4t stkubernetes £ #E e i A 69 Y4 » AR T AL E MM AEA BIE AR S R
Bl At THRALUEETZARSALN T » FRXEAT AT @ ¢

e Kubernetes %t Kk & 89 % 4% » T & Lkubernetesty &/~ 4844
e kubernetes &% FPodf) %1% » Pod®ICPU ~ A4 ~ W% ~ & 5 B iE
o AR MIE At RS BAE

Kubernetes & %% J 69 U5 4=

Frontend/Backend

Application (website, mobile app, database, cache...)

labels Environment (prod, staging, dev...)
/ Team

[ Monitoring in Kubernetes } Version
% applications tracking when they moved
more components
heapster
metrics source <
native containers/cadvisor

A} - Kubernetes & #t ¥ &9 4 1%

RAP IS Ao B B 42 TR - Ekuberntes BT B AE R — %> B A
57 —AMEBALE > 5 AZXAREHE S FEdocker s & LR —4F » kubernetes &
dockerz EX 3% T — Eservice LA ©



fekubernetes P 89 iz & 2 B P X LA H @ ¢

o %% PodiT LAFElabel ¢ X Elabeld4 & A % 4% f9metrics °

%5 A #Podii# T2 B E 4 JJ ? A A EE L B Pod g A 4 B B E A4y
WK % > bl T4 K s FW%&#9

o ® %y NiEm kubernetesi‘\%’ SEESRRAF
o LifEiRAREG kIR 0 LA heapsterﬂi%)‘ L RIE A B#HEME S EAEIdocker L
)i

735 0 a2 LW

G RNV E £ E 248 F cAdvisori B FAE I R R A T AT & o

L K A138 L cAdvisorik 2] T E R 13 8.5 o flde s

] ${NODE_IP}:4194/api/v1.3/docker zﬂiéﬁjson%%ﬂl’éﬁ%ﬁ\&?ﬁ% 84T
FH



4.3.4 SRR )2 R WA

"labels": {
"annotation.io.kubernetes.container.hash": "f47f0602"
4
"annotation.io.kubernetes.container.ports": "[{\"con

tainerPort\":80,\"protocol\":\"TCP\"}]",
"annotation.io.kubernetes.container.restartCount": "
0",
"annotation.io.kubernetes.container.terminationMessa
gePath": "/dev/termination-log",
"annotation.io.kubernetes.container.terminationMessa
gePolicy": "File",
"annotation.io.kubernetes.pod.terminationGracePeriod"

"30",
"io.kubernetes.container.logpath": "/var/log/pods/d8
a2e995-3617-11e7-a4b0-ecf4bbe5d414/php-redis_0.1log",
"io.kubernetes.container.name": "php-redis",
"io.kubernetes.docker.type": "container",

"io.kubernetes.pod.name": "frontend-2337258262-7711z"

"io.kubernetes.pod.namespace": "default",

"io.kubernetes.pod.uid": "d8a2e995-3617-11e7-a4b0-ec
fabbe5d414",

"io.kubernetes.sandbox.id": "843a0f018c0Ocef2a5451434
713ea3f409f0debc2101d2264227e814ca0®745677"

iy

&l

A

& 4z 8 H AR L kubernetes €] & % % B - docker containerdT 49 Labels 1%
Jl docker inspect $conainer_name 44 FlA4 T AE 3| L4z & o

=

A LA I KabelRE R L FHAL L %4 ? S Enode¥ & E#AT docker
& B R B4 7 A R 9 Pod 7R ?

©
(72)

# kubernetes X #5 F pkg/kubelet/dockertools/docker.go ¥ #BuildDockerName 7 %
LT REM LA o

BEBELARE ARG L T

// Creates a name which can be reversed to identify both full po
d name and container name.

544



// This function returns stable name, unigue name and a unique i
d.
// Although rand.Uint32() is not really unique, but it's enough
for us because error will
// only occur when instances of the same container in the same p
od have the same UID. The
// chance 1is really slim.
func BuildDockerName(dockerName KubeletContainerName, container
*v1l.Container) (string, string, string) {
containerName := dockerName.ContainerName + "." + strconv.Fo
rmatUint (kubecontainer.HashContainerLegacy(container), 16)
stableName := fmt.Sprintf("%s %s %s %s'",
containerNamePrefix,
containerName,
dockerName.PodFullName,
dockerName.PodUID)
UID := fmt.Sprintf("%08x", rand.Uint32())
return stableName, fmt.Sprintf("%s_%s", stableName, UID), UI

// Unpacks a container name, returning the pod full name and con
tainer name we would have used to
// construct the docker name. If we are unable to parse the name
, an error 1s returned.
func ParseDockerName(name string) (dockerName *KubeletContainerN
ame, hash uinté64, err error) {
// For some reason docker appears to be appending '/' to nam
es.
// If it's there, strip it.
name = strings.TrimPrefix(name, "/")
parts := strings.Split(name, " ")
if len(parts) == || parts[0] != containerNamePrefix {
err = fmt.Errorf("failed to parse Docker container name
%q into parts", name)
return nil, 0, err
¥
if len(parts) < 6 {
// We have at least 5 fields. We may have more in the f
uture.



// Anything with less fields than this is not something

we can
// manage.
glog.Warningf("found a container with the %qg prefix, but
too few fields (%d): %q", containerNamePrefix, (parts), name
)

err = fmt.Errorf("Docker container name %g has less part
s than expected %v'", name, parts)
return , 0, err

nameParts := strings.Split(parts[1], ".")
containerName := nameParts[0]
if (nameParts) > {
hash, err = strconv.ParseUint(nameParts[1], , )
if err I= {
glog.wWarningf("invalid container hash %g in containe
r %q'", nameParts[1], name)

}

podFullName := parts[2] + "_" + parts[3]
podUID := types.UID(parts[4])

return &KubeletContainerName{podFullName, podUID, containerN
ame}, hash,

}

BAVTAERIBERLAT AW TILAFE  FPRATRA&RA  ZVHEANF
B RRTHNMNE 5 FB o

TaE A ERFE -

containerNamePrefix_containerName_PodFullName_PodUID

BT & kubernetes 2 # # % % #) containerNamePrefix 4T & k8s °

Kubernetes & # #9dockers: & 69 % 3 L2 AR AL7E » T @A B 7 = Flguestbook # 4]
Deployment % # frontend ¥ & # 8 % % php-redis#Jdocker% % 69 &| A4 4 3 o



Deployment frontend & &c & 4= T :

apiVersion: extensions/vlbetal
kind: Deployment
metadata:

name: frontend

spec:
template:
metadata:
labels:
app: guestbook
tier: frontend
spec:

containers:
- name: php-redis
image: bj-xg-oam-docker-hub-001.tendcloud.com/library/gb
-frontend:v4
resources:
requests:
cpu: m
memory : Mi
env:
- name: GET_HOSTS_FROM
value: dns
ports:
- containerPort:

EATZIR A 52 6] P 49 — A~ 32 1Tphp-redis#Idocker & 3 o

k8s_php-redis_frontend-2337258262-154p7_default_d8a2e2dd-3617-11
e7-a4b0-ecf4bbe5d414_0

containerNamePrefix : k8s

e containerName : php-redis

e podFullName : frontend-2337258262-154p7
e computeHash : 154p7

e deploymentName : frontend

e replicaSetName : frontend-2337258262



e namespace : default
e podUID : d8a2e2dd-3617-11e7-a4b0-ecf4bbe5d414

kubernetesz £ 4% AL AT » WT BB T o

kBs php redis _frontend 7258262-154p7_default _ d8a2e2dd-3617-11e7-a4b0-ecf4dbbe5d414_

containerNamePrefix
me namespace podUID
containerName

Source http://github.comirootsongjc/kubernetes-handbook

=4

B K - kubernetesty &= 35 4 % N = & A

1% FlHeapsterit 17 £ #F % 4%
Heapsterf&kubernetes & 7RG B 4E 7 R » RN E BN ET F LR HAT ofT
3% & A2 1% M heapster » L% % Heapsteri& # o

{2 & Grafana £ = 8 45 1= R 42 ¥&Namespacef*Pod ™ & % 4K » LA &£ » &
MAZ AT 2 A 69label3s mserviceX—E 5K - FH BT


https://github.com/kubernetes/heapster

Kubernetes Monitoring Architecture

Kubernetes

Service name = pod label [k8s-app]

A

APP YAML

“container_name”:"filebeat-test”,
"host_id":"172.168.0.1",
"hostname™:"172.168.0.1",

n, &

"labels”: “kB8s-app:filebeat-test”,

"namespace_id™:"7d6c4fd8-2b58-11e7-ad6d-ecf4bbe5d414”,

"namespace_name":"default”,
“nodename”;"172.168.0.1"7,

"pod_id":"bee90e2d-4f56-11e7-be06-ecf4bbe5d414”,

pod_name”:"filebeat-test-5416 90-x12rb",
"pod_namespace™:"default”,

"type”:"pod_container”

Heapster

apiVersion: extensions/vlbetal
2 kind: Deployment

3 metadata:

1 name: filebeat-test
5 namespace: default
6 spec:

7 replicas: 3

8 template:

9 metadata:

1@ labels:

11 kBs-app: filebeat-test
12 = spec: =

34 L
35 apiVersion: vl
36 kind: Service

37 metadata:

38 name: filebeat-test
39 labels:

49 app: filebeat-test
41 @ spec: -

48 —

49 apiVersion: vl
50 kind: ConfigMap

51 metadata:
52 name: filebeat-config
53 = data: -~

Monitoring pod metrics group by —..-

https:/fgithub.com/rootsongjc/kubernetes-handbook

B K - HeapsterFM B (AR )

B2 R 3 4

Kubernetes ™ & F 69 W 4 B

AR TRAFMG AR E > @ m A labelk R 47 B & A #pod °

549



OWL

T (HSent metrics
s | ~
Kubernetes Cluster
OWL Agent

\‘1.\\\“\‘“\

Deployment

LiGet deployment—pods

IP:port and labels \I"-. k\L_\ \\\
X 0
Kubernete \
I Get metrics \
8 7
Bh -RRABEEHA
LAY NA LT ILAE L

e 7 IFlkubernetes APk B Fl Pod 8 |PFe 55 0

e Pod labelsfF 4 % #£metricfytag

o A5 & R 89Pod 8 IPFe s o R B A W 4% $ 3R
o metrics X £ B OWL T ik fo & T

IS R TR

TR RO R RBFRM K Z > RO ZRES A FWE R — 2 RSB
x A > H3L&ATH 2] T Weaveworks 7 69 scope °

o

%X scope
F A4 kubernetes & #F L 1% fl standalone 7 X ¥ » #1154 % Installing Weave
Scope °

AE

& M scope.yam| U #% X scope * %R %X /£ kube-system namespaceT °


https://github.com/talkingdata/owl
https://github.com/weaveworks/scope
https://www.weave.works/docs/scope/latest/installing/#k8s
https://github.com/rootsongjc/kubernetes-handbook/blob/master/manifests/weave/scope.yaml

$ kubectl apply -f scope.yaml

R —/#89Ingress : kube-system.yaml ° B E =T :

apiVersion: extensions/vilbetal
kind: Ingress
metadata:
name: traefik-ingress
namespace: kube-system
spec:
rules:
- host: scope.weave.io

http:
paths:
- path: /
backend:

serviceName: weave-scope-app
servicePort:

AT kubectl apply -f kube-system.yaml /& /£1R6) AL LA /etc/hosts X
P ifcm—%18 % ¢

172.20.0.119 scope.weave.io

ua

F£ R % B T 5 M scope.weave.io KT VAT5 9] Blscope T 0 WML T AL E o



&WEEVESCODG Q SEARCH PROCESSES ~ CONTAINERS  PODS HosTS <GRAPH @ TABLE

BY NAME BYDNSNAME  REPLCASETS WEAVENET R ooy
BY IMAGE DEPLOYMENTS
ssssssss
] o [ ] ] L]
istio-ingress filebeat-test frontend glusterfs-cluster grafana
2pods 3pods 1 pod
L] ° L] L] L]
productpage istio-egress istio-manager istio-mixer kubernetes
/ 1 pod \ 1 pod 1 pod 1pod
L] [ ] L] [ ] L[] L]
reviews details prometheu di dis-sl; servicegraph
3pods 1pod 1 pod 1 pod 2pods 7 pod
|
|
. . @ . .
ratings zipkin spark-master spark-ui-proxy zeppelin
1 pod 1 pod 1 pod 1 pod 7 pod

9 |0 ——e- oy

AR -z Riedh B

4o £ B BT = » scope™ A MidEkubernetes &3 F 69— A 7| TR AR A ~ FIRAL G
P~ dEd ~scale ~ BT A AEBLR K EJAEE RIFERKF o

Monitoring in the Kubernetes Era
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https://www.datadoghq.com/blog/monitoring-kubernetes-era/

HAE & B AR g o R

EAR LR BB AACE R » 2 T A Hm AR XIS > ede M B F 7~ A8
ABEFEHAEHEOFTRL  FRERIEEE LOFIEFRE KR > £Podizits » Lt
B FUAR AR T vA47 9] ) i B 538 » H b &A1 FH B BEHF AL B Ak o

BAE % &R R R

TaA—A A8 B EKEAY] > 7B EFEH XKL ElasticSearch &7 F
4o R A EREAEERER » T EEAE A AT @R 690 f | Sl E—F f 85
% » 12 & 3| Podit 4 iflogstash (K filebeat) #+ %A K& X %pod X B & & HH -
BRMNBE T TRFBRTRE  T&ALT :

Node1 MNode2 Node3d
label log-reserve=true label log-reserve=true label log-reserve=true

| |
| |

— Logstash |—> Logstash |—> Logstash <J

—
%* elastic-

Bh - BEFRAILKERRTETER

1. BRERLHZEXRLEGZ AR Snode AP m Al AAARETE ML

2. %X % T & T3 mlabel

3. &l deamonset # XX ¥ T & £hu L i shlogstashtyPod (1% A
nodeSelectork R T A RXJLE TA L » BMNAELLT 2B FHH treafik A
LA, )



4. A R 89 %38 Fvolumedt H 2| 5 T4 L
5. Logstash (s #filebeat) M &8 EAL L6955 » HZEF AT 2E %

Side-effect

1. & Jkubernetes A & st 3R 4 T 2032 3 X 1L 69 8 & 77 K statefulset » ik & &/
ANA OGN Ly XG0 -2 ERNOBRAEZTRERELT

2. FEEEINNlabel o WAwBER FE 0 12T BARR AL Bkt A

3. sbMARIER R B ST & & ks Fhlogstash

4. A EhiTlabeli® FinodeSelectorty 7 X IR% T 7R E 6 C A

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
2017-11-02 08:43:28



";EF’E‘Z@\ él] ‘I'—n‘)” ki

LT L Pod RETABRBHEANARERTFELH CPUANAE (RAM) Ko
SARKHET ’Jr’"?f?i%'%‘i)é » RE B ALY AT AT B E B AL EIAT A
Lo REXARZBHET FRIRA - ¥ & L6 TR T AR B T8 5 X E
F o 2T FIRERARA 69 1 F 2 A £ % T4 %4 F Resource QoS o

iy //‘53 el
CPU #» memory #f & #REH o FREMAAF XKLL o CPU 89 #1422 core
memory #) £ 4% % byte °

CPUA N B AAR AT F R » T UARA FR o THFRGEEZATAHFER ~ 5
BeAe iH#£09T M E 6 o €415 APl )i B o APl % /& (4= Pod #= Service) &
T 18 i Kubernetes API server % B A {5 i 69 2t % o

Pod F= & % 8 F R1H KFe IR A

Pod P HENEBHT UG TR T —/NRE % ME

e spec.containers[].resources.limits.cpu
e spec.containers[].resources.limits.memory
e spec.contalners[].resources.requests.cpu

e spec.contalners[].resources.requests.memory

RE RN F B Lig 2 if R IRA > A2 ZEATT A A 1@ 37 H i Pod 3 R4% K
ArIRA] o HF T m“//? A agPod % IRE R/ITRHZE Pod FAANEE 695 LR 6 FFRF
RITRA] 89 &fe o

CPU &4 3L
CPU % & &9 4% Fo 3% KA cpu # 4% o
Kubernetes ¥ # — /4~ cpu ¥ T :

e 1 AWS vCPU


http://kubernetes.io/docks/user-guide/pods
https://git.k8s.io/community/contributors/design-proposals/resource-qos.md
https://kubernetes.io/docks/api/
https://kubernetes.io/docks/user-guide/services

e 1 GCP Core
e 1 Azure vCore
o 1 Hyperthread = # F #8 A2 69 7R Intel L 5 L

RFF EFER - BA spec.containers[].resources.requests.cpu # 0.5
MEREIET —F CPUEZRK1CPUN—F - FEX 0.1 FMHTEREX

100m * T AF4E “100 millicpu” ° A AR RA“—F & cpu” » H E 69T R A
Fho BA S (= 0.1 ) 8935 Kd APl #8424 100m > HE TR 1m o
Ak s TaLMLLEFE 100m 9 KX o

CPU EREZMZHE » R TMEMAEKE 5 0.1 89 CPU £ £4 ~ % ~ 48H
MR P E L —H o

M A 82 3L

NG RABFFRAF T AL c BT UE AU TERZ —MEA FHYEHERT B
BETRAHB E>P>T>G>M> Ko iR TvAMEH B/ANFEF R FE Ei
Pi>Ti » Gi* Mi’ Kio #l4e » ATAREZKEAF] 6944 :

128974848, 129e6, 129M, 123Mi

TEE AT e

U Pod HAAEE « HAEEQH LA 0.25 cpu # 64MiB (228 5%) w4
N é’Jl‘E’c%Jﬁ 0.5 cpu ## 128MiB A # ° & T A3t % Pod %K 0.5 cpu #= 128
MiB # R & » IR& 4 1 cpu #= 256MiB 8 1 & o



apiVersion: vi1
kind: Pod
metadata:

name: frontend

spec:
containers:
- name: db
image: mysqgl
resources:
requests:
memory: "64M1i"
cpu: "250m"
limits:
memory: "128M1"
cpu: "500m"
- hame: wp
image: wordpress
resources:
requests:
memory: "64M1i"
cpu: "250m"
limits:
memory: "128M1"
cpu: "500m"

A ®RiEK Pod Lo TR E
& H

% 50—/ Pod B » Kubernetes B E /74 4 Pod & —AF & o AT & A
AERFRERGRREE : TH Pod #4:69 CPU N5 F - BERF R T
HAFREY > WEHERGTRFRGER DT T RGEZT - HEZ RET A
TR AB R CPU ®RiEAEEFIK e REERLE XK » NBEABERFIDA
BLEGT A LHE Pod e 3 ®RAER 4G it » Blhe 25 LR 695 A %5140

Al » ST AR A & k6 R4 B o

BA FREH 8 Pod 4T & 47

% kubelet 2 #—/~ Pod ¥ & B0 » ©43 CPU Ao A & IR FI 45 2| & B 470 o



% 1¢ # Docker B :

e spec.containers[].resources. requests cpu 89183 4% 3% A millicore
fa s EAANE S HRA1024 0 IAFKFFHRKRFX2AE docker
run 4 T8 --cpu-shares &M -

e spec.containers[].resources.limits.cpu %% ¥ & millicore 14 o &
¥A 100000 & & A 1000 © & A4 F A4E docker run 4 F8 --cpu-
quota A2&89ME o[ --cpu-quota ]AFEMZE R T 100000 » & = M £ Fe 4
1% F 89 B1IK100ms B o %k [ --cpu-cfs-quota | & & E A true » M
kubelet 4 7% %] #4T cpu fFR#] o M Kubernetes 1.2 ik A2 » sbiz EFKIAH
true °

e spec.containers[].resources.limits.memory #KZEA#EA > /EH

docker run ®4 P& - -memory ArEA94E o

R RRBEEANGRE > MTRSHLLE o BT ETIFHE 0 MEHHFELMEER
09 54T —AF 5 kubelet B E#H B #H €

WwR—ANBZERBILAAZFR BAS T RAAFEE » € Pod THKZ H -

BERTREATLTRAEATALL CPU R&I8FTH - /2 » &F CPU &8 £
50 REMAER o
BT REAGTH T HRIRA M B EFLHESRME AT » A 2R Ry o

W yET T RAE A
Pod 8 % e A AAERE A Pod KA —F 4 o

do R EAERE T Tk M E o T UK E R e & Pod R IE AR o
v oy A A

T 2 i A

&8 Pod & T pending K& LFH1Z &
failedScheduling

o R B ERARBMETZ Pod T ARE S F & > W% Pod S HRFLSTHERS »
BEERE —/ANTAERER G2 E o L RE BR AR Pod T AEE X0 >
FA—ANFE 2 THF


https://docs.docker.com/engine/reference/run/#/cpu-share-constraint
https://docs.docker.com/engine/reference/run/#/cpu-quota-constraint
https://docs.docker.com/engine/reference/run/#/user-memory-constraints
http://releases.k8s.io//cluster/addons/cluster-monitoring/README.md

$ kubectl describe pod frontend | grep -A 3 Events

Events:

FirstSeen LastSeen Count From Subobject PathReas
on Message

36s 5s 6 {scheduler } FailedScheduling

Failed for reason PodExceedsFreeCPU and possibly others

A ERFHF o T &L CPU TRRE » &4 “frontend” 8 Pod 1% & %A

& o @ TAR#HTE (PodExceedsFreeMemory) » ELE94i% 04 ST & F 8 Xk
Moo — AR > W RA XA LA B ML T pending KA 0 BT IXE R4 T LG
i



$ kubectl describe nodes e2e-test-minion-group-41w4

Name: e2e-test-minion-group-41w4
[ lines removed for clarity ...]
Capacity:
alpha.kubernetes.io/nvidia-gpu: 0
cpu: 2
memory : 7679792K1
pods: 110
Allocatable:
alpha.kubernetes.io/nvidia-gpu: 0
Ccpu: 1800m
memory : 7474992K1i
pods: 110
[ lines removed for clarity ...]
Non-terminated Pods: (5 in total)
Namespace Name
s CPU Limits Memory Requests Memory Limits

kube-system
0 (0%)

kube-system
0 (0%)

kube-system
0 (0%)

kube-system
200m (10%)
kube-system
200m (10%)

fluentd-gcp-v1.38-28bvl

200Mi (2%) 200Mi (2%)
kube-dns-3297075139-611j3

100Mi (1%) 170Mi (2%)
kube-proxy-e2e-test-...

0 (0%) 0 (0%)
monitoring-influxdb-grafana-v4-zimi2
600Mi (8%) 600Mi (8%)
node-problem-detector-v0.1-fj7m3
20Mi (0%) 100Mi (1%)

Allocated resources:

CPU Request

100m (5%)

260m (13%)
100m (5%)
200m (10%)

20m (1%)

(Total limits may be over 100 percent, i.e., overcommitted.)

CPU Requests

680m (34%)

CPU Limits Memory Requests

400m (20%)

920Mi (12%)

Memory Limits

1070Mi (14%)



BOGBEBTHRAAN TRAEBMBLLET - BEAZRZATHA B T IRRA @A
5% » H 48 %69 Pod LA kubectl describe pod

[12:54:41] $ kubectl describe pod simmemleak-hra99

Name:
Namespace:
Image(s):
Node:

66

Labels:
Status:
Reason:
Message:
IP.
Replication Controllers:

)

simme
defau
saada
kuber

name=

Runni

10.24
simme

mleak-hra99

1t

1i/simmemleak
netes-node-tf0f/10.240.216.

simmemleak

ng

4.2.75
mleak (1/1 replicas created

Containers:
simmemleak:
Image: saadali/simmemleak
Limits:
cpu: 100m
memory: 50Mi
State: Running
Started: Tue, 07 Jul 2015 12:54:41 -0700
Last Termination State: Terminated
Exit Code: 1
Started: Fri, 07 Jul 2015 12:54:30 -0700
Finished: Fri, 07 Jul 2015 12:54:33 -0700
Ready: False
Restart Count: 5
Conditions:
Type Status
Ready False
Events:
FirstSeen LastSeen
Count From SubobjectPath
Reason Message
Tue, 07 Jul 2015 12:53:51 -0700 Tue, 07 Jul 2015 12:53:51 -0
700 1 {scheduler }
scheduled Successfully assigned simmemleak-h



ra99 to kubernetes-node-tfof

Tue, 07 Jul 2015 12:53:51 -0700 Tue, 07 Jul 2015 12:53:51 -0
700 1 {kubelet kubernetes-node-tfof} implicitly require
d container POD pulled Pod container image '"gcr.io/google
_containers/pause:0.8.0" already present on machine

Tue, 07 Jul 2015 12:53:51 -0700 Tue, 07 Jul 2015 12:53:51 -0

700 1 {kubelet kubernetes-node-tfof} implicitly require
d container POD created Created with docker id 6a41280f516
d

Tue, 07 Jul 2015 12:53:51 -0700 Tue, 07 Jul 2015 12:53:51 -0
700 1 {kubelet kubernetes-node-tf0of} implicitly require
d container POD started Started with docker id 6a41280f516
d

Tue, 07 Jul 2015 12:53:51 -0700 Tue, 07 Jul 2015 12:53:51 -0
700 1 {kubelet kubernetes-node-tfof} spec.containers{si
mmemleak} created Created with docker id 8734812526
a

£ L@még-F+ » Restart Count: 5 &E%A Pod P4 simmemleak % &%
WHEFRETREK

8T VA4E M kubectl get pod # 47wkt -o go-template=... %A FKFKZ
MA&LERERGRE o

[13:59:01] $ kubectl get pod -0 go-template='{{range.status.cont
ainerStatuses}}{{"Container Name: "}}{{.name}}{{"\r\nLastState:
"}}1{{.lastState}}{{end}}' simmemleak-60xbc

Container Name: simmemleak

LastState: map[terminated:map[exitCode:137 reason:00M Killed sta
rtedAt:2015-07-07T20:58:43Z finishedAt:2015-07-07T20:58:43Z cont
ainerID:docker://0e4095bbalfeccdfe7ef9fb6ebffe972b4b14285d5acdec
6f0d3ae8a22fad8b2]]

BT UEBBEEZRA reason:00M killed %k ooM & Out Of
Memory °

FEAER TR (Alphash i)



Kubernetes 1.5 hR R P 7] A RiE B A ’m“//?' o ?ﬁ FHNERTRAFEBFRCHEAR
BT ABTR TMNALKART MZEFR o

Fl P =T vA4E Pod # spec T4 % X & 3R » 308 CPU An R A4 —4F « AR Z R 5T 5%
BItE > AMEARRBL T H 6 F E 5% Pod °

/l’%’t : Ff\z‘fﬂﬂf'”” % /£ kubernetes 1.5 Fi& & Alpha iR A& o R £ T F IR+
g > %R 09 Fa B 2L TR LN -

FEEA FIRZLVYL pod.alpha.kubernetes.io/opaque-int-resource- # A
469 %R o APl server ¥ IRA| XL FRGHE N L - AR KEOHTH
3 ~ 3000m A 3Ki ° EXELEZHNHTAH 0.5 F 1500m o

WiEE AR ERERATREERY - Tk FHEHEARLALE—AIREANT AL
WEBEANT EREZRHG TR o RG> AP LM Pod Pis R RER TR o

FRM AT ERER TR > EFHERAR 2 E AP server # X MWHHﬂP%

Ko AR E EHEP Y 26 status.capacity # T AIE o ZBEZE » ¥ A
status.capacity ¥ &4 —#E9 KR o status.allocatable %&Yb
kubelet 7 Huie A # F R B 2 L 47 o 52 & » b TIRE B A4 Pod 3 & B iH{E

R % & status.allocatable 1A ° PTVAfEAE R # KREAN T L5 EFe1h /‘T’\Eﬁc it
EERE TR E—A pod Z A TEEAH LY LR

el

X A& —4 HTTP 7% K » master ¥ & & k8s-master » #£ k8s-node-1 ¥ & Eif & 5 />
“foo” TR



PATCH /api/vl/nodes/k8s-node-1/status HTTP/1.1
Accept: application/json

Content-Type: application/json-patch+json
Host: k8s-master:8080

llop": lladdH’

"path": "/status/capacity/pod.alpha.kubernetes.io~1lopaque-in

t-resource-foo",
"Value" : II5II

curl --header "Content-Type: application/json-patch+json" \
--request PATCH \

--data '[{"op": "add", "path": "/status/capacity/pod.alpha.kuber

netes.io~lopaque-int-resource-foo", "value": "5"}]' \
http://k8s-master:8080/api/vl/nodes/k8s-node-1/status

AE ER@FERP 0 ~1 & patch BE2F / FHG%A - JSON-Patch F

0 3Nk A2 MEAR MR ) JSON-Pointer © £ % 1% 4m13 815 4 i IETF RFC 6901,
section 3 °

apiversion: vi
kind: Pod
metadata:

name: my-pod
spec:

containers:

- name: my-container
image: myimage
resources:

requests:
cpu:
pod.alpha.kubernetes.io/opaque-int-resource-foo:


https://tools.ietf.org/html/rfc6901#section-3

x| B

J£ kubernetes 1.5 M AP RAFLEE S LR T TR E o TR AN TAHE S £ Pod
ik Z R IRETHE > 4o emptyDir volume ©

7& kubernetes 1.5 IR A PR L HE E 3t CPU o R A 69 B 5 Fa R & o THX]3E i 8d
TRER > OFEFEHEETRFTRA—ATIHFATL TREY GESE -

Kubernetes i it X F@ i 4 B A 89 R4 0 & R L HRRGLTEALR -

f£ kubernetes 1.5 "R A ¥ » —/4~ CPU #1422 R R &) =R EH A Bl — = REEH 69 1

BIALE XA P& ERA TR o 4o » £ AWS £ ¥ A EZH/REH ECU > M

GCE F#EHZH A o KAVTHRIE 2 cpu TR T L » AR R F] 69 3R AL Ao
F & A REF—E o

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
2017-11-02 08:43:28


https://kubernetes.io/docs/concepts/storage/volumes/#emptydir
https://github.com/kubernetes/community/blob//contributors/design-proposals/resources.md
http://issue.k8s.io/168
http://aws.amazon.com/ec2/faqs/

1% Jl Prometheus % ##kubernetes % #

&A1 A Giantswarm 7% 8 kubernetes-promethues %k % 4% kubernetes %% >
BT A 69 YAML SUHF =T XAE | /manifests/prometheus B & T 3% %] o

TR AR

sz-pg-oam-docker-hub-001.tendcloud.com/library/prometheus-
alertmanager:v0.7.1
sz-pg-oam-docker-hub-001.tendcloud.com/library/grafana:4.2.0
sz-pg-oam-docker-hub-001.tendcloud.com/library/giantswarm-tiny-tools:latest
sz-pg-oam-docker-hub-001.tendcloud.com/library/prom-prometheus:v1.7.0
sz-pg-oam-docker-hub-001.tendcloud.com/library/kube-state-metrics:v1.0.1
sz-pg-oam-docker-hub-001.tendcloud.com/library/dockermuenster-
caddy:0.9.3

sz-pg-oam-docker-hub-001.tendcloud.com/library/prom-node-
exporter:v0.14.0

Fl B &4y 2| 0 i =

E

index.tenxcloud.com/jimmy/prometheus-alertmanager:v0.7.1
index.tenxcloud.com/jimmy/grafana:4.2.0
index.tenxcloud.com/jimmy/giantswarm-tiny-tools:latest
index.tenxcloud.com/jimmy/prom-prometheus:v1.7.0
index.tenxcloud.com/jimmy/kube-state-metrics:v1.0.1
index.tenxcloud.com/jimmy/dockermuenster-caddy:0.9.3
index.tenxcloud.com/jimmy/prom-node-exporter:v0.14.0

FTA RAGAZINE TR ECETHT o

sk

H I F 0 F £ 6969 B E LA 4 T namespace ~ serviceaccount
configmaps - clusterrolebinding #» & /& 93 % prometheus ~ grafana # {42 o


https://github.com/giantswarm/kubernetes-prometheus
https://github.com/rootsongjc/kubernetes-handbook/blob/master/manifests/prometheus

kubectl create -f prometheus-monitoring-ns.yaml

kubectl create -f prometheus-monitoring-serviceaccount.yaml
kubectl create -f prometheus-configmaps.yaml

kubectl create clusterrolebinding kube-state-metrics --clusterro
le=cluster-admin --serviceaccount=monitoring:kube-state-metrics
kubectl create clusterrolebinding prometheus --clusterrole=clust

er-admin --serviceaccount=monitoring:prometheus

kubectl create -f prometheus-monitoring.yaml

1% 19 kubernetes £/ —/~ node L& Grafana service % nodeport :

- @8 Kubernetes Pod Resources - = © ¢ zoomout > Olast3days <

Memory Working Set

9250400 9250800

Memory Working Set

B R - Grafana® @

LA FHEELTHALA FA > & F RIS o

prometheus-monitoring.yaml X # ¥ & —4 Job %t A& %k & A grafana
dashboard & & 1z &4 » 42 R 1% Job #ATERMK » TAEL R L monitoring 9

namespace ¥ B #—N% % > & manifests/prometheus B % F &) json LH 5



FBEEF > ABHAESE json LA B F T AT :

for file in *-datasource.json ; do
if [ -e "$file" ] ; then
"importing $file" &&
curl --silent --fail --show-error \

--request POST http://admin:admin@grafana:3000
/api/datasources \

--header "Content-Type: application/json" \

--data-binary "@$file" ;

nmn
4

fi
done ;
for file in *-dashboard.json ; do
if [ -e "$file" ] ; then
"importing $file" &&
( "{"dashboard":'; \
cat "$file"; \
',"overwrite":true, "inputs":[{"name":"DS_
PROMETHEUS", "type'":"datasource", "pluginId":"prometheus", "value":
"prometheus"}]1}"' ) \
| jg -¢ "." \
| curl --silent --fail --show-error \
--request POST http://admin:admin@grafana:3000
/api/dashboards/import \
--header "Content-Type: application/json" \
--data-binary "@-" ;

mnmn
4

fi
done

XA 4,7 vA ) grafana ¥ % A dashboard ©
7 12 69 5] &
%R B 89 RGP A A TUASE AR o

1. RBAC A &34 5] &



% %} 2| A/~ clusterrolebinding :

e kube-state-metrics * Xk #] serviceaccount & kube-state-
metrics

e prometheus °® *= &) serviceaccount &£ prometheus-k8s

123k & Prometheus X AT = % s8] & serviceaccount ~ clusterrole ~
clusterrolebinding 3t % » HF M AR X I T T A H AR E A & F HEF4%
FTAR B B %G — AN TF > o R mR LA E G —a > Bift
BhE—ANIHT > Wz E AR @ > BAERA kubectl #RFHGEZ
kubectl 7~ 2 #| B YAML SUH#F ¥ 89 3R AR # % & > & ] 3 89 MK k36 46 AT

% ARE AT @e s £ LuHE -

ff k7 ik

LT st B 4209 RBAC % & » B3¢ A T @84 405 2t &2 89 serviceaccount 1%
& i, admin &R > 4= F

kubectl create clusterrolebinding kube-state-metrics --clusterro
le=cluster-admin --serviceaccount=monitoring:kube-state-metrics

kubectl create clusterrolebinding prometheus --clusterrole=clust
er-admin --serviceaccount=monitoring:prometheus

$ % RBAC——A T A & 6917 o] 42 4]

2. APl 3= % 9| &

M kube-state-metrics B & ¥ T VAA A P kube-state-metrics % A AR 15 7]
S Cl )

e *v1.Job

e *v1.PersistentVolumeClaim
e *vibeta1.StatefulSet

e *v2alpha1.CronJob

e #4112 A #) kubernetes 1.6.0 R A& #) &£ 2F F AP #423% kube-state-
metrics T ARF » £k list A L =F TR 3T £ 69 %R o 1#1F
L https://github.com/giantswarm/kubernetes-prometheus/issues/77


https://github.com/giantswarm/kubernetes-prometheus/issues/77

3. Job F &9 AR E 9] AR

4 grafana-import-dashboards 4~ job ##A A init-containers X 1%
8 command AT R 0 K EAE A

curl -sX GET -H "Authorization:bearer “cat /var/run/secrets/kube
rnetes.io/serviceaccount/token"" -k https://kubernetes.default/a
pi/vil/namespaces/monitoring/endpoints/grafana

N}

& & csr XM 0 REE token BP T o

%

%% wait-for-endpoints init-containers fails to load with k8s 1.6.0 #56

Kubernetes Setup for Prometheus and Grafana
RBAC——& T A & 6975 o] 3£ #|
wait-for-endpoints init-containers fails to load with k8s 1.6.0 #56

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
2017-11-02 08:43:28


https://github.com/giantswarm/kubernetes-prometheus/issues/56
https://github.com/giantswarm/kubernetes-prometheus
https://github.com/giantswarm/kubernetes-prometheus/issues/56

& FlHeapster ik Bt & 2% 3t £ 6)metric 3k

Heapster{k 4 kubernetes & ¥ i #2 ¥ BKIN R ¥ 89 —MEH > < K heapsterdd i o
TR N5 A 0 FlEt £ Horizontal Pod Autoscaling P 4L A 2] 7 » HPAJ%
Heapsterff 7 Resource Metrics API ° &R Hmetric » #k £ £ kube-
controller-manager T E --api-server 18§ @kube-aggregator » #.7] ¥A4% Ji
heapstersk % 3 » i@ & £ & shheapstert) i 1248 & --api-server=true °

Heapster® A £ Node ¥ & L #gcAdvisordk & » 3% 7T A3z B kubernetes 9 7 /g % A
k&4 %R 0 ledePod ~ Namespace®k » T A5 5| R EA18CPU ~ AH ~ M & Fe
7 & 6gmetric ° BN d9metricZk IE K &b 18] 1] [ &1 5-4F ©

R

T @ £ Heapster&# A

Heapster
____________________________________________________________________________________________________ !
| !
I - r
! resolution 1
| dataProcessors sourceManager sinkManag default: 5s scrapeOffset stopChan housekeepSemaphoreChan housekeep Timeout :
I g ;

. = I default: 3 | default: 2.5s :
: [1Uri fo 1
| rateProcessors 1
1 | :
l

. Housekeep() :
I

| 1
' i
I

housekee; ]
i PodBasedEnricher PO - e J
openTSDBSink
1

return
|
1 . .
namespaceBasedEnricher —pmcgss()% : SinkFactory }—" HeapsterRunOptions
X]
i J
|
! dAggregator
PpodAgg 0|
! 2 return —|  DataBatch
|
I
I

|
|
nodeAutoscalingEnricher |
1

| r

1]

]

: 9 : o

© Jimmy Song https:/github.com/rootsongjc/kubernetes-handbook

B R - Heapsterf i &

HeapserZ fGoiz & 7+ X Kubernetes &£ 11 % A Al LA E R E L B » RiF
& 7T A B3V — /=2 4] LA 24T 0 38 1 dheapsterts # 69 5 3k 48 T #4B R AT
Jy o 3R IR T A% 4% % frsink A X, » #]4=Graphite ~ influxDB ~ OpenTSDB -


https://github.com/kubernetes/kube-aggregator
https://github.com/kubernetes/heapster

ElasticSearch ~ Kafka< °

1% Fl £ 15]

Heapsteri® Ml A2 kAR 16 % » K& ah& =t &4 o
% L1547 o £ 1E A kubernetesiE & 17

heapsteri& 1+ o

E 4T

T @ £ heapstert) &

Flag

--allowed-
users string

alsologtostderr

--api-server

authentication-
kubeconfig
string

authentication-
token-
webhook-
cache-ttl
duration

--authorization-
kubeconfig
string

--authorization-
webhook-
cache-
authorized-ttl
duration

--authorization-

HAHEEK

Description

comma-separated list of allowed users

log to standard error as well as files

Enable API server for the Metrics API. If set, the Metrics
API will be served on --insecure-port (internally) and --
secure-port (externally).

kubeconfig file pointing at the 'core' kubernetes server with
enough rights to create
tokenaccessreviews.authentication.k8s.io.

The duration to cache responses from the webhook token
authenticator. (default 10s)

kubeconfig file pointing at the 'core' kubernetes server with
enough rights to create
subjectaccessreviews.authorization.k8s.io.

The duration to cache 'authorized' responses from the
webhook authorizer. (default 10s)

BHAR F o 24T B 7 AT VAT
i EMNAABAEEE T > L


http://tokenaccessreviews.authentication.k8s.io
http://subjectaccessreviews.authorization.k8s.io

webhook-
cache-
unauthorized-
ttl duration

--bind-address
ip

--cert-dir string

--client-ca-file
string

--contention-
profiling

--disable-
export

--enable-
swagger-ui

--heapster-port
int

--historical-
source string

--label-
seperator
string

--listen-ip
string

__|og_
backtrace-at
tracelLocation

--log-dir string

--log-flush-
frequency
duration

The duration to cache 'unauthorized' responses from the
webhook authorizer. (default 10s)

The IP address on which to listen for the --secure-port port.
The associated interface(s) must be reachable by the rest
of the cluster, and by CLI/web clients. If blank, all interfaces
will be used (0.0.0.0). (default 0.0.0.0)

The directory where the TLS certs are located (by default
/var/run/kubernetes). If --tIs-cert-file and --tls-private-key-file
are provided, this flag will be ignored. (default
"/var/run/kubernetes")

If set, any request presenting a client certificate signed by
one of the authorities in the client-ca-file is authenticated
with an identity corresponding to the CommonName of the
client certificate.

Enable contention profiling. Requires --profiling to be set to
work.

Disable exporting metrics in api/v1/metric-export

Enables swagger ui on the apiserver at /swagger-ui

port used by the Heapster-specific APIs (default 8082)

which source type to use for the historical API (should be
exactly the same as one of the sink URIs), or empty to
disable the historical API

seperator used for joining labels (default ",")

IP to listen on, defaults to all IPs

when logging hits line file:N, emit a stack trace (default :0)

If non-empty, write log files in this directory

Maximum number of seconds between log flushes (default
5s)



--logtostderr
--max-procs int

--metric-
resolution
duration

--profiling

requestheader-
allowed-names
stringSlice

requestheader-
client-ca-file
string

requestheader-
extra-headers-
prefix
stringSlice

requestheader-
group-headers
stringSlice

requestheader-
username-
headers
stringSlice

--secure-port
int

--sink
*flags.Uris

--source
*flags.Uris

stderrthreshold
severity

log to standard error instead of files (default true)

max number of CPUs that can be used simultaneously.
Less than 1 for default (number of cores)

The resolution at which heapster will retain metrics. (default
1mO0s)

Enable profiling via web interface host:port/debug/pprof/
(default true)

List of client certificate common names to allow to provide
usernames in headers specified by --requestheader-
username-headers. If empty, any client certificate validated
by the authorities in --requestheader-client-ca-file is
allowed.

Root certificate bundle to use to verify client certificates on
incoming requests before trusting usernames in headers
specified by --requestheader-username-headers

List of request header prefixes to inspect. X-Remote-Extra-
is suggested. (default [x-remote-extra-])

List of request headers to inspect for groups. X-Remote-
Group is suggested. (default [x-remote-group])

List of request headers to inspect for usernames. X-
Remote-User is common. (default [x-remote-user])

The port on which to serve HTTPS with authentication and
authorization. If 0, don't serve HTTPS at all. (default 6443)

external sink(s) that receive data (default [])

source(s) to watch (default [])

logs at or above this threshold go to stderr (default 2)



--tls-ca-file
string

--tls-cert string

--tls-cert-file
string

--tls-client-ca
string

--tls-key string

--tls-private-
key-file string

--tls-sni-cert-
key

namedCertKey

--v Level
--version
--vmodule

moduleSpec

Version

If set, this certificate authority will used for secure access
from Admission Controllers. This must be a valid PEM-
encoded CA bundle. Altneratively, the certificate authority
can be appended to the certificate provided by --tls-cert-file.

file containing TLS certificate

File containing the default x509 Certificate for HTTPS. (CA
cert, if any, concatenated after server cert). If HTTPS
serving is enabled, and --tls-cert-file and --tls-private-key-file
are not provided, a self-signed certificate and key are
generated for the public address and saved to
/var/run/kubernetes.

file containing TLS client CA for client cert validation

file containing TLS key

File containing the default x509 private key matching --tls-
cert-file.

A pair of x509 certificate and private key file paths,
optionally suffixed with a list of domain patterns which are
fully qualified domain names, possibly with prefixed
wildcard segments. If no domain patterns are provided, the
names of the certificate are extracted. Non-wildcard
matches trump over wildcard matches, explicit domain
patterns trump over extracted names. For multiple
key/certificate pairs, use the --tls-sni-cert-key multiple times.
Examples: "example.key,example.crt" or

"* foo.com,foo.com:foo.key,foo.crt". (default [])

log level for V logs
print version info and exit

comma-separated list of pattern=N settings for file-filtered
logging

version: v1.4.0 commit: 546ab66f

API{% A

Heapsteri2 BtRESTful APl#& @ » T @ XA KB spark-cluster namespace?y
memory usage A ] 3 f#Heapster API&5 1% A o



#EURLM AL

https://172.20.0.113:6443/api/v1/proxy/namespaces/kube-
system/services/heapster/api/vi/model/namespaces/spark-
cluster/metrics/memory/usage?start=2017-10-16T09:14:00Z&end=2017-10-
16T09:16:00Z

ZR

7% B M AR R IR A SRR XM

{
"metrics": [
{
"timestamp": "2017-10-16T09:14:00Z",
"value": 322592768
3
{
"timestamp": "2017-10-16T09:15:00Z",
"value": 322592768
+
{
"timestamp": "2017-10-16T09:16:00Z",
"value": 322592768
}
1
"latestTimestamp": "2017-10-16T09:16:00Z"
3

2% : Heapster ¥ & 14 89 BT A 4547 & vAsg ) 42 4 £4% > 4w CPU A 1milicore » K
HHB e

% —3 % : Heapster API3t 3t

https://172.20.0.113:6443/api/v1/proxy/namespaces/kube-
system/services/heapster/

=T A% R T 8 4 A R A


https://172.20.0.113:6443/api/v1/proxy/namespaces/kube-system/services/heapster/api/v1/model/namespaces/spark-cluster/metrics/memory/usage?start=2017-10-16T09:14:00Z&end=2017-10-16T09:16:00Z

$ kubectl cluster-info
Heapster is running at https://172.20.0.113:6443/api/v1l/proxy/na
mespaces/kube-system/services/heapster

x5

% =38 % : Heapster API% %
/api/vil/model/namespaces/spark-cluster/metrics/memory/usage
AT &89 & spark-cluster namespace¥ 8 memory/usage #Imetrics °
B3Ry WA K
?start=2017-10-16T09:14:00Z&end=2017-10-16T09:16:00Z
E5KARA R Bistartfrend © £ A RFC-3339 A A& X » ZLinux A% F T

VAIZ AR B :

$ date --rfc-3339="seconds"
2017-10-16 17:23:20+08:00

Z BT R P A AR RT 0 mE ) +08:00 B RZK AN R o AR 15 starthd
] s end®t A B #1% B A L ATE A o

e

e kubernetes metrics
e Heapster metric model
e Heapster storage schema
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https://github.com/kubernetes/metrics
https://github.com/kubernetes/heapster/blob/master/docs/model.md
https://github.com/kubernetes/heapster/blob/master/docs/storage-schema.md
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GlusterFS;Z Scale-Out#4 fi% #2 & 7% Z Glustertg 4% » € — AR 9 XL A
%o RABKGEGY RS » ARy R X FRPBEMESFAERTER
5% © GlusterFS1 B TCP/IP 2 InfiniBand RDMAM %34 4 32 4~ 45 64 5% % e R e —
A s AE | B — o By w8 kB IR o GlusterFSA T T3 &8 R P & A& »
A BA0 ) 89 34 R SRR F 09 A o
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1# Fl glusterfs & & X 1t 7% fi%

&A1 & Mkubernetes®) = & E hufglusterfs &4 % o

AT FEAE A : https://Iwww.xf80.com/2017/04/21/kubernetes-glusterfs/ (% M 3&
&k iki5 9])

% % glusterfs

EA B Y ALEAE Ayum X > 4o R AR % 3F £ kubernetes L% X 0 15 4
% : https://github.com/gluster/gluster-kubernetes/blob/master/docs/setup-
guide.md

# k%X gluster &
$ yum install centos-release-gluster -y

# %% glusterfs #4f
$ yum install -y glusterfs glusterfs-server glusterfs-fuse glust
erfs-rdma glusterfs-geo-replication glusterfs-devel

## 8l glusterfs B X%
$ mkdir /opt/glusterd

## 2 glusterd B %
$ sed -1 's/var\/lib/opt/g"' /etc/glusterfs/glusterd.vol

# &% glusterfs
$ systemctl start glusterd.service

# R EMFIE
$ systemctl glusterd.service

#EH KA
$ systemctl status glusterd.service


https://www.xf80.com/2017/04/21/kubernetes-glusterfs/（该网站已无法访问）
https://github.com/gluster/gluster-kubernetes/blob/master/docs/setup-guide.md

i & glusterfs

$ vi /etc/hosts

172.20.0.113 sz-pg-oam-docker-test-001.tendcloud.com
172.20.0.114 sz-pg-oam-docker-test-002.tendcloud.com
172.20.0.115 sz-pg-oam-docker-test-003.tendcloud.com

$ iptables -I INPUT -p tcp --dport 24007 -j ACCEPT

$ mkdir /opt/gfs_data

[root@sz-pg-oam-docker-test-001 ~]
gluster peer probe sz-pg-oam-docker-test-002.tendcloud.com
gluster peer probe sz-pg-oam-docker-test-003.tendcloud.com

$ gluster peer status

Number of Peers: 2

Hostname: sz-pg-oam-docker-test-002.tendcloud.com
Uuid: f25546cc-2011-457d-ba24-342554b51317

State: Peer in Cluster (Connected)

Hostname: sz-pg-oam-docker-test-003.tendcloud.com

Uuid: 42b6cadl-aa0@1-46d0-bbba-f7ec6821d66d
State: Peer in Cluster (Connected)

A& volume

GlusterFS¥ #volume#I B XA & % F » 3L T JLAY :



¥ b 0 o

> A (BRI X) @ BPDHT, &= o4 & A% U Shash F ik MLy 5] —
MR % %
# AKX 1 BPAFR, @1 Zvolume B # replica x 2 Z: % s 8 #1 2| replica x

o
5

o

%A X : BpStriped, #1#volume B 4 stripe x 2 & A& U4 B R BB 3k -
> % 5 1% 2] stripe x N AT (Ehraid 0) o

PAREFRER RV ERA4EME B A0 o 42 volume B stripe 2
server =4 ~~% & : ZDHT & Striped #9216 % o

o "HXEHBR RV FR4EME R 4812 o 4172 volume & replica 2
server =4 N & : ZEDHT 5§ AFR 6986 o

o XHAMERN  RIFRAEMRS E L AIZE o 4 Evolume B stripe 2
replica 2 server =4 /~¥ & : 5% Striped &5 AFR 69857 o

o ZHEXRE: 25 FR8E MEE AT HAIZE o stripe 2 replica 2, H44NT &
R — A 2 o

[
ts\ W m n\> &

[ ]
&\

LA X 69 79 B A% : CentOS7 4 % GlusterFS o

RAABRMARA =6 A ERAVE KNG A B K o 77 /£ £ 7 IR AR
GRER o B FHEEEK


http://www.cnblogs.com/jicki/p/5801712.html

$ gluster volume create k8s-volume transport tcp sz-pg-oam-docke
r-test-001.tendcloud.com:/opt/gfs_data sz-pg-oam-docker-test-002
.tendcloud.com:/opt/gfs_data sz-pg-oam-docker-test-003.tendcloud
.com:/opt/gfs_data force

$ gluster volume info

Volume Name: k8s-volume

Type: Distribute
Volume ID: 9a3b0710-4565-4eb7-abae-1d5c8ed625ac

Status:

Created

Snapshot Count: 0
Number of Bricks: 3

Transport-type: tcp

Bricks:
Brick1:
Brick2:
Brick3:
Options

sz-pg-oam-docker-test-001.tendcloud.com:/opt/gfs_data
sz-pg-oam-docker-test-002.tendcloud.com:/opt/gfs_data
sz-pg-oam-docker-test-003.tendcloud.com:/opt/gfs_data
Reconfigured:

transport.address-family: inet

nfs.disable: on

$ gluster volume start k8s-volume

Glusterfs AL



#
$

2 18 volume #BELER

gluster volume quota k8s-volume

R4l 82 volume & BELE

gluster volume quota k8s-volume

K1L32MB
k8s-volume

% & cache K-,
gluster volume

X
gluster volume

%E io &#, LS BARR R

k8s-volume

wE K%&RMEE, BKik42s

gluster volume k8s-volume

WE BRARE KD, BKiKIM

gluster volume k8s-volume

size 1024MB

-usage / 1TB

performance.cache-size 4GB

performance.io-thread-count 16

network.ping-timeout 10

performance.write-behind-window-

Kubernetes F &t & glusterfs

B

8 A%

JL  https://github.com/kubernetes/kubernetes/tree/master/examples/volumes/glus

terfs

VATF ] 2] 8 BT A yamlFejson Bt & SUAF 7T v | /manifests/glusterfs F &3] o i

E P RA 4R A AR B TG4 A o

kubernetes = £ ¥ F

b
i

=
IS

B


https://github.com/kubernetes/kubernetes/tree/master/examples/volumes/glusterfs
https://github.com/rootsongjc/kubernetes-handbook/blob/master/manifests/glusterfs

$ yum install -y glusterfs glusterfs-fuse

$ vi /etc/hosts

172.20.0.113 sz-pg-oam-docker-test-001.tendcloud.com
172.20.0.114 sz-pg-oam-docker-test-002.tendcloud.com
172.20.0.115 sz-pg-oam-docker-test-003.tendcloud.com

R A & A1glusterfs#kkubernetes £ 7% £ M £ AL » B A & —F T lE & o

AL & endpoints



$ curl -0 https://raw.githubusercontent.com/kubernetes/kubernete
s/master/examples/volumes/glusterfs/glusterfs-endpoints. json

# 152 endpoints.json - ®E glusters &£& ¥ &ip
# #—A addresses A—4 ip 4

{
"addresses": [
{
"ip": "172.22.0.113"
}
1
"ports": [
{
"port": 1990
}
]
3

# 3 glusterfs-endpoints.json
$ kubectl apply -f glusterfs-endpoints.json

# &% endpoints 13 &
$ kubectl get ep

AC & service



$ curl -0 https://raw.githubusercontent.com/kubernetes/kubernete
s/master/examples/volumes/glusterfs/glusterfs-service.json

# service.json Z@E&&KH &L enpointes WEMRGH DT > HmOIKINBREA 1
A AR T 1990

# 3 glusterfs-service.json
$ kubectl apply -f glusterfs-service.json

# &4 service 3 &
$ kubectl get svc

@ Z X pod



$ curl -0 https://raw.githubusercontent.com/kubernetes/kubernete

s/master/examples/volumes/glusterfs/glusterfs-pod.json

"path": "k8s-volume"

$ kubectl apply -f glusterfs-pod.json

$ kubectl get pods

NAME READY STATUS RESTARTS
AGE

glusterfs 1/1 Running 0

1m

$ kubectl describe pods/glusterfs

$ df -h
172.20.0.113:k8s-volume 1073741824 0 1073741824 0% 172.
20.0.113:k8s-volume 1.0T 0 1.0T7 0% /var/lib/kubelet/pods

/3de97c69-30b7-11e7-bfbd-8afle3a7c5bd/volumes/kubernetes.io~glus
terfs/glusterfsvol

i & PersistentVolume

PersistentVolume (PV) #= PersistentVolumeClaim (PVC) &kubernetes#® &)
AAPAPIF R » M T EGMmT o B KL ETMAdpvREFHIRAET
KER P AfTiER s FIEGA P REZEBPVCEZRE TR R EH X545 KA
fTAPEOR E I -

PVC#PV# % % #kpodfrnode % & £ » AT & H#/EH 6 KR - PVCT A @PVH
H G R AN Bk TR IR E 1 AR, o



PV &%

P 2.
e storages =

o 5 B : 5 %] A ReadWriteOnce : £ /% &1 5 ; ReadOnlyMany :

=

Ri% 3 ReadWriteMany : % ¥ &5

$ cat glusterfs-pv.yaml
apiVersion: vi1
kind: PersistentVolume
metadata:
name: gluster-dev-volume
spec:
capacity:
storage: 8Gi
accessModes:
- ReadwriteMany
glusterfs:
endpoints: "glusterfs-cluster"
path: "k8s-volume"
Only:

$ kubectl apply -f glusterfs-pv.yaml

$ kubectl get pv

NAME CAPACITY ACCESSMODES RECLAIMPOLICY
ATUS CLAIM STORAGECLASS REASON AGE
gluster-dev-volume 8Gi RWX Retain
ailable 3s

PVC %

o 7 7 B 5PVAE B
o BE:OPVEHHETE <= PVERE

it & PVC

W
<F

ST

Av



$ cat glusterfs-pvc.yaml
kind: PersistentVolumeClaim
apiVersion: vi1
metadata:
name: glusterfs-nginx
spec:
accessModes:
- ReadwWwriteMany
resources:
requests:
storage: 8Gi

$ kubectl apply -f glusterfs-pvc.yaml

$ kubectl get pv

NAME STATUS VOLUME CAPACITY ACCE

SSMODES STORAGECLASS AGE

glusterfs-nginx Bound gluster-dev-volume 8G1 RWX
4s

€] & nginx deployment 1 # volume

$ vi nginx-deployment.yaml
apiVersion: extensions/vlbetal
kind: Deployment
metadata:
name: nginx-dm
spec:
replicas: 2
template:
metadata:
labels:
name: nginx
spec:
containers:



- name: nginx
image: nginx:alpine
imagePullPolicy: IfNotPresent
ports:
- containerPort: 80
volumeMounts:
- name: gluster-dev-volume
mountPath: "/usr/share/nginx/html"
volumes:
- name: gluster-dev-volume
persistentVolumeClaim:
claimName: glusterfs-nginx

$ kubectl apply -f nginx-deployment.yaml

$ kubectl get pods |grep nginx-dm

nginx-dm-3698525684-gOmvt 1/1 Running 0 6
S

nginx-dm-3698525684-hbzql 1/1 Running 0 6
S

$ kubectl -it nginx-dm-3698525684-g0mvt -- df -h|grep k8s-v
olume

172.20.0.113:k8s-volume 1.0T 0 1.0T 0% /usr/share
/nginx/html

$ kubectl -it nginx-dm-3698525684-g0Omvt -- touch /usr/share

/nginx/html/index.html

$ kubectl -it nginx-dm-3698525684-g0Omvt -- 1s -1t /usr/shar
e/nginx/html/index.html

-rw-r--r-- 1 root root © May 4 11:36 /usr/share/nginx/html/inde
X.html



[root@sz-pg-oam-docker-test-001 ~] 1ls /opt/gfs_data/
[root@sz-pg-oam-docker-test-002 ~] 1ls /opt/gfs_data/

index.html
[root@sz-pg-oam-docker-test-003 ~] 1ls /opt/gfs_data/

5%

CentOS 7 & % GlusterFS
GlusterFS with kubernetes
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http://www.cnblogs.com/jicki/p/5801712.html
https://github.com/kubernetes/kubernetes/tree/master/examples/volumes/glusterfs

72 OpenShift 7 & ] GlusterF S ¥ X AL 7 ik

ERus

AL #Daniel Messer (Technical Marketing Manager Storage @RedHat) #=Keith
Tenzer (Solutions Architect @RedHat) %Rl 5 o

Storage for Containers Overview — Part |

Storage for Containers using Gluster — Part I

Storage for Containers using Container Native Storage — Part |

Storage for Containers using Ceph — Part IV
Storage for Containers using NetApp ONTAP NAS - Part V
Storage for Containers using NetApp SolidFire — Part VI

GlusterfF % Container-Ready Storage(CRS)

BRI » BNBNBER GGG R ARLMTIHEE o Kusternetdi=OpenShift &
#GlusterFST 4K — A&/ T o GlusterFS#yiE A MR » TR T A HREZEY
ORI BB AT EFNE R o AR S T EITCGlusterFS #7454 £ A
%ﬁ'llé‘@‘ﬁ‘ib °

GlusterFSEZE— Mo A XX A% » NWE TR AL (GIusterFS) o B Fb AL
(NFS*SMB: ..) o # 7T 50penShiftE s » ¥ &34 i8 T FUSE/E AR AL » I

GlusterFSAER 22 F &AL REKENHF LR BAES T o OpenShift /

Kubernetes - A 52 #15 K ~ Bafe it 8 ~ #7 £ GlusterFS &89 R £ A2 )5 o

CRS# it

f 5% 7 @ > 4 ¥EOpenShift / Kubernetes# % K » =4 — M8 sh ey ik % 2 % >
R A “heketi” o & £ Fr L& —A T GlusterFSHIREST APl » €322 2 CLIM A ©
HEATHFRSF » RATE AL GlusterFST & F 38 Fheketi » 1% A & k3 & GlusterFS
7%k > J% B3k 35 OpenShift » 1% F &€ %k 38 i3 PersistentVolumeClaims 4 & % &t
B o KNG LRI ZEA4EEPA o — A TOpenShift (LHFERE) » F—
A~ T GlusterFS -


https://keithtenzer.com/2017/03/07/storage-for-containers-overview-part-i/
https://keithtenzer.com/2017/03/24/storage-for-containers-using-gluster-part-ii/
https://keithtenzer.com/2017/03/29/storage-for-containers-using-container-native-storage-part-iii/
https://keithtenzer.com/2017/04/07/storage-for-containers-using-ceph-rbd-part-iv/
https://keithtenzer.com/2017/04/05/storage-for-containers-using-netapp-ontap-nas-part-v/
https://keithtenzer.com/2017/04/05/storage-for-containers-using-netapp-solidfire-part-vi/

E2E RO AGREYEREAWHECPU » 16GB RAMA=20 GB ™ A #: & E 7] ©

3% £ OpenShift

B R F & 3 F OpenShift o 5 A 2 % 69 7 XL B3 £ R BALF 36 F — All-in-
Oneif 3 » & 45 & L the “OpenShift Enterprise 3.4 all-in-one Lab Environment”
article. °

7 PRAR 69 OpenShift &£ BAHL T AT SN0 E © %% /etc/dnsmasq.conf XA+ °
3% e T @ 49 Google DNS :

server=

TR

# systemctl restart dnsmasq
# ping -cl google.com

% ZGluster

GlusterFSEV E &AL T B E K36 B I

e RHEL 7.3

e 2 CPUs

2 GBH #

30 GB# & 5 5 iR 1E A 4

10 GB# % 7 ik #-GlusterFS bricks

% 2 Jetc/hosts THF » & L= 6 B PAALE) LG ©

Bl ( ZAUL T AARIEAR B TE9IRE A b E %)


https://keithtenzer.com/2017/03/13/openshift-enterprise-3-4-all-in-one-lab-environment/

# cat /etc/hosts

127.0.0.1 localhost localhost.localdomain localhost4 localh
ost4.localdomain4
i1 localhost localhost.localdomain localhost6 localh

ost6.localdomain6

172.16.99.144 ocp-master.lab ocp-master
172.16.128.7 crs-nodel.lab crs-nodel
172.16.128.8 crs-node2.lab crs-node2
172.16.128.9 crs-node3.lab crs-node3

1234 GlusterFS & #A L _EAR AT AT 3 B

# subscription-manager repos --disable="*"
# subscription-manager repos --enable=rhel-7-server-rpms

4o RAR G ZIT M T GlusterFSAR A T A B4 A » /- B rh-gluster-3-for-rhel-
7-server-rpms #JyumiR °

o RARZA 69185 » AR X T VAA T EPELAE A 3£ B 7 X 4F 09 GlusterFSH LR & ©

# yum -y install http://dl.fedoraproject.org/pub/epel/epel-relea
se-latest-7.noarch.rpm

# rpm --import http://dl.fedoraproject.org/pub/epel/RPM-GPG-KEY -
EPEL-7

£ /etc/yum.repos.d/ B ZFTFA&IZ glusterfs-3.10.repo XH :

[glusterfs-3.10]
name=glusterfs-
description="GlusterFS 3.10 Community Version"

baseurl=https://buildlogs.centos.org/centos/7/storage/x /glu
ster- /

gpgcheck=

enabled=

Bk R LA E o



# yum repolist

A T VAFF4E 2 K GlusterFS T o

# yum -y install glusterfs-server

% % 71 GlusterFS peersdt 7+ JUAN A RTCPs# & » X242 5 OpenShifti 1738 13 7542 4
1k

# firewall-cmd --add-port=24007-24008/tcp --add-port=49152-49664
/tcp --add-port=2222/tcp
# firewall-cmd --runtime-to-permanent

1 KA VAR % GlusterFS#daemoni# 42 7 -

# systemctl enable glusterd
# systemctl start glusterd

Z% o GlusterFS &4 & %) #F JE £ 1847 o Hfbfe & 4% 38 i heketi T A% ©
12 GlusterFS#) — & JE ¥ 4L _E 4 ¥ heketi

[root@crs-nodel ~]# yum -y install heketi heketi-client

¥ #EPEL

4o %A% % A Red Hat Gluster Storage 17 1] #94% » 4% T AIAEPEL ¥ #k Btheketi © 7
BE AL > 20165F10 A AL Bt 1% 32 £3.0.0-1.el7/R A » ¥ i A -TOpenShift 3.4 °
R FEEZEHPEIORA



[root@crs-nodel ~]# yum -y install wget

[root@crs-nodel ~]# wget https://github.com/heketi/heketi/releas
es/download/v4.0.0/heketi-v4.0.0.1linux.amd64.tar.gz
[root@crs-nodel ~]# tar -xzf heketi-v4.0.0.linux.amd64.tar.gz
[root@crs-nodel ~]# systemctl stop heketi

[root@crs-nodel ~]# cp heketi/heketi* /usr/bin/

[root@crs-nodel ~]# chown heketi:heketi /usr/bin/heketi*

£ /etc/systemd/system/heketi.service T &2 v4r A Gheketi=2t #| T4 69
B HiE R

[Unit]
Description=Heketi Server

[Service]

Type=simple

wWorkingDirectory=/var/lib/heketi
EnvironmentFile=-/etc/heketi/heketi. json

User=heketi

ExecStart=/usr/bin/heketi --config=/etc/heketi/heketi.json
Restart=on-failure

StandardOutput=syslog

StandardError=syslog

[Install]
WantedBy=multi-user.target

[root@crs-nodel ~]# systemctl daemon-reload
[root@crs-nodel ~]# systemctl start heketi

Heketif® A SSH k& & & GlusterFS# AT A ¥ & o Al ZSSHZE 44 2t » 52443 M 3| Ay
HINF ELE (BFEREHEGE—IT R)



4.4 1 GlusterFS

[root@crs-nodel ~]# ssh-keygen -f /etc/heketi/heketi_key -t rsa
_N"

[root@crs-nodel ~]# ssh-copy-id -i /etc/heketi/heketi_key.pub ro
ot@crs-nodel.lab

[root@crs-nodel ~]# ssh-copy-id -i /etc/heketi/heketi_key.pub ro
ot@crs-node2.lab

[root@crs-nodel ~]# ssh-copy-id -i /etc/heketi/heketi_key.pub ro

ot@crs-node3.lab
[root@crs-nodel ~]# chown heketi:heketi /etc/heketi/heketi_key*

| T o — 28 FH 3L A B B heketik1# FISSH - %4
# /etc/heketi/heketi.json X EAARRKE T EEIAMET (KT K H
LATRE)

{

"_port_comment":"Heketi Server Port Number",

"port":"8080",

"_use_auth":"Enable JWT authorization. Please enable for depl
oyment",

"use_auth":false,
" _jwt":"Private keys for access",
"Jwt": {
"_admin":"Admin has access to all APIs",

"admin":{
"key":"My Secret"
I
"_user":"User only has access to /volumes endpoint",
"user": {
"key":"My Secret"
}

iy

"_glusterfs_comment":"GlusterFS Configuration",
"glusterfs":{
"_executor_comment": [
"Execute plugin. Possible choices: mock, ssh",
"mock: This setting is used for testing and development

" It will not send commands to any node.",

598



4.4 1 GlusterFS

"ssh: This setting will notify Heketi to ssh to the nod

es.",
" It will need the values in sshexec to be configured."
’
"kubernetes: Communicate with GlusterFS containers over"
'
" Kubernetes exec api."
1,

"executor":"ssh",
"_sshexec_comment":"SSH username and private key file info
rmation",
"sshexec":{
"keyfile":"/etc/heketi/heketi_key",
"user":"root",
"port":"22",
"fstab":"/etc/fstab"
3
"_kubeexec_comment":"Kubernetes configuration",
"kubeexec": {
"host":"https://kubernetes.host:8443",
"cert":"/path/to/crt.file",
"insecure":false,
"user":"kubernetes username",
"password":"password for kubernetes user",
"namespace":"OpenShift project or Kubernetes namespace"

"fstab":"Optional: Specify fstab file on node. Default
is /etc/fstab"
3
"_db_comment":"Database file name",
"db":"/var/lib/heketi/heketi.db",
"_loglevel_comment":[
"Set log level. Choices are:",
" none, critical, error, warning, info, debug",
"Default is warning"

1,
"loglevel":"debug"
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Tk o heketith 39780805 & » & ATRAHINT By KGN AT € B9 %m0 ¢

# firewall-cmd --add-port=8080/tcp
# firewall-cmd --runtime-to-permanent

¥ 5 heketi :

# systemctl enable heketi
# systemctl restart heketi

MR € &L EAT ¢

# curl http://crs-nodel.lab:8080/hello
Hello from Heketi

iR%F o heketi b #0022 T o KA15AE A € kB B KA1 49GlusterFS A ik o 1%
RHCEREBNPTANEPIN LEEIT 2 REERE o BHRLAEHHEENER
BB AG s F2Aied B PRERN T E HIGlusterFSA ik ik » o T HF 7 -

# vi topology.json

{
"clusters": [
{
"nodes": [
{
"node": {

"hostnames": {
"manage": [
"crs-nodel.lab"
1
"storage": [
"172.16.128.7"
]
3
"zone": 1

iy

"devices": [



4.4 1 GlusterFS

"/dev/sdb"
]
3
{

"node": {
"hostnames": {
"manage": [

"crs-node2.lab"
1
"storage": [
"172.16.128.8"
]
3
"zone": 1
I
"devices": [
"/dev/sdb"
]
3
{

"node": {
"hostnames": {
"manage": [

"crs-node3.lab"
1
"storage": [
"172.16.128.9"
]
3
"zone": 1
I
"devices": [
"/dev/sdb"
]
}
]
}

601



T LA A A B 0 R K E R ZVrheketi 4| 1 — 437 A9 &8 > AP HEANT X
6,4 698 E A FQDN @ IPXab AR Z F — 34 A YEGlusterFS3k 89 & A 3k 1% & -

A 4 1% A & % %heketi

Creating cluster ... ID: 78cdb57aa362f5284bc95b2549bc7e7d
Creating node crs-nodel.lab ... ID: ffd7671c0083d88aeda9fdlich40
b339b

Adding device /dev/sdb ... OK

Creating node crs-node2.lab ... ID: 8220975c0a4479792e684584153
050a9

Adding device /dev/sdb ... OK

Creating node crs-node3.lab ... ID: b94f14c4dbd8850f6ac589ac3b3
9cc8e

Adding device /dev/sdb ... OK

P EheketiL BB E T34 28 GlusterFSA fif e o R £ | ARILAE T vl F B34 %
PMAR &2 RAM R T GlusterFS ¥ 89 7T 15 % f% * (Trusted Stroage Pool) °

[root@crs-nodel ~]
Number of Peers: 2

Hostname: crs-node2.lab

Uuid: 93b34946-9571-46a8-983c-c9f128557c0e
State: Peer in Cluster (Connected)

Other names:

crs-node2.1lab

Hostname: 172.16.128.9
Uuid: e3c1f9b0-be97-42e5-beda-f70fcO5f47ea
State: Peer in Cluster (Connected)

. 12 © 2| OpenShift !

¥ Glusters OpenShift & #&,



AT & mOpenShift » & & mA A ® 1 — /43 A t9Kubernetes Storage Provisioner
#» —/~StorageClass ° Provisioner/ OpenShift¥ - 48 Bf il o % IR b X428 & dwf
Gk # P 5 S L o StorageClass £0penShiftF & =T vA B 5k 52 369
PersistentVolumeClaims#y $2 1k » & & i %k f& 4% Aik & — ~Provisioner 5 2, 52 IF 89 2
B JH% 25 R & 7 A Kubernetes PersistentVolume (PV) °

342 OpenShift ¥ &9 L b 284+ — 4% » StorageClass+L i £ 69 FI YAML U4 5€ 3L -

kind: StorageClass
apiVersion: storage.k8s.io/vlbetal
metadata:
name: container-ready-storage
annotations:
storageclass.beta.kubernetes.io/is-default-class: "true"
provisioner: kubernetes.io/glusterfs
parameters:
resturl: "http://crs-nodel.lab:8080"
restauthenabled: "false"

A 89 provisioner £ kubernetes.io/glusterfs » % € 45 & &A1 89 heketi #] o &A1
£ % A “container-ready-storage” » Fl 4% L i A4 PT A & A £ 4% € StorageClass
&9 PersistentVolumeClaim &7 # ik StorageClass °

71 47 8 GlusterF S #.4] 2 StorageClass :

7= OpenShift + 1% H Gluster

A1k A T =147 ££ OpenShift ¥ 1% i GlusterFS ° & st OpenShift & AL F 4] 2 — A
L REN =



% 4 w1Kubernetes/OpenShift & #istorageis K » & K —4
PersistentVolumeClaim (PVC) ° XA —AMREHNNE » EHARTEFRLL IR
FThOL BRI RN (FRXF > £F > Rag) o gl@F Lo ARFERG—
Ay ERMNAF R —MRILAYPVC :

apiVersion: vi1

kind: PersistentVolumeClaim
metadata:

name: my-crs-storage
namespace: crs-storage
spec:

accessModes:

- ReadwriteOnce
resources:

requests:

storage: 1Gi

RiEGIHR

W25 42 OpenShfitF » PVC.IE £ A5 & 4l Evolume ) 7 X 5 3L ¢

NAME STATUS VOLUME

CAPACITY ACCESSMODES AGE
my-crs-storage Bound pvc-4lad5adb-107c-11e7-afae-000c2949c
ce7 161 RWO 58s

KT | ARAETALEOpenShit P& A G EE > A ERERS G ARSIT
TR & o Ak A A A Z volume :



Name: pvc-4lad5adb-107c-11e7-afae-000c2949cce?
Labels:

StorageClass: container-ready-storage

Status: Bound

Claim: crs-storage/my-crs-storage

Reclaim Policy: Delete

Access Modes: RWO

Capacity: 1G1i

Message:

Source:
Type: Glusterfs (a Glusterfs mount on the host that s

hares a pod's lifetime)
EndpointsName: gluster-dynamic-my-crs-storage
Path: vol_85e444ee3bc154de084976a9aef16025
ReadOnly: false

What happened in the background was that when the PVC reached the system,
our default StorageClass reached out to the GlusterFS Provisioner with the
volume specs from the PVC. The provisioner in turn communicates with our heketi
instance which facilitates the creation of the GlusterFS volume, which we can
trace in it's log messages:

Zvolume £ RIEPVC T &9 & LAF Al 01 8 o £PVCE » HRA1VR A A#HIE €242 A
7k A-StorageClass * A # heketi#yGlusterFS StorageClass &£ € L4 A %0 B
89 ZKIAAA o

FEB 6 RAEMENZL » BPVCE| &k A48 » ik 89 StorageClassi# K £ A %PVC ¥
volume # B #L.#5 &9 GlusterFS Provisioner ° Provisioner X 5 #1411 8 heketi 52 4] 1@
15 » 124 3T 12 GlusterFS volume » M TXAL LB &H & P B ¢



[root@crs-nodel ~]

Mar 24 11:25:52 crs-nodel.lab heketi[2598]: [heketi] DEBUG 2017/
03/24 11:25:52 /src/github.com/heketi/heketi/apps/glusterfs/volu
me_entry.go:298: Volume to be created on cluster e

Mar 24 11:25:52 crs-nodel.lab heketi[2598]: [heketi] INFO 2017/0
3/24 11:25:52 Creating brick 9e791bldaal2af783c9195941fe63103
Mar 24 11:25:52 crs-nodel.lab heketi[2598]: [heketi] INFO 2017/0
3/24 11:25:52 Creating brick 3e06af2f855bef521a95ada91680d14b
Mar 24 11:25:52 crs-nodel.lab heketi[2598]: [heketi] INFO 2017/0
3/24 11:25:52 Creating brick e4daa240f1359071e3f7ea22618cfbab

Mar 24 11:25:52 crs-nodel.lab heketi[2598]: [sshexec] INFO 2017/
03/24 11:25:52 Creating volume vol_85e444ee3bc154de0@84976a9aefl16
025 replica 3

Mar 24 11:25:53 crs-nodel.lab heketi[2598]: Result: volume creat
e: vol_85e444ee3bc154de084976a9aef16025: success: please start t
he volume to access data

Mar 24 11:25:55 crs-nodel.lab heketi[2598]: Result: volume start
vol_85e444ee3bc154de084976a9aef16025: success

Mar 24 11:25:55 crs-nodel.lab heketi[2598]: [asynchttp] INFO 201
7/03/24 11:25:55 Completed job c3d6c4f97c74796T4a5262647dc790fe
in 3.176522702s

| KA R T 384 » GlusterFSiezh B B 2R T » #F8E T —/~volume ° Zik
18 Zreplica 3 » X & %Eﬁ%%ﬁi%ﬁ&Aﬁﬁ 269343 £ (A GlusterFS1E A
JGsHBHE) o %A R i i Heketif OpenShifti# 174 HE49 o

AR AL 7T AN GlusterFS 9 A & & 21 & *volume®1z & :



[root@crs-nodel ~]
vol 85e444ee3bc154de084976a9aef16025
[root@crs-nodel ~]

Volume Name: vol_85e444ee3bc154de084976a9aef16025

Type: Replicate

Volume ID: a32168c8-858e-472a-b145-08c20192082b

Status: Started

Snapshot Count: 0

Number of Bricks: 1 x 3 = 3

Transport-type: tcp

Bricks:

Brickl: 172.16.128.8:/var/lib/heketi/mounts/vg_147b43f6f6903be8b
23209903b7172ae/brick_9e791bldaal2af783c9195941fe63103/brick
Brick2: 172.16.128.9:/var/lib/heketi/mounts/vg_72c0f520b0c57d807
be21e9c90312f85/brick_3e06af2f855bef521a95ada91680d14b/brick
Brick3: 172.16.128.7:/var/lib/heketi/mounts/vg_67314f879686de975
f9b8936ae43c5c5/brick _ed4daa240f1359071e3f7ea22618cfbab/brick
Options Reconfigured:

transport.address-family: inet

nfs.disable: on

2% » GlusterFS F 89 & % #4147 2t &2 T OpenShift ¥ Kubernetes Persistent
Volume#9“#42” o

KA o ARALT 4% OpenShift Uk B2 & 75 1% » XA TR ZRIGERAFITA
€.4n 69 StorageClasses ¥ i# 4714 4% :



Create Storage
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TE AV B £ A A 69 F 1 » £ OpenShift F 247 TAF il £ o

FE 47 12 47 % crs-storage Rl B 9 OpenShiftE PA 4L AT

# oc get templates -n openshift

AR L% T AR Bl — AN R AL P Ao J4B AR AR D] & » AT &34 7 12 4R B 82 A48 )
OpenShiftk #f & 1R 69 & A 4270 B o

KA1 4% B MySQL % 3% 7 %247 72 OpenShift L 48 5 B A # 2 At 3 b 55 6 69 47 K &
kA2 /7 o Mysql-persistent# iz 62— /4~ A TMySQL#UE & B k891G % 1] 9
PVC e A TE® B » T VA B AR



FAFRE Tk o MRTRBRUIRF G AATRLRRF R

NAME READY STATUS RESTARTS AGE
mysqgl-1-h4afb 1/1 Running 0 2m

T o RATT LA R X AMEMAIZ T — 4 service * secrets ~ PVCH#pod ° &1k 4%
A (Fepod s FA4 /KM TF )

1R 822 B3 8935 © 4 R EIMySQLA pod £ o £ 3% 4 — T 48 & KK -

sh-4.2% mysql -u $MYSQL_USER -p$MYSQL_PASSWORD -h $HOSTNAME $MYS
QL_DATABASE

R EARTTAR P ERERE > eMySQLREIE » 3B & & AR F AR T pod AR F 69 IR
WEEG—H5 > AT lEpod FEAshelltg IR T & o KA KAl —LEIE

mysql> show databases;

| information_schema |
| sampledb |

2 rows 1in (0.02 sec)

mysql> \u sampledb

Database changed

mysql> CREATE TABLE IF NOT EXISTS equipment (
-> equip_id int(5) NOT NULL AUTO_INCREMENT,
-> varchar (50) DEFAULT NULL,
-> install_date DATE DEFAULT NULL,



-> color varchar(20) DEFAULT NULL,

-> working bool DEFAULT NULL,

-> location varchar(250) DEFAULT NULL,
-> PRIMARY KEY(equip_id)

-> )

Query OK, 0 rows affected (0.13 sec)

mysgl> INSERT INTO equipment ( , install_date, color, working
, location)

-> VALUES

-> ("Slide", Now(), "blue", 1, "Southwest Corner");
Query OK, 1 row affected, 1 warning (0.01 sec)

mysql> SELECT * FROM equipment;

Foocococococoooo Fococoooo Foococococoococoooooc Foococoooo Foococococoooo fooococoocooooc
------- +
| equip_id | | install date | color | working | location

I
Fococooooooo Fococoooo FPocococoooooooooc Foococoooo Foococoooooo fooooooooooc
------- +
| 1 | Slide | 2017-03-24 | blue | 1 | Southwest
Corner |
Foococooooooo Fococoooo FPocococooocooooooc Poocooooo Foococoooooo fooooooooooc
------- +
1 row in (0.00 sec)

RAF > BB B BATIER

RABFE T RAE B2 LD ? R E %2 | & A& R4L A A 4] Z 4 mysql volume :



# oc get pvc/mysql

NAME STATUS VOLUME C
APACITY ACCESSMODES AGE
mysql Bound pvc-a678b583-1082-11e7-afae-000c2949cce? 1
Gi RwWO 11m
# oc describe pv/pvc-a678b583-1082-11e7-afae-000c2949cce7
Name: pvc-a678b583-1082-11e7-afae-000c2949cce?
Labels:
StorageClass: container-ready-storage
Status: Bound
Claim: crs-storage/mysql
Reclaim Policy: Delete
Access Modes: RWO
Capacity: 1G1i
Message:
Source:
Type: Glusterfs (a Glusterfs mount on the host that s
hares a pod's lifetime)
EndpointsName: gluster-dynamic-mysql
Path: vol_6299fc74eee513119dafd43f8a438db1l
ReadOnly: false

GlusterFS#jvolume % 5 = vol_6299fc74eee513119dafd43f8a438db1 o &I 2| 4R &9
GlusterFS/Z L+ » #r A :



Volume Name: vol_62997c74eee513119dafd43f8a438dbl

Type: Replicate

Volume ID: 4115918f-28f7-4d4a-b3f5-4b9afe5b391f

Status: Started

Snapshot Count: 0

Number of Bricks: 1 x 3 = 3

Transport-type: tcp

Bricks:

Brickl: 172.16.128.7:/var/lib/heketi/mounts/vg_67314f879686de975
f9b8936ae43c5c5/brick _f264a47aa32be5d595f83477572becf8/brick
Brick2: 172.16.128.8:/var/lib/heketi/mounts/vg_147b43f6f6903be8b
23209903b7172ae/brick_f5731fe7175che6e6567e013c2591343/brick
Brick3: 172.16.128.9:/var/lib/heketi/mounts/vg_72c0f520b0c57d807
be21e9c90312f85/brick_ac6add804a6a467cd81cd1404841bbf1/brick
Options Reconfigured:

transport.address-family: inet

nfs.disable: on

R T VA F B $E & do fT 48 B #] B 34GlusterFS3k 89 o KA1 P Ie—A (4T PktR
RIS K898 6 A EF B &)



total 180300
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auto.cnf
ca-key.pem
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client-cert.
client-key.p
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ib_logfile0®
ib_logfilel
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mysql
mysql-1-h4af
performance_
private_key.
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server-cert.
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R A A BMySQLEIE & B & o B4 A GlusterFSAE A & 34 5% » F-4E A 48
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F£ 3 EEATZ A OpenShiftZ IMel 2 T — A £12 9 4858 K 89 GlusterFS &4 i o 1%
R R 2T R RAARFY Al o A0 A A 4 B B b — > £ 698 4 heketi
Basn B s RAFRARERKNATTFH TR S TAFREREEAEH
API50penShiftsh AR EXE R EZ » R FEFAAR BHESEBRMARJITRE o

03X 3E & K AT 4o 1T 44 74 % # ADevOps % - £a % » 4 OpenShift PaaS 4 449 7
AAR TR EER -

GlusterFS#=OpenShift =T %5 #& AT A IR 3% @ BRAL » B » A Fe XL X (Azure
Google Cloud * AWS ...)  #fRE AR FTHMEE » & 2=t 2 Eal e o

AR far e /2 % & F 4% A GlusterFS |
(c) 2017 Keith Tenzer

JR L 4#& 3 : https://keithtenzer.com/2017/03/24/storage-for-containers-using-
gluster-part-ii/

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
2017-11-02 08:43:28


https://keithtenzer.com/2017/03/24/storage-for-containers-using-gluster-part-ii/

CephFS

Cephfs &£ —4 AT ceph &% B & ZPOSIXAT £ 69 L 4 4 o 417 cephfs L A
G0t & &4 ceph KB A0 mds % 0 %R F i TALIE POSIX LB AL T 49
metadata 2k 9~ > SR8 $IE 3 5 X & ceph £ F 69 OSDs 4 - cephfs X #&F L
M AZAE 3R 77 Ko 8L L HF fuse 7 Xw 8 o £ 8 WAL X3 £ fuse B KX o Af Tl
A libcephfs & %k 52 I cephfs U A %89 e, » @ libcephfs & SR A librados
% 5 ceph £##17i81% » M I cephfs ¥ #, -

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
2017-11-02 08:43:28



1% ] Cephf i X 1t 75 fik 0 EMySQL & #

AL A 2] 89 yaml AT ¥4 | /manifests/mariadb-cluster B & T3] o

T @ &RATVAIZE— A5 T A8 MySQL &3 A4 ] » 9 i fT4% Fl Ceph B2k #H X
1t » 4 1% A StorageClass # & 412 PV » Ceph %8 & 111 A kubernetes & %% sk
WG TAH G ERE > KNEALEETHHRET o

1 1.4 VA)%E > kubernetes 12 T —Fr F e 7126920 Z 4122 PV 87 X, 5 b Z504%
il StoragaClass Bt & & Tl o # Bl & K1 69 PV » 58548 A & 012 PVC kA&
A& B2 PVC B T - 8AE A o

1 Hl kubernetes &%t 513149 Ceph 7+ 1%

1231 % kubernetes Z AT KA1 T %A T Ceph £# » AKX MNTAEHEE KA o
12 & kubernetes 89 P17 A ¥ & ( LHEE master ¥ &) LIRAEFEZLE ceph &7

S
Im ©

yum install -y ceph-common

& F 2 ceph 9B E X ceph.conf HAEFA T &6 /etc/ceph B FTF ©
Kubernetes 1% Al ceph % i & & f 3|4 T e & :

¢ Monitors: Ceph montors 7] &

o Path : E A &RAGRBAZ » KIAE/

e User : RADOSH F % » 3ik-& admin

e secretFile : keyring T # %12 » Bk £ /etc/ceph/user.secret » #11 Ceph &7
RBLEG U2 ceph.client.admin.keyring @ /& T @ A 3|

o secretRef : Ceph Ak secret #95] fl » %R ELE T ¥ 2 & & secretFile °

e readOnly : %X ALAG R o

Galera Cluster/- 43

Galera&—/MySQL (4L X #MariaDB » Percona)) Fl % % £ &&F 4k #F o


https://github.com/rootsongjc/kubernetes-handbook/blob/master/manifests/mariadb-cluster

WA P AAZ > —4Galera®# T UEFEE—MNEA A2 8MySQLE » A P 7T LR
iK% MNP 5 X AN E o B ATGaleral 2433 7 22 A » #l4=Openstack ¥ » £ &

AT RGHELT » REHTEFE T EHRE L o HIEmulti-master » BPFT A

¥ 5T AR B 5 B HIE A -

¥ m g

AT % % 8464172 Ceph #fic B 4= MySQL # B & 4 5 o

i & Ceph

% T Ceph & yaml SU# 7T ¥A4£ . /manifest/cephfs B TR E] o

1. % % Ceph secret
1% F] Ceph & 32 i {2 4£451% 49 ceph.client.admin.keyring C# » &A1 B

#£7 /etc/ceph B XT » Mk secret e

grep key /etc/ceph/ceph.client.admin.keyring |awk '{printf "%s",
SNF} ' |base64

34 R AT Ae B S B9
key : QVFDWDA2aFo5TG5TQNhBQV11b@1UL2V3Y1RSaE twWVERPWKXVULEOPQ== * &,
Mk EBEE@AER o

2. 4| Z# P namespace

@ galera-namespace.yaml XHAZXEA :

apiVersion: v1
kind: Namespace
metadata:

name: galera

@] & Ceph secret



@7 ceph-secret.yaml XHAZEH :

apivVersion: vi
kind: Secret
metadata:
name: ceph-secret
namespace: galera
type: "kubernetes.io/rbd"
data:
key: QVFDWDA2aFo5TG5TQnhBQV11b0lUL2V3Y1RSaEtwVEhPWkxVU1E9PQ==

4. 4| # StorageClass

@2 ceph-class.yaml XHRAEH :

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: ceph-web
provisioner: kubernetes.io/rhbd
parameters:
monitors: , ,
adminId: admin
adminSecretName: ceph-secret
adminSecretNamespace: galera
pool: rbd
userId: admin
userSecretName: ceph-secret

LB B 5 %% kubernetes ‘B 77 U
# . https://kubernetes.io/docs/concepts/storage/persistent-volumes/#ceph-rbd

Az & MySQL

1. €] MySQL # & L

@l mysql-config.yaml XHRAEH :


https://kubernetes.io/docs/concepts/storage/persistent-volumes/#ceph-rbd

4.4.2 CephFS

apiVersion: vi1
kind: ConfigMap
metadata:
name: mysql-config-vol
namespace: galera
labels:
app: mysql
data:
mariadb.cnf: |
[client]
default-character-set
[mysqgld]
character-set-server

utfs

utf8
utf8_general_ci

collation-server
# InnoDB optimizations
innodb_log_file_size = 64M

galera.cnf: |
[galera]
user = mysql
bind-address = 0.0.0.0
# Optimizations
innodb_flush_log_at_trx_commit = 0
sync_binlog = 0
expire_logs_days = 7
# Required settings
default_storage_engine = InnoDB
binlog_format = ROW
innodb_autoinc_lock_mode = 2
guery_cache_size = 0
guery_cache_type = 0
# MariaDB Galera settings
#wsrep_debug=0N
wsrep_on=0N
wsrep_provider=/usr/lib/galera/libgalera_smm. so
wsrep_sst_method=rsync
# Cluster settings (automatically updated)
wsrep_cluster_address=gcomm://
wsrep_cluster_name=galera
wsrep_node_address=127.0.0.1

619



2. 4172 MySQL root /| F = % 75

$ -n jimmysong|base64
amltbX1zb25n

EE D —RER-N EBBATH > FAREHE -

2] 7 root 1 P
$ -n root |base64
cm9vdA==

@] 2 MySQL secret

#lZ mysql-secret.yaml XHAZEH :

apivVersion: vi1
kind: Secret
metadata:
name: mysql-secrets
namespace: galera
labels:
app: mysql
data:

root-password: amltbXlzb25n

root-user: cm9vdA==

3. @1 % yaml & & L

€2 MySQL & yaml X# galera-mariadb.yaml

apiVersion: vi1
kind: Service
metadata:

Y .
.



annotations:
service.alpha.kubernetes.io/tolerate-unready-endpoints: "tru
e
name: mysql
namespace: galera

labels:
app: mysql
tier: data
spec:
ports:
- port:

name: mysql
clusterIP: None
selector:
app: mysqgl
apiVersion: apps/vilbetal
kind: StatefulSet
metadata:
name: mysql
namespace: galera
spec:
serviceName: "mysqgl"
replicas:
template:
metadata:
labels:
app: mysqgl
tier: data
annotations:
pod.beta.kubernetes.io/init-containers: '|[
{
"name": "galera-init",
"image": "sz-pg-oam-docker-hub-001.tendcloud.com/1lib
rary/k8s-galera-init:latest",
"args": ["-service=mysql"],
"env'": [
{
"name": "POD_NAMESPACE",
"valueFrom": {



"fieldRef": { "apiVersion": "vi", "fieldPath":
"metadata.namespace" }

¥
3
{
"name": "SAFE_TO_BOOTSTRAP",
"value": "1"
I
{
"name": "DEBUG",
"value": "1"
}
1,
"volumeMounts": [
{
"name": "config",
"mountPath": "/etc/mysql/conf.d"
I
{
"name": "data",
"mountPath": "/var/lib/mysql"
}
]
}
1"
spec:
terminationGracePeriodSeconds: 10
containers:

- name: mysql
image: sz-pg-oam-docker-hub-001.tendcloud.com/library/ma
riadb:10.1
imagePullPolicy: IfNotPresent
ports:
- containerPort: 3306
name: mysql
- containerPort: 4444
name: sst
- containerPort: 4567
name: replication
- containerPort: 4568



name: ist

env:
- name: MYSQL_ROOT_PASSWORD
valueFrom:

secretKeyRef:
name: mysqgl-secrets
key: root-password
- name: MYSQL_ROOT_USER
valueFrom:
secretKeyRef:
name: mysql-secrets
key: root-user
- hame: MYSQL_INITDB_SKIP_TZINFO
value: "yes"
livenessProbe:
exec:
command: ["sh", "-c", "mysql -u\"${MYSQL_ROOT_USER: -
root}\" -p\"${MYSQL_ROOT_PASSWORD}\" -e 'show databases;'"]
initialDelaySeconds:
timeoutSeconds:
readinessProbe:
exec:
command: ["sh", "-c", "mysql -u\"${MYSQL_ROOT_USER: -
root}\" -p\"${MYSQL_ROOT_PASSWORD}\" -e 'show databases;'"]
initialDelaySeconds:
timeoutSeconds:
volumeMounts:
- name: config
mountPath: /etc/mysql/conf.d
- name: data
mountPath: /var/lib/mysql
volumes:
- name: config
configMap:
name: mysqgl-config-vol
imagePullSecrets:
- name: "registrykey"
volumeClaimTemplates:
- metadata:
name: data



annotations:
volume.beta.kubernetes.io/storage-class: "ceph-web" #7| /i

ceph class #%

spec:
accessModes: [ "ReadWriteOnce" ]

resources:
requests:
storage: 3Gi

¥ F MySQL £#
f£ /etc/mariadb-cluster B FTF#4T:

kubectl create -f

B

# & issue * %5 Error creating rbd image: executable file not found in
$PATH#38923

=] R 12, %

4o RE A ZHE ceph-common #97& » kubernetes /£ 6| PVC 89 i 12 & 4= T k4%

B
Events:
FirstSeen LastSeen Count From SubObjec
tPath Type Reason Message
1h 12s 441 {persistentvolume-controller }
Warning ProvisioningFailed Failed to provision

volume with StorageClass "ceph-web": failed to create rbd image
: executable file not found in $PATH, output:


https://github.com/kubernetes/kubernetes/issues/38923

S

#4& kube-controller-manager & B & A 2|4 T451213 8 ¢

journalctl -xe -u kube-controller-manager
rbd_util.go:364] failed to create rbd image, output
rbd.go:317] rbd: create volume failed, err: failed to create
rbd image: executable file not found in $PATH, output:

ZAMKA kube-controller-manager EALEZALXHE ceph-common 94K o

{

)

ARET ceph-common X JEIRAAFA :

Sep 4 15:25:36 bj-xg-oam-kubernetes-001 kube-controller-manager

: WO904 15:25:36.032128 13211 rbd_util.go:364] failed to creat

e rbd image, output

Sep 4 15:25:36 bj-xg-oam-kubernetes-001 kube-controller-manager

: WO904 15:25:36.032201 13211 rbd_util.go:364] failed to creat

e rbd image, output

Sep 4 15:25:36 bj-xg-oam-kubernetes-001 kube-controller-manager

: WO904 15:25:36.032252 13211 rbd_util.go:364] failed to creat

e rbd image, output

Sep 4 15:25:36 bj-xg-oam-kubernetes-001 kube-controller-manager
EO904 15:25:36.032276 13211 rbd.go:317] rbd: create volume f

ailed, err: failed to create rbd image: fork/ /usr/bin/rbd:

invalid argument, output:

% E| AR ) R AR & 0 525 Error creating rbd image: executable file not found in
$PATH#38923

JAB EEF Rk AEEF pkg/volume/rbd/rbd.go # func (r
*rbdvVolumeProvisioner) Provision() (*vl.PersistentVolume, error) {
7 %3 ceph-class.yaml F#5HK#ATTRERLEEZEAT
pkg/volume/rbd/rdb_utils.go X #F% 344 1T CreateImage 7 %
(kubernetes v1.6.1h& A& )

func (util *RBDUtil) CreateImage(p *rbdvolumeProvisioner) (r *vi
.RBDVolumeSource, size int, err error) {

var output []byte

capacity := p.options.PVC.Spec.Resources.Requests[vl.Resourc


https://github.com/kubernetes/kubernetes/issues/38923

eName(vl.ResourceStorage) ]
volSizeBytes := capacity.Value()
// convert to MB that rbd defaults on
sz := int(volume.RoundUpSize(volSizeBytes, * ))
volSz := fmt.Sprintf("%d", sz)
// rbd create
1 := (p.rbdMounter.Mon)
// pick a mon randomly
start := rand.Int() % 1
// 1iterate all monitors until create succeeds.
for i := start; i < start+l; i++ {
mon := p.Mon[i%l]
glog.V(4).Infof("rbd: create %s size %s using mon %s, po
ol %s id %s key %s", p.rbdMounter.Image, volSz, mon, p.rbdMounte
r.Pool, p.rbdMounter.adminId, p.rbdMounter.adminSecret)
output, err = p.rbdMounter.plugin.execCommand('"rbd",

[]string{"create", p.rbdMounter.Image, "--size", vol
Sz, "--pool", p.rbdMounter.Pool, "--id", p.rbdMounter.adminId, "
-m", mon, "--key=" + p.rbdMounter.adminSecret, "--image-format",
"1"})
if err == {
break
} else {

glog.Warningf("failed to create rbd image, output %v"
, string(output))

¥
¥
if err I= {
return , 0, fmt.Errorf("failed to create rbd image: %

v, command output: %s", err, string(output))

}

return &vl1l.RBDVolumeSource{
CephMonitors: p.rbdMounter.Mon,

RBDImage: p.rbdMounter.Image,
RBDPooOl: p.rbdMounter.Pool,
Y, sz,




4.4.2 CephFS

%7 BRI e

5%

https://github.com/kubernetes/examples/blob/master/staging/volumes/cephfs/REA
DME.md

k8s-ceph-statefulsets-storageclass-nfs # & &8 K & & A % 8,

Kubernetes persistent storage with Ceph
https://kubernetes.io/docs/concepts/storage/persistent-volumes/#ceph-rbd
Error creating rbd image: executable file not found in $PATH#38923

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
2017-11-02 08:43:28
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https://github.com/kubernetes/examples/blob/master/staging/volumes/cephfs/README.md
http://blog.csdn.net/idea77/article/details/72842723
https://crondev.com/kubernetes-persistent-storage-ceph/
https://kubernetes.io/docs/concepts/storage/persistent-volumes/#ceph-rbd
https://github.com/kubernetes/kubernetes/issues/38923

R4 %BEE 32

Kubernetes & ARt T % #+ % & %3k 2t £ » #]4=Deployment - StatefulSet -
DeamonSet ~ Job » & & % # Jkak i Ji 3 X %] 4= ConfigMap ~ Secret ~ Serivce
FoEE—MRRERER SRS > AOTREZRMIFACAMH  ZTRXEREFZ
B BiE AR 0 FRA — AL FLT £ AYAMLSU 69 7 X B B & A
Bro%ia gy B INRAFEREFBIELL -

MR % %Ak 3 T A3k M Z £ kubernetes 8 A akobjectZ L » L& MR EZ 7 8
% A AR #Ay o B A A B 69 TR E Helm o

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
2017-11-02 08:43:28


https://github.com/kubernetes/helm

i# JlHelm % ¥ kubernetes = H

ARG L% T A B Tél chart » eI & A T oA A charte & o

HelmA&—4-kubernetes= | 8 &% 3 T B » il k & ®charts—— T e B B4F 69 2K
6% R 0 A AR TFUbuntut APTACentOS F #9yum °

Helm chart& Jf %k 3 X kubernetes /& 4 & Al 2 5 tgyam| TAF » T A ARERE & A 89
KAZ B LR AR F 6 —Emetadata » 25 R ARF 5K o

Helm#=charts 9 £ &4F A :

ISEEEY-X 8 1
R 3L
S s

1&F 5 AT &

2 ¥ Helm
B R

e Kubernetes1.5%4 Eig &
o HEEET 15 R B M5 E
o M AThelm& 449 £ 47T ¥L45 ¥ B kubernetes & &

LR TR
BRE L EhelmZ P %

curl https://raw.githubusercontent.com/kubernetes/helm/master/sc
ripts/get > get_helm.sh

chmod 700 get_helm.sh

./get_helm.sh

@] Ztiller®) serviceaccount ## clusterrolebinding


http://helm.sh
https://github.com/kubernetes/charts

kubectl create serviceaccount --namespace kube-system tiller
kubectl create clusterrolebinding tiller-cluster-rule --clusterr
ole=cluster-admin --serviceaccount=kube-system:tiller

R G %2 £ helmk % sstiller

helm init -i sz-pg-oam-docker-hub-001.tendcloud.com/library/kube
rnetes-helm-tiller:v2.3.1

AR -1 BRATHHRE > AATHFORBERAAXLERALZELZR o

A5 251 B serviceAccount

kubectl patch deploy --namespace kube-system tiller-deploy -p '{
"spec":{"template":{"spec":{"serviceAccount":"tiller"}}}}"'

X LZE R

o

$ kubectl -n kube-system get pods|grep tiller
tiller-deploy-2372561459-f6p0z 1/1 Running 0

1h
$ helm version
Client: &version.Version{SemVer:'"v2.3.1", GitCommit:'"32562a3040b
b5ca690339h9840b6Tf60f8ce25da4", GitTreeState:'"clean"}
Server: &version.Version{SemVer:"v2.3.1", GitCommit:'"32562a3040b
b5ca690339b9840b6f60f8ce25da4", GitTreeState:'clean"}

£]3£ B & 4 chart

EABE—/% A mychart #jchart > A —A&charthy {24 -



$ helm create mongodb

$ tree mongodb

mongodb

— Chart.yaml #ChartA% #9rrAfei & 15 &

— charts #&#iachart

— templates ##& BB %

| — NOTES.txt #helmits 13 &

| — _helpers.tpl #/A T/ &kubernetes objcetft &t R
| — deployment.yaml #kubernetes Deployment object
| L— service.yaml #kubernetes Serivce

L— values.yaml #kubernetes object configuration

2 directories, 6 files

32 AR

Templates B & T AyamIL 69824k » #EHEGo templatet® ik o £ H THugo#) #
AR sE A RITEGALZA IR A o

A% AT deployment.yaml XH&IARZ o


https://golang.org/pkg/text/template/
https://gohugo.io

apiVersion: extensions/vlbetal
kind: Deployment
metadata:
name: {{ template "fullname" . }}
labels:
chart: "{{ .Chart.Name }}-{{ .Chart.Version | replace "+" "_
o3y

spec:
replicas: {{ .Values.replicaCount }}
template:
metadata:
labels:
app: {{ template "fullname" . }}
spec:
containers:
- name: {{ .Chart.Name }}
image: "{{ .Values.image.repository }}:{{ .Values.image.
tag }}"
imagePullPolicy: {{ .values.image.pullPolicy }}
ports:
- containerPort: {{ .Values.service.internalPort }}
livenessProbe:
httpGet:
path: /
port: {{ .values.service.internalPort }}
readinessProbe:
httpGet:
path: /
port: {{ .Values.service.internalPort }}
resources:
{{ toYyaml .values.resources | indent 13}

& &% 2 A B9 Deploymentfyamific & U » E 89U K465 a4 A2 Rk 8930 9 2 Go
template * 2+ 89Values£ £ values.yaml XH¥F & L&Y :



replicaCount:

image:

repository: nginx

tag: stable

pullPolicy: IfNotPresent
service:

name: nginx
type: ClusterIP
externalPort:
internalPort:
resources:

limits:

cpu: m

memory: Mi
requests:

cpu: m

memory: Mi

Yoo £ Deployment.yaml F & L)X E4% image: "{{
.Values.image.repository }}:{{ .values.image.tag }}" £+ :

e .Values.image.repository %t &nginx
e .values.image.tag % -Zstable

VAL AT # 48 & fE create chart®) B 4Z B 35 & ik 69 BKIAAE o

AT BRI S AZ e ak Fotag R &R AT B T 89481, sz-pg-oam-docker-hub-
001.tendcloud.com/library/nginx:1.9 °

¥ & B B Fe AR T A Ak
% 1% Fl kubernetes3f & = A &9 Bf 4% 52 B L #Htemplatesis F= M ik £ t9kubernetes 48 4%
12 5] dgyamlté X

1% A helm install --dry-run --debug <chart_dir> 4 k3 iEchartft & -
P a2 TRERG T EAE S KLEFGyamlTH o



$ helm install --dry-run --debug mychart

Created tunnel using port: '58406'

SERVER: "localhost:58406"

CHART PATH: /Users/jimmy/Workspace/github/bitnami/charts/incubat
or/mean/charts/mychart

NAME : filled-seahorse

REVISION: 1

RELEASED: Tue Oct 24 18:57:13 2017

CHART: mychart-0.1.0

USER-SUPPLIED VALUES:

{}

COMPUTED VALUES:
image:
pullPolicy: IfNotPresent
repository: sz-pg-oam-docker-hub-001.tendcloud.com/library/ngi
nx
tag: 1.9
replicaCount: 1
resources:
limits:
cpu: 100m
memory: 128Mi
requests:
cpu: 100m
memory: 128Mi
service:
externalPort: 80
internalPort: 80
name: nginx
ClusterIP

HOOKS:
MANIFEST:

apiVersion: vi1
kind: Service



metadata:
name: filled-seahorse-mychart
labels:
chart: "mychart-0.1.0"
spec:
ClusterIP
ports:
- port: 80
targetPort: 80
protocol: TCP
name: nginx
selector:
app: filled-seahorse-mychart

# Source: mychart/templates/deployment.yaml
apiVersion: extensions/vlbetal
kind: Deployment
metadata:
name: filled-seahorse-mychart
labels:
chart: "mychart-0.1.0"
spec:
replicas: 1
template:
metadata:
labels:
app: filled-seahorse-mychart
spec:
containers:
- name: mychart
image: "sz-pg-oam-docker-hub-001.tendcloud.com/library/n
ginx:1.9"
imagePullPolicy: IfNotPresent
ports:
- containerPort: 80
livenessProbe:
httpGet:
path: /
port: 80



readinessProbe:

httpGet:
path: /
port: 80
resources:
limits:
Cpu: 106m
memory: 128Mi
requests:
cpu: 100m

memory: 128Mi

&A1 T A% 3| Deploymentf=Service 89 % 5 87 ¥4, t # AN ALEY £ F 4%, 0 B 4
A HBAVE values.yaml FHE E64E o

38 % %l kubernetes

£ mychart B kT #HATT @894 4 nginx3t & 2l kubernetes £ #f £ o



helm install

NAME : eating-hound

LAST DEPLOYED: Wed Oct 25 14:58:15 2017
NAMESPACE: default

STATUS: DEPLOYED

RESOURCES:

==> vl/Service

NAME CLUSTER-IP EXTERNAL-IP PORT(S) AGE
eating-hound-mychart 10.254.135.68 <none> 80/TCP 0s

==> extensions/vlbetal/Deployment

NAME DESIRED CURRENT UP-TO-DATE AVAILABLE A
GE

eating-hound-mychart 1 1 1 0 0
s

NOTES:

1. Get the application URL by running these commands:
POD_NAME=$(kubectl get pods --namespace default -1 "app
=eating-hound-mychart" -o jsonpath="{.items[0].metadata.name}")
"Visit http://127.0.0.1:8080 to use your application"
kubectl port-forward $POD_NAME 8080:80

I nginx & 23 F F|kubernetes £ 8 £ » RHMATIR 7 P 896 A1 KM 40 L5 7]
B nginx 5 # o

POD_NAME=$(kubectl get pods --namespace default -1 "app=e
ating-hound-mychart" -o jsonpath="{.items[0].metadata.name}")
"Visit http://127.0.0.1:8080 to use your application"
kubectl port-forward $POD_NAME 8080:80

FE RH5 ] http://127.0.0.1:8080 B 745 ] 2| nginx °

b 73 & frelaese



$ helm list

NAME REVISION UPDATED STATUS
CHART NAMESPACE
eating-hound 1 Wed Oct 25 14:58:15 2017 DEPLOYED

mychart-0.1.0 default

M| B3R & i release

$ helm delete eating-hound
release "eating-hound" deleted

TaNZE

EAVT VAE 2 chart.yaml ¥ #9helm chartfi 13 & » ARG 12 A T 7|4 & Hchartdr
6L a8, — A 4E U o

helm package .

T mychart-0.1.0.tgz XH o

R H

EAVT VAL requirement.yaml F & U BTIR 8 chart » #]4e & L
2t mariadb #91R#H :

dependencies:
- name: mariadb
version:
repository: https://kubernetes-charts.storage.googleapis.com

£ helm lint . #4TUARERH AR E LT EH o

2RI

KAV BT 22 £ chart 7T A8 T HTTP servert) 7 X424t o



$ helm serve
Regenerating index. This may take a moment.
Now serving you on 127.0.0.1:8879

1% ¥ http://localhost:8879 7T LA %R A% K #chart o

— C O @ localhost:8879

Helm Charts Repository

e mychart
o mychart-0.1.0

Last Generated: 2017-10-25 15:19:14.920637 +0800 CST
B i - Helm chart

B AEFEBP ST VAT Hchartt £ 4 &, o

R-ZMEAN | % £ 5]

MEANE Ji] sk #) 2 M 58 feweb 2 A 89 %, 9% 71 % 69 JavaScriptiR B 4 » KB 648
MongoDB ~ Express.js ~ Angularf#Node.js °

T #charts
$ git https://github.com/bitnami/charts.git
$ charts/incubator/mean
$ helm dep list
NAME VERSION REPOSITORY
STATUS
mongodb 0.4.x https://kubernetes-charts.storage.googleap

is.com/ missing



# Fmongodb 8 & i » F % £ #— T chart °

/£ . https://kubernetes-charts.storage.googleapis.com/ ﬁéGoogkﬁﬁiﬁ
Bychart/k » 17 19 1% Hu bk 7T YA 2] BT A 8chart?| & o

$ helm dep update
Hang tight while we grab the latest from your chart repositories

...Unable to get an update from the "local" chart repository (ht
tp://127.0.0.1:8879/charts):

Get http://127.0.0.1:8879/charts/index.yaml: dial tcp 127.0.
0.1:8879: getsockopt: connection refused
...Successfully got an update from the "stable" chart repository
Update Complete. #Happy Helming!x
Saving 1 charts
Downloading mongodb from repo https://kubernetes-charts.storage.
googleapis.com/

BT & 89image#t £ values.yaml X F&E o

T 2 £k &k 9 chart °

$ helm dep build
Hang tight while we grab the latest from your chart repositories

...Unable to get an update from the "local" chart repository (ht
tp://127.0.0.1:8879/charts):

Get http://127.0.0.1:8879/charts/index.yaml: dial tcp 127.0.
0.1:8879: getsockopt: connection refused
...Successfully got an update from the "stable" chart repository
Update Complete. #Happy Helming!x
Saving 1 charts
Downloading mongodb from repo https://kubernetes-charts.storage.
googleapis.com/

1% 7 mongodb chart#c &
KR4 T84 charts/mongodb-0.4.17.tgz B EE > EKR L PR E :

e J% persistence T# enabled % & #false



o Jfimagefs & 4 KA 894K 1% : sz-pg-oam-docker-hub-
001.tendcloud.com/library/bitnami-mongodb:3.4.9-r1

#AT helm install --dry-run --debug . # TR LI °

# 15 705 #1mongodb chartdT & » Z£mongodb#) B & T #A4T :

helm package .

M A F5 9 A @ B 7 B9helm server http://localhost:8879 T AL @ LA
Fmongodb-0.4.17 & 4~chart °

M2 E Fchartfe BT o T8 G %% T A T 8chart B & .

e requirements.yaml # requirements.lock XH# ¥
8) repository # http://localhost:8879

e % values.yaml ¥% storageClass #® & A null

o % values.yaml ¥4 Image #R&XA4A-A 4514

e repositroy #F%E A http://localhost:8879

E R BAVEA AL APVCHT VLG BT A 89 % T 2405 6% 69 Be B AR% & Hfalse T o
¥ ZMEAN
/£ mean B EF T AT :

helm install .

NAME : orbiting-platypus

LAST DEPLOYED: Wed Oct 25 16:21:48 2017

NAMESPACE: default
STATUS: DEPLOYED

RESOURCES:

==> vl1/Secret

NAME TYPE DATA AGE
orbiting-platypus-mongodb Opaque 2 2s

==> vl1/ConfigMap
NAME DATA AGE
orbiting-platypus-mean 1 2s



==> v1/Service

NAME CLUSTER-IP EXTERNAL-IP PORT(S)
AGE

orbiting-platypus-mongodb 10.254.144.208 <none> 27017/TC

P 2s

orbiting-platypus-mean 10.254.165.23  <none> 80/TCP
2s

==> extensions/vlbetal/Deployment

NAME DESIRED CURRENT UP-TO-DATE AVAILAB
LE AGE
orbiting-platypus-mean 1 1 1 0
2s
orbiting-platypus-mongodb 1 1 1 0
2s
NOTES:

Get the URL of your Node app by running:

POD_NAME=$(kubectl get pods --namespace default -1 "app
=orbiting-platypus-mean" -o jsonpath="{.items[0].metadata.name}"

)
http://127.0.0.1:8080/

kubectl port-forward $POD_NAME 8080:80

XA MEANZK #4535 26 & 2] 1R fkuberentes 88 2@ 7 ( ZK 1A & /£ default
namespace T ) °

N

AT BEMEANEZ G E R » TrAMEH kubectl get pods ZApodE%E B 3
TR 0 & Fhmongodb#ypod »© A& B FMEAN F 69447 init ©

1% F]Web Ul

fEIngress ¥ 3 Jode T HLE :



- host: mean.jimmysong.io
http:
paths:
- backend:
serviceName: orbiting-platypus-mean
servicePort:
path: /

ARG £ @ F £ #ringress:

kubectl repalce -f ingress.yaml

% TlIngressBc B 5% @ L% 7 Al E

R)G £ AHE] /etc/hosts XA P mw—5HE :

172.20.0.119 mean.jimmysong.io

E 1 172.20.0. 1198732 %7 A VIP ©
A A% R @ F 2 fgoogletgangularjs ~ & A & A~cssiE B A L &7 17 0 T g A

curlm % :

curl mean.jimmysong.io

¥ 2B EHTMLA %
<!doctype html>

<!-- ASSIGN OUR ANGULAR MODULE -->
<html ng-app="scotchTodo">

<head>

<!-- META -->

<meta charset="utf-8">

<meta name="viewport" content="width=device-width, initial-s
cale=1">



4.5.1 1& FiHelm & ¥ kubernetes = Al

<!-- Optimize mobile viewport -->
<title>Node/Angular Todo App</title>

<!-- SCROLLS -->

<link rel="stylesheet" href="//netdna.bootstrapcdn.com/boots
trap/3.0.0/css/bootstrap.min.css">

<!-- load bootstrap -->

<link rel="stylesheet" href="//netdna.bootstrapcdn.com/font-
awesome/4.0.3/css/font-awesome.min.css">

<style>
html {
overflow-y: scroll;
}
body {
padding-top: 50px;
}

#todo-1list {
margin-bottom: 30px;

#todo-form {
margin-bottom: 50px;
}
</style>

<!-- SPELLS -->

<script src="//ajax.googleapis.com/ajax/libs/angularjs/1.2.1
6/angular.min. js"></script>

<!-- load angular -->

<script src="js/controllers/main.js"></script>
<!-- load up our controller -->

<script src="js/services/todos.js"></script>
<!-- load our todo service -->

<script src="js/core.js"></script>

<!-- load our main application -->

644



4.5.1 1& FiHelm & ¥ kubernetes = Al

</head>
<!-- SET THE CONTROLLER -->

<body ng-controller="mainController">
<div class="container">

<!-- HEADER AND TODO COUNT -->
<div class="jumbotron text-center">
<h1>I'm a Todo-aholic <span class="label label-info">
{{ todos.length }}</span></hi>
</div>

<!-- TODO LIST -->
<div id="todo-1list" class="row'">
<div class="col-sm-4 col-sm-offset-4">

<!-- LOOP OVER THE TODOS IN $scope.todos -->
<div class="checkbox" ng-repeat="todo in todos">
<label>
<input type="checkbox" ng-click="deleteT
odo(todo._id)"> {{ todo.text }}
</label>
</div>

<p class="text-center" ng-show="loading">
<span class="fa fa-spinner fa-spin fa-3x'"></
span>
</p>

</div>
</div>

<!-- FORM TO CREATE TODOS -->
<div id="todo-form" class="row'">
<div class="col-sm-8 col-sm-offset-2 text-center'">
<form>
<div class="form-group">

645
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<!-- BIND THIS VALUE TO formData.text IN
ANGULAR -->
<input type="text" class="form-control i
nput-1g text-center" placeholder="I want to buy a puppy that wil
1 love me forever" ng-model="formData.text">
</div>

<!-- createToDo() WILL CREATE NEW TODOS -->
<button type="submit" class="btn btn-primary
btn-1g" ng-click="createTodo()">Add</button>
</form>
</div>
</div>

<div class="text-center text-muted">
<p>A demo by <a href="http://scotch.io0">Scotch</a>.</
p>
<p>Read the <a href="http://scotch.io/tutorials/java
script/creating-a-single-page-todo-app-with-node-and-angular">tu
torial</a>.</p>
</div>

</div>
</body>

</html>
A I

1% 19 http://mean.jimmysong.io T AF B4 T @ > & 4& 3L F ¥ de JL % todo :
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4.5.1 1& FiHelm & ¥ kubernetes = Al

[ MNodefAngular Todo App *®

- 1 |® mean.jimmysong.io {r] OGO @

I'm a Todo-aholic [*

) Bird goes tweet
[Tl Cat goes meow
[ Cow goes moo
] What does the fox say?

| want to buy a puppy that will love me forever

Add

A demo by Scotch.

Read the tutorial.

source hitps:/jimmysong.io

E K - TODOE F & Web T &

Z : Todo ¥ 89 L F %k B What does the fox say ?
MK 7RG T vAE A T @ 89 44 Jf mean chartdf 3£ 69 Kbchart & & F o

f2mean B & T #AT :

helm package .

BRAIF http://localhost:8879 4% 7T VAE 3|4 T =/ >chart :

® Mmean
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e Deploy, Scale And Upgrade An Application On Kubernetes With Helm

e Helm charts

e Go template

e Helm docs

e How To Create Your First Helm Chart

e Speed deployment on Kubernetes with Helm Chart — Quick YAML example
from scratch
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https://docs.bitnami.com/kubernetes/how-to/deploy-application-kubernetes-helm/
https://github.com/kubernetes/helm/blob/master/docs/charts.md
https://golang.org/pkg/text/template/
https://github.com/kubernetes/helm/blob/master/docs/index.md
https://docs.bitnami.com/kubernetes/how-to/create-your-first-helm-chart/
https://www.ibm.com/blogs/bluemix/2017/10/quick-example-helm-chart-for-kubernetes/

¥ A Chart © &

{# Fl Chart{® T 31 £ #= & ®kubernetes ¥ 49 2 Al » Hsb % S AR A % T WA
AR ~ BFIRILE X 0 R A BIEE AlyamI U 69 £ 27 XS &R #
AFEE HENALEZMEA TchartS & o

Ja o
s

1+ 4 £ Chart

Chart£helm& 2 &9 & A 8947 G4 X, o € L34 T 4H4E ¢

o Chart¥ &.4&— £ 7| 69yamité X 69 4 it s‘cﬁa o
o —ANChartAkIFENGELAG > FRZITEE  FRZEE S MK
oA ET— MRS

ChartA 4 28 B Z 4 M » 7T 447 eL4e sk # 4T AR R 4% 4

Chart#y 4L m 4
KA1 vhnginx#gchart 4 %) » ¥ A chartéy 28R 4 ©

nginx/
Chart.yaml

LICENSE

README . md
requirements.yaml
values.yaml
charts/
templates/

templates/NOTES. txt

Chart®y £ 7 A,



¥ chart 294 & £ KM T L chartd= iz #2chart® & F #chart & & 7 R, o
2% KAXchart

16 X A HuchartB % : helm install .
o 1§ % AK¥chart/x 4% & : helm install nginx-1.2.3.tgz

Z ¥ chart® /& F ¥ chart

o 1A EKINE)ZA & : helm install stable/nginx
o £ A5 892 % : helm install localhost:8879/nginx-1.2.3.tgz

% IR LT A3 chartdt BB 1E 4 # & X4 ® #lwebk % & £ » #]4=GitHub pagesft
A chart e FALT VA o

IR B 22
H AP 77 Ak E Echartf & #i o

o B RHchartty charts B ZF T &L
o A £ requirements.yaml XH#F Z LARH b9chart

£ & Achart?y charts B & F T AZ LARP 9 Fchart © Fcharth 4= T4F %

o Lik15 Fl X chartP 8 & &
o X chart?T VA& & Fchart® ¢ & &

Chartt &

Chart ©/& (repository) Z£—/AF k% index.yaml X #HFedr 804F8chartL
BgwebR % % o Zalchart© EA Y R A X E F AR RIEIE » & & i3 R B% 9
AR A SR A e o

AcharteE A Z —AHTTPMR % » @ ZHTTP GET £ I YAML X #FF=chart ) /& %4
63, o BTVATT VAN 3R 3 U A5 fif e webR % % F » #]42GCS ~ Amazon S3 ~ GitHub
Pages%¥ °

% Tchartt &8 & %12 815 5 £ Helm chart L 4% o

#13#Monocular Ul


https://github.com/kubernetes/helm/issues/1038
https://github.com/kubernetes/helm/blob/master/docs/chart_repository.md

%% Monocular Ul #122UI °

F %0 B B A

git https://github.com/kubernetes-helm/monocular.git

eSS

e Angular 2

angular/cli

Typescript
Sass
Webpack
Bootstrap

/£ monoclar/scr/ui B ZFTFTHATUA T4 A ZERM ¢

yarn install

npm install -g @angular/cli
npm install -g typescript
npm install -g webpack

EAT
¢ &

docker-compose

;%m

fa % 6932 47 7 A% Al docker-compose :

docker-comopse up

b H BN B e T H

oy
N
A=)

e bitnami/mongodb:3
e bithami/node:8
e quay.io/deis/go-dev:v1.5.0


https://angular.io/
https://github.com/angular/angular-cli
https://webpack.github.io/
https://docs.docker.com/compose/

2H —MEKEbuildE 2 » MR RIK o

1¢ Flhelm

bR ERCEARAKZE Thelm » # £ kubernetes £ ¥ 22 % Tiller » ILi# lhelm &
¥ kubernetes iz A} °

# FEZEnginx ingress

$ helm install stable/nginx-ingress

$ helm repo add monocular https://kubernetes-helm.github.io/mono
cular

$ helm install monocular/monocular

@00 / Monocular: Discover & launc x\ \ Jimmy

“ G {} @ helm.jimmysong.io * D0 VEKEO® :

Monocular Charts + Login with GitHub *+ About

Discover & launch great Search charts...
Kubernetes-ready apps

Github What is Helm? Monocular is an Open Source project | v0.5.2
Slack Documentation
Twitter Wiki

With @ by Bitnami and Deis

B kR - Helm monocular’-

Anginx ingressfe & K& » B A B 7 69 chart ¥ api4 uifk i 49 & Fl # #9domain
name ° #&1& fl 89 Ztraefik ingress *  api % FI 3] » BT lie R T chart °



Monocular Ul
Helm Chart - GitHub
i ftKubernetes &z Al 3 & L A-Helm<Z 2 ] 3¢ &
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https://github.com/kubernetes/helm/blob/master/docs/charts.md
https://www.kubernetes.org.cn/2706.html

HEERGAR

WHEERGAH » HARCICD » MR G TRILT » &L ZDevOps T # & 69 7
HW o i e kubernetes PAE A MBS A A TE? TART UG L RIFRA
W R A R 0 Bl Jenkins » AL XA £ kubernetes P E — £ F S MRS X
A LB s #]4=Drone °
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i Mdenkins #iTH S ERES XA

£ A1A T Jenkins 89 Cl/CDAAZ 4 T PT % ©

. KbEEneses PowerDNS:2e filebeat-test.yaml

5 HARBOR"

S

& & &
Pullimage‘ T_

apiVersion: extensions/vibetal

UpdGTe DNS Servicename xxx
Template

YamL

BWith scripts

o
©@cCall
-“"]g ®Creating serivce yaml

)  — B i i

D @Push image .

) 4

4 Pod | | @ | —Jenkins

o

E R ——— P

S R —— | @ Trigger | .

(=] T — —— T T T

8 guinssae— GitLab

)l ]

w " .

S i = | ] . ingress.yam|

g 0 I o I & 0 .'Q_) apiVersion: extensions/vibetal @Push

E O\ St || £ e |

N ) e m— ‘ '

N o, |8 Ire |
w .

a H N & | &S| 2 | |  User defined
> treefik U w = 5
o - | : | e— Ll A J Service Name
f£o 0 prN = Resource Request
4+ 4 .
= %/‘ p | I 0 DCommit Instance number
S . GiItURL
ST I 8 I |
8 [: 0 I :E#.’u I Pod 0 R : Br_unch
Q I | I A u ervice type
2 R R | kingdata. con
L =

© Jimmy Song https:/github.com/rootsongjc/kubernetes-handbook

B K - A TJenkinst ¥4 E 5% #

A2 A
K M 3 Fe B A RAR LA o

1. A P #Gitlab#® T X5 » XS & 5577 8,8 Dockerfile

2. BRI TR E

3. AP ELAREANEER St ERIF X ~BEER RS L4~ FRK
T~ EH A 255 Ak K Jenkins B #h

4. Jenkins & CIiA K& B # %% K8 747 & Adocker#t 1% 4f i 2| Harbor 4t 1% & &

5. Jenkins®CIA KL T 6.4 T B T LB A& » RIE KA 4 &4F 89 kubernetes 89
YAMLAE AR » F4 2 6 T 4 i A P 3 8 %77



6. 2 Azl 9kubernetes YAMLES & ST+

7. Z#Ingresstyfic & » ARIEH A0 F 09 2 M 69 % AR » fEingress ) Bl & SUAF F 3§ Jo
— %% uiz &

8. ##PowerDNS > ® i P45 —XDNSEF » IPHaE AL F 2 69IPHAE - X
TR%K¥ & HERALGT ARLE

9. JenkinsiA Ml kubernetestAPI » 3f & 52 ]
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i# FiDrone# TS ES XA

Drone—/MHAGoE T AL MATER BT FEE RIS -

At & GitHub

1% FlDrone*t GitHub L &9 KA # AT B MBS XA » FE 8 A L£GitHub L% & — 4
OAuth® %= :
1. /£ Github L 4] & — /37 89 OAtuh = A

1% [l https://github.com/settings/applications/new ° &1 2 #7 8 OAuth & A o

&« C (Y | & GitHub, Inc. [US] | https://github.com/settings/applications/new Q¥ 0 VE O®

Pull requests Issues Marketplace Explore O H-

Register a new OAuth application

Application name

Drone

Something users will recognize and trust
Homepage URL

http:/flocalhost

The full URL to your application homepage

Application description

“

This is displayed to all users of your application
Authorization callback URL

http://localhost

Your application’s callback URL. Read our OAuth documentation for more information.

Register application Cancel

© 2017 GitHub, Inc. Terms Privacy Security Status Help Contact GitHub APl Training Shop Blog About

Hh - OAuthiz#t


https://drone.io
https://github.com/settings/applications/new，创建新的OAuth应用。

MG g RAZ R Heak o B AT RMGAT o FTVARATARE http://localhost °©
2. 7R BLOAtuh Client ID#"Client Secret

Je EM TRE KT A A4 T B BT 89 0AuUth Client ID#=Client Secret » %4 T
ko RAEmERE o

B G o i <

« C (O | & GitHub, Inc. [US] | https://github.com/settings/applications/610264 Q¥ D0 VE Q@ :

O Pull requests Issues Marketplace Explore a4~ H-

Settings Developer settings

| OAuth Apps Drone

GitHub Apps -
o rootsongjc owns this application. Transfer ownership
Personal access tokens

You can list your application in the GitHub Marketplace so that
other users can discover it.

List this application in the Marketplace

1 user

Client ID
874 EEEE =

Client Secret
bcold -_ HE N RN

Revoke all user tokens Reset client secret

Application logo

Upload new logo
. You can also drag and drop a picture from your computer.
Application name

Drone

Something users will recognize and trust
Homepage URL

htto://localhost

Ak - OAuth key

1% Fl docker-compose % #L3z T

R KB E

Ay

FAVE AMINIE » 1%l docker-compose * 3% B Drone ® 7
Drone °


http://docs.drone.io/installation/

KAV ARAL I % £ Github E » F ZDrone ™ A 42 & A & A Github 89 %4 » A it
& 2457 docker-compoe.yaml XA ¥ 89GitHub® & °

version: '2'

services:
drone-server:

image: drone/drone:

ports:

volumes:
- /var/lib/drone:/var/lib/drone/

restart: always

environment:
- DRONE_OPEN=
- DRONE_ADMIN=3jimmy
- DRONE_HOST=localhost
- DRONE_GITHUB=
- DRONE_GITHUB_CLIENT=${DRONE_GITHUB_CLIENT}
- DRONE_GITHUB_SECRET=${DRONE_GITHUB_SECRET}
- DRONE_SECRET=admin

drone-agent:

image: drone/drone:

command: agent

restart: always

depends_on:
- drone-server

volumes:
- /var/run/docker.sock:/var/run/docker.sock

environment:
- DRONE_SERVER=ws://drone-server: /ws/broker
- DRONE_SECRET=admin

e /var/lib/drone ZAEAMBERIGE F > FHHARZE T LHAL » BT A4
dockeriz 91 %] » MacT T "Afedocker®y 2 £ B F VB E -

e DRONE_SECRET T WAZ—ARALE)FHF S » Z#R drone-
server 4§ drone-client #] DRONE_SECRET #8F] °

e DRONE_GITHUB_CLIENT ## DRONE_GITHUB_SECRET FBF.f£ Al @ ¥ 1% 69 OAuth &9



Client ID#=Client Secret °

2 #Drone

1% R T & 8 a4 48 A3 2 Fhdrone ¢

docker-compose up

BHERLANERH » mt -d RERTULEEE B °

7% [ http://localhost™ A& 3] & [ & & o


http://localhost可以看到登陆画面。

4.6.2 1 FiDrone#t iTH & £ R 5 % H

) Authorize application X

< > C 0O {E GitHub, Inc. [US] | https://github.com/login/oauth/autharize?... 1‘.".'] QD0 9B O@®

e o ()

Authorize Drone

Drone by rootsongjc
wants to access your rootsengjc account

Personal user data
Email addresses (read-only)

b

Repositories
Public and private

n Organizations and teams
Read-only access

Organization access

:: doczhen X
‘] kBsmeetup X
TalkingData X

&) cloudNativeWorld X

Authorizing will redirect to
http:f/localhost

Request
Request
Request

Grant

& MNotowned or () Created day ago 28 Fewer than 10
operated by GitHub GitHub users

Learn more about OAuth

B R - Drone’® & @

A T vAK B GitHub repoik & ©

661



S

4.6.2 1% 1 Drone# 17# 4

£ account | drone X

«S>SCO ,@ localhost/account ?ﬁl V0O 9E Q0@

9 Account @

© SHOW TOKEN

1 SYNCLIST rootsongjc/Cloud-Native-Python
rootsongjc/Eagle @&
rootsongjc
rootsongjc/Metamorphosis

rootsongjc/RocketMQ e

rootsongjc/alloy

rootsongjc/alluxio
rootsongjc/ambari @
rootsongjc/automator-workflows i
rootsongjc/awesome-cloud-native O .

rootsongjc/awesome-go
rootsongjc/beautifulhugo &
rootsongjc/catalog-hadoop

rootsongjc/cattle @

Successfully activated rootsongjc/awesome-cloud-native e

Bk - Github Frepoik &

662



4.6.2 1 FiDrone# iTH S £ R 5 % H

@ rootsongjc/awesome-cloud-n: X

&« iy [G)IucaIhost.-’ruutsongjc;‘awesome—cIoud—naii\.re,fsettings ﬁ.l DO ®EQ® :

102

[~

rootsongjc / awesome-cloud-native PO

Builds Badges Settings Secrets

rootsongjc/alloy

Q@ - Push Hooks : .
@ -
rootsongjc/awesome-cloud- Pull Request Hooks ¢ .
native
Q@
@ Tag Hooks [ ]
Deploy Hook @
Trusted b}
Gated @
Timeout ] 60 minutes

Bk - Github¥ repoik &

e Drone Installation
e Github - Drone

Copyright © jimmysong.io 2017 all right reserved » powered by GitbookUpdated:
2017-11-02 08:43:28
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http://docs.drone.io/installation/
https://github.com/drone/drone

4.6.2 1 MiDrone# T4 £ R 5 & H
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HEHHR

Kubernetes®| B a] A L K AR B =N A RAT— AR T A » B3 F AT VAR IE
e X—3 s L EREkubernetes A AR X A0 B A 5% o
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F # 4t % kubernetes £

B ATkubernetes® & 7 X A% L3 & A 1% tm 8 F ah 22 K 69 E B o foT FH 4869 8 T AL >
R A & & ¥ Tkubernetes & 25 7+ 4% 69 L A% o

o Zubuntut4=fT4% Mjujuft 4 : https://kubernetes.io/docs/getting-started-
guides/ubuntu/upgrades/

o 1% Mkubeadm+t %4 : https://kubernetes.io/docs/getting-started-
guides/ubuntu/upgrades/

FAHF BT R EROFTR > RS AATFEL AR EF % » Hdojuju ~
kubeadm - kops ~ kubespray 3 ©

manual upgrade/downgrade testing for Kubernetes 1.6 - google group * £ 3& 4
Google group ¥ 4 # T kubernetes ¥ s 7- & 69 IF] & » 258 T A E# WL o

5

e Cluster Upgrade #2524

e Upgrading self-hosted Kubernetes

e Upgrading Kubernetes - kops

e Upgrading kubeadm clusters from 1.6 to 1.7

e How to Upgrade a Kubernetes Cluster With No Downtime

e manual upgrade/downgrade testing for Kubernetes 1.6 - google group
e Notes/Instructions for Manual Upgrade Testing1.5 -> 1.6

e Upgrading Kubernetes in Kubespray

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
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https://kubernetes.io/docs/getting-started-guides/ubuntu/upgrades/
https://kubernetes.io/docs/getting-started-guides/ubuntu/upgrades/
https://groups.google.com/forum/#!topic/kubernetes-dev/jDbGKAsfo4Q
https://github.com/kubernetes/kubernetes/issues/2524
https://coreos.com/matchbox/docs/latest/bootkube-upgrades.html
https://github.com/kubernetes/kops/blob/master/docs/upgrade.md
https://kubernetes.io/docs/tasks/administer-cluster/kubeadm-upgrade-1-7/
https://medium.com/retailmenot-engineering/zero-downtime-kubernetes-cluster-upgrades-aab4cac943d2
https://groups.google.com/forum/#!topic/kubernetes-dev/jDbGKAsfo4Q
https://docs.google.com/document/d/1DtQFhxmKSZJJ_yv8ttweqotburHHZWxaCYnFbjLDA5g/edit
https://github.com/kubernetes-incubator/kubespray/blob/master/docs/upgrades.md

#+ % Dashboard

&A1 kubernetes1.6 49 i 1% F] it 2 ¥ T dashboardi&#F » &G4 2 LT
kubernetes1.68k A % #9 o 4o 4-kubernetes1.8# & I L& A » 4efef #+ & dashboard
VA IR BT R P I fEOR

Dashboard ) + & seiz 6 £ » WA ERRE—ANArsmm Bl > F kBRI ERE B g
JamAPIZ A » B £ R F & £ 3R Sdashboard #yamlfic & ST 694815 28 =T 1A
T > 1224 T 1% Fldashboard1. 7/ A F 69 P B[ fg » 3F F S — L sh a9 32

1 o

dashboard® & # A &% Wrelease note » AT IR AAVI7.1 > TEENBH
dashboard }Av1.6.37F % 2Iv1.7.15F 7 & Al P & EIAIE 69 % a3 3% o

F+ 25 4
M IR Sk B9 R AR

B JLM tR R k 69 dashboard % &

kubectl delete -f dashboard/

¥ dashboard B & & A7 A yamlsU# ¥ & 3 Ik 238 #l ik > &4&Deployment »
servicefe A YR E F o

3R E A
BAMER B A B EIHRZE  BATRETRE

wget https://raw.githubusercontent.com/kubernetes/dashboard/mast
er/src/deploy/recommended/kubernetes-dashboard.yaml

15 PR 2 8 P AN AR M AE 4 KA B9 AL Hohk o

e gcr.io/google containers/kubernetes-dashboard-init-amd64:v1.0.1
e gcr.io/google_containers/kubernetes-dashboard-amd64:v1.7.1


https://github.com/kubernetes/dashboard
https://github.com/kubernetes/dashboard/releases

AR AR T AR B B 32 = BRI ¢

e index.tenxcloud.com/jimmy/kubernetes-dashboard-amd64:v1.7.1
¢ index.tenxcloud.com/jimmy/kubernetes-dashboard-init-amd64:v1.0.1

Y service typet B 4 NodePort ° 52Uz 8yaml L kubernetes-
dashboard.yaml » & J& %= vA3F F # R A b9 dashboard T ©

kubectl create -f kubernetes-dashboard.yaml
# Bldashboard 9 kM 7 1] 5% &

kubectl -n kube-system get svc kubernetes-dashboard

NAME CLUSTER-IP EXTERNAL-IP PORT(S)
AGE

kubernetes-dashboard 10.254.177.181 <nodes> 443:32324/

TCP 49m

15 B B P AGAEAT— ¥ & 0 BP9 47 A dashboard B[ T @ » 4w
https://172.20.0.113:32324/ (%1% A httpsis 17 )

<~ C ) | A Not Secure | https://172.20.0.113:32324/#1/login % | O ¢

Kubernetes Dashboard

Authentication method:
(® Kubeconfig
() Token

Kubeconfig YAML file *

brand kubeconfig

AR - &5


https://github.com/rootsongjc/kubernetes-handbook/tree/master/manifests/dashboard-1.7.1/kubernetes-dashboard.yaml
https://172.20.0.113:32324/（请使用https访问）：

4.7.2 #F % dashboard

W ARNEY kubeconfig LHFAEFESEAE 0 kubeconfig XHFF EL4EE KGR P
% ~ ik $ Fotokends & o

B G W AA G OAZXFY

) Overview - Kubernetes Dashb %

& (4] 0 [A Not Secure | hitps://172.20.0.113:32324/#!foverview?namespace=default ﬁ] 0 :

kubernetes Q  Search +or | O

= Overview

S ]
HEREE
it
BANFEE
1=
iz

o e —

Er=l) %Wﬁmf"ﬁ

default  ~ MEMEEERNA. EFECHETE, UNKEHNEREEaHR TRES

Overview

IfFmE
TPzt
$E

Bh-&aR

XAERAZA P ZEAE M default 4% %8 8475 B AR o

BB URLMAE F 89 namespace FH A %A P A R Ri5 B 694 24 % 7] 4o
brand : https://172.20.0.113:32324/#!/overview?namespace=brand :

669


https://172.20.0.113:32324/#!/overview?namespace=brand

4.7.2 #F % dashboard

£) Overview - Kubernetes Dashb x

& i ‘A Nor-: .S.e;::ure-|“h-&as:m72.26.0.1‘|3‘3Zazaf#.!,fcverview?namespace:brand *| 0O ¢
kubernetes Q. Search + e | 6
= Overview
-3

CPU usage Memory usage @
WREE
TR 0.450 109 6i)
0.400 9.69 Gi
HALTEES i e
g 000 ﬁ 7.26 Gi
BE Z 0200 e 484 Gi
TEhEs ° o100 T osai
342 15:46 15:50 15:53  15:56 1542 15:46 15:50 15:53 15:56
wEEE o) 8]
brand bt
Overview Resource Status
IfFta#
oiaid
Pods
BE
B Running 15
5
H8A Pending 0
RS W Failed 0
BIFIEREE
BIRERIAE
EEEMS Mo
hiEFL . o
&34 -
MRS
= el ®E - E ] = % e
EESE B = T KA BEEE Bl CPU (1%) AT (F7)
BEE 0 mysql3306-2553 172.20.0.113  Running 0 21 35 0 PP —
FAMLEFHERN _ s
REEn ° kafka-2 172.20.0.113  Running 0 2 /B 0.106 473.668 Mi =

B Ik

Ak -HApEHR

& [kdashboard# B 4% =T vA48 & kubeconfig UHFRINER P AR o o fe £ B [
dashboard®s 5 € 8 kubeconfig X #4544 472 i 7 1A 1E 42 42 89 kubeconfig T

# o

A b EF 4 A P token 0 %4 A brand A P 4 sxtoken :

$ head -c 16 /dev/urandom | od -An -t x| tr -d ' '
a09bb459d67d876cf1829b4047394a5a

670



%1z A P #9tokenit fe Bl kuberentes APLE 35 5 4L P 35 T 49 token XH P » £z
R B35 /etc/kubernetes/token.csv °

a09bb459d67d876cf1829b4047394a5a, brand, 10002, "brand"

2% : k4 Namespace##ServiceAccounttd F| » #F & brand °

& 2 API serverdu o 8, sg #769 Be & o

Rg e L@ A i h) kubeconfig XH ¥ B m—A4T token #9ELE » 4o T AT ¢

I' brand.kubeconfig %X

O oo NoOoOOLL A WN PR

NNRPRRPBRRRRBRRPRRRR
RO VWONOULAWNROS

apiVersion: vl
clusters:
— cluster:
certificate-authority-data: LS@tLS1CRUdJTiBDRVJUSUZJQOFURS@OtLS@tCk1ISURtakN
server: https://172.20.0.113:6443
name: kubernetes
contexts:
- context:
cluster: kubernetes
namespace: brand
user: brand
name: kubernetes
current—context: "kubernetes"
kind: Config
preferences: {}
users:
- name: brand
user:
client-certificate-data: LS@tLS1CRUdJTiBDRVJUSUZJQOFURSOtLS@OtCk1JSUQwakNDQX
client-key-data: LS@tLS1CRUdAITiBSU@EgUFJJVKFURSBLRVKtLS@tLQpNSU1Fb3dJQkFBS@
token: a@9bb459d67d876cT1829b4047394a5a

Bk - kubeconfig X #

AT LA brand. kubeconfig Xk & [kdashboard 7 » @ B R 487 17 fe 3
1€ brand % TR T Z o

Dashboard log in mechanism #2093


https://github.com/kubernetes/dashboard/issues/2093

Accessing Dashboard 1.7.X and above

Copyright © jimmysong.io 2017 all right reserved > powered by GitbookUpdated:
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PR 5 B4

Kubernetes % 7+ Z #13t & 4% B Cloud Native #32 A1% 49 » Cloud Native + A 4~
FTRMOSK ARG RMZLT » SR LR AFI MRS G > MERS R EE
% 0 o TR FHATE VR IER S8 SLAR? A TINEHE @ LA RIZX AP »
FRAAET R eI > BEEBNRELRIN -~ Kix - 2 AKX BBEFFS > Service
mesh FLi&d 4 o
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PR 5P 8 IR % & 3,

EEREMEE > AARGE LB FE o AE4 0 FTAMR ST VA Bk BB U
PHRE C FTALT AR RS R EA o 222t THMMRE R > mAGHFES > RS
Z A6 FRAG s Fe R FARYT BT ROR SIS > IREZINART MRS FH—4%
1 AR o

IR GBI A B P R G RIAIR G s IR 5 RILAAY » RAMgde T RPT R o

Service Discovery in Microservices

Server-side Service Discovery

Consumer )

Request to consume the service

Client-side Service Discovery

. Consumer
Consume the service

Ribbon Request for service address Infrastructure provided
—_————————
Router/Load Balancer | 1 I Kubernetes/SkyDNS
‘Rou'fer‘/Loud Balancer ‘ E— Ingress LB
Service Register Eureka !_ T T Traefik
PowerDNS
Register Destray Service Register Eted
Register Destroy
Forward

Service Provider

© Jimmy Song https://github.com/rootsongjc/kubernetes-handbook

Service Provider
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Service Mesh IR % M #

Service mesh SUiFEAE "R % M &< > 4F 4 R % 18] 3845 89 B Ak1% 56 2 o Buoyant /2 3] 89
CEO Willian Morgan ML X B L& WHAT'S A SERVICE MESH? AND WHY DO
| NEED ONE? ¥ ### 7 4+ X & Service Mesh » A4+ 4 =/ & & R & & Service
Mesh °

A service mesh is a dedicated infrastructure layer for handling service-to-
service communication. It's responsible for the reliable delivery of requests
through the complex topology of services that comprise a modern, cloud
native application. In practice, the service mesh is typically implemented as
an array of lightweight network proxies that are deployed alongside
application code, without the application needing to be aware.

1+ 4 & service mesh ?

Service mesh A 4= T JU/M4F &

o 2 FIAZSF A iR F ] 2

o EFH/MBIE

o LA K RuSn

o MR A ALF 0 ERX/ABNY ~ BdE ~ BIRFRE LA

B 7T A 2K AT 69 service mesh FHR 4k # Istio #= Linkerd #F =T ¥4 B /£ kubernetes
d &K 0 £ P Linkerd &2 %4 CNCF & i o

3% #% Service Mesh

4o R — 6] 1% k BT 2 & Service Mesh » T A3 € btk & 5 A5 XA MR %
B & TCP/IP » fi FTAR % Z A 69 M %&RA ~ A~ Wife 42 - TR B R AEF
KR —MEM % TCP/IP X — 2 (tteidxd HTTP #iL89 RESTful 2 A ) » B4
1% H Service Mesh st £/ £ A IR % Z 8] 69 AR 2 )7 ok & 38 it A 42 5 B & L HiE
REIEF I bt Spring Cloud ~ OSS » # A& R £ L % Service Mesh 3£ T /A

T o


https://buoyant.io/2017/04/25/whats-a-service-mesh-and-why-do-i-need-one/
https://istio.io
https://linkerd.io

Phil Calgado /£ #6893 & 1 & Pattern: Service Mesh ¥ # 4 f### T Service Mesh
by sk RE Pk

8.

o0k wbh =

IR AE 89 EAUZ 8] B AR A B 234 ik
M % 2 69 & 3

& R B L R AR 5 3R 69 42 ) A
o AR B 5 AL 9131 64 25 1A
K A2 5 8 F R IR 5 R A BT 3 35

BT ETTRATRSZAABE R GRME R » 4= Twitter 89 Finagle #»
Facebook 9 Proxygen » X B 4% 3% 5% 48 a4 52 Rl A2 5 A 3T

BT EITRTREG LA W3 5 69 R > 4= Netflix OSS ~ Airbnb 49
synapse #= nerve

WG AE A R %69 F 5] 2 service mesh 3L

=

=

Service mesh 8 4= T B AT F :

Service Mesh’s
Control Plane

Computer A Computer B
Service A Sidecar Sidecar Service B
Business Logic | f----- Circuit Breaker o Bt o Circuit Breaker | f----- Business Logic
Service Discovery Service Discovery
Flow Control Flow Control
MNetworking MNetworking
Stack Stack

A} - Service Mesh %41 B

A K % 8 : Pattern: Service Mesh


http://philcalcado.com/
http://philcalcado.com/2017/08/03/pattern_service_mesh.html
https://finagle.github.io/
https://code.facebook.com/posts/1503205539947302
http://netflix.github.io/
https://github.com/airbnb/synapse
https://github.com/airbnb/nerve
http://philcalcado.com/2017/08/03/pattern_service_mesh.html

Service mesh Y54 sidecar 547 » st A2 5 R AEW » BT A & AAZ)FH R E
AT o PPt g A AL 5 R 2 09424 7T VA2 serivee mesh P 523,

(e}

Service mesh4= 1 L4F ?

T @A Linkerd 7 1 # f# service mesh =17 T4 » Istio £ /4 service mesh & % —
A EIREL linkerd R A RN > B LTI 415 Istio #= Linkerd 4o/ 72
kubernetes ¥ ITAf o

1. Linkerd # Ik %% K& & 3] B 69383k » ARIE F 69 S R F BT E 3] 4 & IR3% ~ WX
IHLIE & staging R F 9IRS (RFTRFNIFFALAZ=ZAIRLFT) » L%
WA RWILFEANH ZHE? AR EBHEZETUAHIEE » TUALL
Ry B BALTT VA R SR G R BB o

2. % Linkerd #8IK T B 893605 » KA E L E B4 2 IR £ L4 = 0 fE
kubernetes ¥ & service * R service 24 IR %55 X 4 ) 3% 69 L] o

3. Linkerd #&¥% & WM B &k ¥ RAG2E R uF 18] » 4% B AT A 2 R A2 5 69 2 45) F ok
Rz s B 6 2 49) o

4. Linkerd H15 R R E 512 EAH] > Fl 812 ko KA An E R 4R -

5. mRGTEHBIHT ~ Foma TRAHJRTIET » Linkerd e KL £ 3 b
) EFK o

6. 4w R1% FEH LR error 0 Linkerd 20414 BN i BRI BT H ik BB H
Bl TEAF E X o

7. doRiE Ko BB H 1 > Linkerd 23 A K %F K > AL/ RZRFmR
# o

8. Linkerd »A metric F= 5~ X 38 3R 697 XA IR L3 AT 4 69 & A7 o o X 38 3343
B R EE| B F metric A4 ©

A1 1¢ K service mesh ?

Service mesh # XA LKA F RkFHee » M TAREEMIT L2 R0
A s R R R A& Cloud Native 9 kubernetes 3735 T 89 £ 3, o

FEAEG ) MVC =& Web R A2 M T » REZRGARFRE LR Ao RS

A E TEERT (2R ARSI F RO RBMEHFILT » K2 AESBA XS
B BR 5 > PR S Z R R AR IR+ B & 0 BILT twitter A & 89 Finagle


https://twitter.github.io/finagle/

Netflix 7+ % & Hystrix #= Google 89 Stubby XA 8 "HEE P oanc B o XEE AT
service mesh » 12 CAIAR L E A TH TR FEFF LN ITRES » A REREATF
& % 9 service mesh 4% o

£ Cloud Native R T » ZENERLTT AU ARFHE S TITH
kubernetes ¥ 365 5 A 94 QY e » A P TR BBEE B 22303 ~ B 24k
MEAGEARE  FIARXEXRALIy RO ARFGNEE T RE R R
WAy A REFRXEEHGF R AL ETRFAL  RTALAE S 90180

WHAT'S A SERVICE MESH? AND WHY DO | NEED ONE?
So what even is a Service Mesh? Hot take on Istio and Linkerd
linkerd: A service mesh for AWS ECS

Introducing Istio: A robust service mesh for microservices

Application Network Functions With ESBs, APl Management, and Now.. Service
Mesh?

Pattern: Service Mesh
Istio B 77 L A% P LhR
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https://buoyant.io/2017/04/25/whats-a-service-mesh-and-why-do-i-need-one/
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https://medium.com/attest-engineering/linkerd-a-service-mesh-for-aws-ecs-937f201f847a
https://istio.io/blog/istio-service-mesh-for-microservices.html
http://blog.christianposta.com/microservices/application-network-functions-with-esbs-api-management-and-now-service-mesh/
http://philcalcado.com/2017/08/03/pattern_service_mesh.html
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g—] )= uiﬁzn °
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https://istio.io
https://www.amalgam8.io

1% Fistiof) # AT MR 5 & P2 A 4o T 45 M -

o AEFIE I EHRE R AZIAPIAR K 2 EA LT BB ARIRKET
by P 26 G AR o

o TTAMM 1 T AR E IR AR X A Fe ST R B R e iR E 0 R PR R 7
TALIF| ARG FES) o

o RSk ¢ i it B B mesh & VAR T ARAG 8 7 K k454 IR % 2] 6917 1] R
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kEk¥ LBFE LTS RibAkubernetes ~ Mesos ~ &2 & © Bl T A EmEHH
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R
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|
Control flow during
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~
i ~

Config datato ! TN
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TLS certs
to Envoy
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Envoy

Istiof I Envoy XL 894 R A » BRI A VAC+H+HTF X 89 e KT » A TAMA
service mesh ¥ BT A Ik %69 BT A A sbFe 35 A F o Istiof| 1 TEnvoy®# % N E 3
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DR mB AT EF  REEHHEREERD - LLREEL NG 1THIR o

Mixer

Mixer i 3t £ service mesh L4747 o] 42 %] Fa 4% F k% > FF o £ Envoy R 22 A= AL IR
%6938 M FIE o RIDIRBGF RE BT » L% B mixer# AT H 4 o A X 3L B iR B e
REFHEOE S8 mHRAMixerie & o RFELFE AR EQBHELY > 1
A9y 5 &4k TS Ae R ak RAG B s #ATH 0 > AR 2w F 40 2 B Envoy RE fe
Istio & 22 &4 Ik % o

Istio Manager

Istio-Manager A1 1§ A P FelstioZ 8] 8945 0 » Jx Efelorefe B » F45 L4253 54
Istio 84 o &I MixerfeEnvoy F # BUIRITAF T 69 LA m ¥ » A ibf14R bk 2 TR 2
FEORA PRSI G AT o I AEEEAN (BPBRA4E AN AL 2
HTTP/gRPC#% s1 #L10] ) =T ¥A {2 12 /78 1 i Istio-Manageri# 17 4 42 o

Istio-auth

Istio-Auth4® 4% 58 X 89 IR & Al Ae s £ P AIE » AR AABZTLS » A B F Iy EiE %
o g A TFTHLservicemesh?P 9 ke BAE » AAHEZEHRBATRE S O™
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https://istio.io/docs/concepts/what-is-istio/goals.html
https://istio.io/docs/concepts/policy-and-control/mixer-config.html

IstiofF & -F & £ 4 » Google ~ IBMAnLyft5 %Kizttt 2 A & ?
Istio : F] TR £ 69 R 505 52
Istio Overview
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http://www.leiphone.com/news/201705/RwRlyAs7Mi8pqhSb.html
http://www.infoq.com/cn/news/2017/05/istio?utm_source=news_about_opensource&utm_medium=link&utm_campaign=opensource
https://istio.io/docs/concepts/what-is-istio/overview.html

> ;]—_]: . .
2 & istio
AXHRBETROG LA EERR » THEOELE istio 0.1.5 H 4|2 —/~bookinfo
89 R % sk M 1Xistio 69 T fig o

4% R Bgyaml TR =T A £ kubernetes-handbook ) manifests/istio B & 4%
2| PTR GIBRGAR IR T KA H R0 FRIE T MR AT o

Z AT,

e CentOS 7.3.1611
e Docker 1.12.6
e Kubernetes 1.6.0

R

1. THRZEE

T #&33k ¢ https:/github.com/istio/istio/releases
T AR LinuxAR A 89 % AT KA PRL K &,

wget https://github.com/istio/istio/releases/download/0.1.5/isti
0-0.1.5-1inux.tar.gz

2. /%

fRIEJG » AT BB B KM T

— bin

| L— istioctl

I— install

| L— kubernetes

| — addons

| | I— grafana.yaml


https://github.com/rootsongjc/kubernetes-handbook
https://github.com/istio/istio/releases

-

— prometheus.yaml

— servicegraph.yaml

L— zipkin.yaml

istio-auth.yaml

istio-rbac-alpha.yaml

istio-rbac-beta.yaml

istio.yaml

README .md

L— templates

— istio-auth

| — istio-auth-with-cluster-ca.yaml
— istio-cluster-ca.yaml

TTrrr

|

| — istio-egress-auth.yaml
| — istio-ingress-auth.yaml
| L— istio-namespace-ca.yaml
— istio-egress.yaml

— istio-ingress.yaml

— istio-manager.yaml

L— istio-mixer.yaml

istio.VERSION
LICENSE
samples

— apps

— bookinfo
— bookinfo.yaml
— cleanup.sh
— destination-ratings-test-delay.yaml
— loadbalancing-policy-reviews.yaml
— mixer-rule-additional-telemetry.yaml
— mixer-rule-empty-rule.yaml
— mixer-rule-ratings-denial.yaml

README .md
route-rule-all-vli.yaml
route-rule-delay.yaml
route-rule-reviews-50-v3.yaml
route-rule-reviews-test-v2.yaml

|

|

|

|

|

|

|

| — mixer-rule-ratings-ratelimit.yaml
|

|

|

|

|

| route-rule-reviews-v2-v3.yaml
|

[ TTTTTT

route-rule-reviews-v3.yaml
— httpbin



| | — httpbin.yaml
| | — README.md

| L— sleep

| — README . md

| L— sleep.yaml
L — README .md

11 directories, 41 files

INSCAFE AT T B » RK & F 615 T kubernetestyamlsC 4 » =] 2 Al An 2 K

3. % Xistioctl
¥ ./bin/istioctl # M #1745 $PATH H & T o
4.#% 5RBAC

H A &A% £ f9kuberentes/k A& 1.6.0% 1k X HRBAC » X —F TAgkit o 4o 4R
1% i 89 L AupR A B9 kubernetes » 15 5% B 7 LA A o

AT AT a4 > BB Sy th R XAF 69

$ kubectl api-versions | grep rbac
rbac.authorization.k8s.io/vlalphal
rbac.authorization.k8s.io/vlbetal

QA EHT

$ kubectl create -f install/kubernetes/istio-rbac-beta.yaml
clusterrole "istio-manager'" created

clusterrole "istio-ca" created

clusterrole "istio-sidecar'" created

clusterrolebinding "istio-manager-admin-role-binding" created
clusterrolebinding "istio-ca-role-binding" created
clusterrolebinding "istio-ingress-admin-role-binding" created
clusterrolebinding "istio-sidecar-role-binding" created


https://istio.io/docs/tasks/installing-istio.html

A& B MR 8% T A £RoleBinding4s ik ¢ & 1% & A 4 A
4 clusterrolebinding ’ frelease Z &K A & L3869 rolebinding * &4
%lIssue Istio manager cannot list of create k8s TPR when RBAC enabled #327 °

6.% Kistiotz v A1+

R B 694818 A -

docker.io/istio/mixer:0.1.5
docker.io/istio/manager:0.1.5
docker.io/istio/proxy_debug:0.1.5

KM% o R B Istio Auth o

AP A B 69 BT A yaml U F 89 type: LoadBalancer 4% » 4%l ZKik#9
ClusterlP » % J& B & Traefik ingress » #t 7T AL £BFINER 17 7] © 15 5% 2K
Traefik ingress °

kubectl apply -f install/kubernetes/istio.yaml
7. %% BG4+
R B 84518

docker.io/istio/grafana:0.1.5
quay.io/coreos/prometheus:vi.1.1
gcr.io/istio-testing/servicegraph:latest
docker.io/openzipkin/zipkin:latest

ATHTETHR BEFAMEREHDE THE S ¢

index.tenxcloud.com/jimmy/prometheus:vi.1.1
index.tenxcloud.com/jimmy/servicegraph:latest

2 K AE


https://github.com/istio/istio/issues/327
https://istio.io/docs/concepts/network-and-auth/auth.html

kubectl apply -f install/kubernetes/addons/prometheus.yaml
kubectl apply -f install/kubernetes/addons/grafana.yaml
kubectl apply -f install/kubernetes/addons/servicegraph.yaml
kubectl apply -f install/kubernetes/addons/zipkin.yaml

ftraefik ingress ¥ 38 A3 fm vd L JUANR 46982 8 > F Bt 3 Aeistio-ingressfic & e



host: grafana.istio.io

http:
paths:
- path: /
backend:

serviceName: grafana
servicePort:
host: servicegraph.istio.io

http:
paths:
- path: /
backend:

serviceName: servicegraph
servicePort:
host: prometheus.istio.io

http:
paths:
- path: /
backend:

serviceName: prometheus
servicePort:
host: zipkin.istio.io

http:
paths:
- path: /
backend:

serviceName: zipkin
servicePort:
host: ingress.istio.io

http:
paths:
- path: /
backend:

serviceName: istio-ingress
servicePort:



KAV F IstioF2 Bt 89 MK = A bookinfo IR % sk 4 47 M 4R, o

AR G R B B R A

istio/examples-bookinfo-details-vi1
istio/examples-bookinfo-ratings-v1
istio/examples-bookinfo-reviews-vi
istio/examples-bookinfo-reviews-v2
istio/examples-bookinfo-reviews-v3
istio/examples-bookinfo-productpage-vi

%R R B4

Envoy

—
Reguests J

|

(U

Product
page

Ingress Envoy

H A

——

Reviews-v2
.01

Bk - Bookinfo Sample= A %4 &

HF 5 A

kubectl create -f <(istioctl kube-inject -f samples/apps/bookinf

o/bookinfo.yaml)


https://istio.io/docs/samples/bookinfo.html

Istio kube-inject # %44 bookinfo.yaml X 3% wEnvoy sidecarfz
& o &% : https://istio.io/docs/reference/commandsl/istioctl.html#istioctl-kube-
inject

JE AW /etc/hosts T3 HVIPF &4 ingress.istio.io 893t 243 & o Bik
THEAE D57 5

2

F£ R % & F 15 Fhttp://ingress.istio.io/productpage

BookInfo Sample

The Comedy of Errors
Wikipedia Summary: The Comedy of Errors is one of William Shakespeare's early plays. It is his shortest and one of his most farcical comedies, with a major part of the humour coming from slapstick and mistaken identity, in addition to puns and word
play.

Book Details An extremely entertaining play by Shakespeare. The slapstick humour is refreshing!
Paperback: — Reviewer1 Affiiation1
200 pages
Publisher: ok Fokk
PublisherA
Language: . i
English Absolutely fun and entertaining. The play lacks thematic depth when compared to other plays
ISBN-10: by Shakespeare.
284567680 Reviewer2 Affiiation2
ISBN-13: N
R 2.0.2.0

123-1234567980

B R - Bookinfo Sample . &@

SRR TR @ RAENAN N @ LG EAEFERITS  HO TR @b EA » XL
%ﬁﬂ]%ﬁ%?i/l\}%}ij&éﬁfl)ﬂ ’ ﬁéﬁ}l[ﬂﬁb@?i%é] , ;ﬁé/],%;ﬁ . |St|07}§j}§gk
7}\%%%7}}("%’/ﬁ..f%é]\lﬁaﬁljf_/\ﬁ&j_ﬁ\éﬁﬁIﬂ'}: .

% 7 31 % t9bookinfo~ ] # &9 productpage-vi service%ﬂdeployment v &
& productpage-vi #pod&yi¥ tajsonds & 7T vAF B L AF 69 4

$ kubectl get productpage-v1-944450470-bd530 -0 json

Rproductpage-v1-istio.json T o ¥ sy i F T XA 8| X MPod F =58 B A%
XX EZWMEIET initContainer s 1E HistiofE A Flkubernetes deployment ¥ &
sidecar °

"initContainers": [
{
"args": [
Il_pH,
"15001",


https://istio.io/docs/reference/commands/istioctl.html#istioctl-kube-inject
http://ingress.istio.io/productpage

5.1.1 Istio

nogn,
"1337"

1,

"image": "docker.io/istio/init:0.1",

"imagePullPolicy": "Always",

"name": "init",

"resources": {},

"securityContext": {
"capabilities": {

"add": [
"NET_ADMIN"
]
}
3
"terminationMessagePath": "/dev/termination-log"
4
"terminationMessagePolicy": "File",

"volumeMounts": [
{
"mountPath": "/var/run/secrets/kubernete
s.io/serviceaccount",
"name": "default-token-319f0",
"readOnly": true

"args": [
noen
"sysctl -w kernel.core_pattern=/tmp/core.%e.
%p.%t \u0026\u0026 ulimit -c unlimited"

1,

"command": [
"/bin/sh"

1,

"image": "alpine",

"imagePullPolicy": "Always",
"name": "enable-core-dump",
"resources": {},
"securityContext": {

693



5.1.1 Istio

"privileged": true

3
"terminationMessagePath": "/dev/termination-log"
"terminationMessagePolicy": "File",

"volumeMounts": [

{

"mountPath": "/var/run/secrets/kubernete

s.io/serviceaccount",
"name": "default-token-319f0",
"readOnly": true

1

Wk, e
) 2

W7 R #productpage T @ » H4 T AL AT LA KAEF 54 T R@ o
Grafana® @

http://grafana.istio.io

694


http://grafana.istio.io

2% Istio Dashboard - @ < zoomout > @ Last5minutes Ref

Target  All~ Service  istioio

‘k Istio Istio is an open platform that provides a uniform way to connect, manage ire microservices.
Need help? Join the Istio community.
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= All = 200s = details = productpage = ratings == reviews

Services

details

Requests by Source, Version, and Response Code Success Rate by Source and Version (non-5xx responses) Response Time by Source and Version Response Size by Source and Version
150ps 100.00%

75.00%
1.00ps No datapoints @
50.00%
0.5 0ps £
25.00% o
0ops o% ons
1357 1358 1357 1358 1359 1400 1357 1358 1359 1400
— productpage > v1 :200 ~ productpage >V1

1359
= productpage -> V1 (p50) = productpage > v1 (p90)
= productpage > v1 (p95) = productpage > V1 (p99)

reviews

B ki - Istio Grafana’*@

Prometheus 1 @

http://prometheus.istio.io


http://prometheus.istio.io

Prometheus Alerts Graph

request_count

Load time: 124ms
y Resolution: 14s.

Graph  Console

- th + o« Unil » | Res.(s O staked
60
40
20
8558 TTTT TTST TTET

M request_count{instance
8 request_count{instance:
request_count{instance

reviews" response_code="200" servic
reviews" response_code="200" servi
job="mixer",method="/reviews",response_code="200" servi rget="reviews.default svc.cluster ocal" versior
request_count{instance job="mixer",method="/ratings",response_code="200" service="ratings" source="reviews" arget="ratings.defaut svc.clusterlocal" version="v1")
request_count{instance job="mixer",method="/productpage",response_code="200",service="productpage",source="unknown",target="productpage.defauit svc.ciusterlocal",versior
request_count{instance “mixer*,method="/logout’,response_code="302" service="productpage",source="unknown" target="productpage.defaut svc.clusterlocal" version="v1"}
 request_count{instance ‘mixer”,meth 5 X ice="productpage” source="unknown",target="productpage.defauit svc.ciusterlocal
W request_count{instance="istio-mixer:42422 X 200" service="details" source="productpage" target="details default svc.cluster.local" versi
request_count{instance="istio-mixer:42422"job="mi 200" service="productpage", source="unknown" target="productpage.default svc.cluster ot

Remove Graph
Add Graph

reviews",source="productpage",target="reviews default.svc.clusterlocal" versio

B K - Prometheus T @

Zipkin 7l @

http://zipkin.istio.io


http://zipkin.istio.io

Zipkin Investiga

istio-proxy v al v | Starttime 06-02-2017 12:50 End time  06-02-2017 13:50 Duration (ps) >=
Limit 10 Find Traces 2]

Annotations Query (e.g. "finagle.timeout", "error”, *http.path=/foo/bar/ and cluster=foo and cache.miss’)
Showing: 10 of 10 Sort: [ Longest First 0
Services: o

71.106ms 4 spans
istio-proxy 100%
istio-proxy x4 71ms

66.057ms 4 spans
istio-proxy 100%

E

64.976ms 4 spans
istio-proxy 100%

63.186ms 4 spans
istio-proxy 100%

E
i

62.334ms 4 spans
istio-proxy 100%
stio-proxy x4 62ms

61.548ms 4 spans
istio-proxy 100%
istio-proxy x4 61ms

60.839ms 4 spans
istio-proxy 100%

|
|

Bk - Zipkin T &

ServiceGraph il @
http://servicegraph.istio.io/dotviz
T k& A RS R 694k & & o

1% I8 http://servicegraph.istio.io/graph =T ¥4 fk #Fjsonté X 89 & = 25 & o


http://servicegraph.istio.io/dotviz
http://servicegraph.istio.io/graph可以获得json格式的返回结果。

qps: 0.071186, version: v1

productpage

gps: 0.071186, version: v1

gps: 0.020339, version: v2 gps: 0.020339, version: v3)qps: 0.030508, version: v1

gps: 0.040678, version: vl

Bk - ServiceGraphT @

g —i
BookInfo= %l F A = AMNARAE) reviews ° T A% Aistiok Be EX w#H K » FAE
53 B R R R AR89 2 ] £ o % Configuring Request Routing °

B —REZANAE BRNEERR—TFTKE -

Installing Istio
BooklInfo sample

Copyright © jimmysong.io 2017 all right reserved » powered by GitbookUpdated:
2017-11-02 08:43:28


https://istio.io/docs/tasks/request-routing.html
https://istio.io/docs/tasks/installing-istio.html
https://istio.io/docs/samples/bookinfo.html

fe. & 1 K 69 3% by 20, 0]

A E—% 2 FistioF &4714] ZBookInfodg 74 » & T Istiody AR 48 » I KA
kA — Tistio?y & B4 H——F & KoGB AN o

1% Ristio&R A1 T AR E R TAHTTP headers k30 A Bt 15 K% o

ATAENGEG

A A BookInfo =53 & T3 MR A I MIR S » RAEZRE—-NKIABG o &
o R ZRIGEEARFE » 2EEINANMELSER  AREIREAR - XA
B g %A AR 8 BRIARR A SR o Istiodd vA R AL 7 X A4 5 K38 o B AR 469 T A 7T JA AR
A o

E2E CBETEHREELEMES - wREBCEKATHGET FROBEHAN » W F
72 VAT 44 ¥ 4% Freplace ™ & #&create °

T@Z AP FREARIE M TR BETER P o FARER 53R %09 1R R A Fe 52
%] o Hkubernetes ¥ 89 2 Al — 4% » BT A 69 % AL AR TR L F A K dgyamlBL B o X
T reviews:vl #7 reviews:v2 #HE—RH|Z » vIZABARAFSRE -

productpage I @ LR & & ®1F 5 £ 47 ©

1. T R % 8 BRIR AR B v o

istioctl create -f samples/apps/bookinfo/route-rule-all-vil.y
aml

RARTaLER T L& HAN o

istioctl get route-rules -o yaml

type: route-rule
name: details-default
namespace: default
spec:


https://istio.io/docs/samples/bookinfo.html

destination: details.default.svc.cluster.local
precedence:
route:
- tags:
version: vi
type: route-rule
name: productpage-default
namespace: default
spec:
destination: productpage.default.svc.cluster.local
precedence:
route:
- tags:
version: vi
type: route-rule
name: reviews-default
namespace: default
spec:
destination: reviews.default.svc.cluster.local
precedence:
route:
- tags:
version: vi
type: route-rule
name: ratings-default
namespace: default
spec:
destination: ratings.default.svc.cluster.local
precedence:
route:
- tags:
version: vi

W T xf I8 N 45 45 2 5 69 > Rk g 2K Bz AR FZ A 0 F2FFL
4% A f645 BL ] 4% 35 5] BT A pod ©



2. &) % & ¥ 47/ Bookinfo URL (http://$GATEWAY URL/productpage » #A17
f= £ — $ 4% 8% http://ingress.istio.io/productpage ) & & & &% |
BookinfoR A2 F 0 Z R @I T o & PRl @ EEXA TS E A
A reviews:vi 7 FFER G o

3. KT A P%EE reviews:v2 ©

A MR P jasonss R4 R % » Hproductpage ) i &5 W 2| reviews:v2
] E o

istioctl create -f samples/apps/bookinfo/route-rule-reviews-
test-v2.yaml

AT A K

istioctl get route-rule reviews-test-v2

destination: reviews.default.svc.cluster.local
match:
httpHeaders:
cookie:
regex: N(.*?;)?(user=jason)(;.*)?$

precedence: 2
route:
- tags:

version: v2

4. 1% Rjason )i P & fEproductpage M @ ©

RTAE Bl AR T @ » T d EARA — M BISHME 97T % o wRAREARL
R P fEeg 18 0 A gk EAE Al reviews:vl A FRE| izt o

P36 52 2L

FZABFH 0 —F41E Aistio5100% 89 A & & % | BookInfo /R %
8] reviews:vi 8954 E o KRG XAREH KGheader (%4 A P &9cookie) A
THRFWA R ED] reviews:v2 FEHE o


http://$GATEWAY_URL/productpage，我们在上一节中使用的是
http://ingress.istio.io/productpage

BE TV2ERB| g hae)E » ST ARG AI AP R EREIINV2ER L » A% F 6T
HARE > 4210% ~ 20% A #1100% °

Yo RARE THIFEANR—F » REZIV2IRAT A Nbug » MAVIRATIEE T »
RAE‘EATEHF reviews:vl T 3P| reviews:v3d MRAL » REFZEfF T4

A

1. %50%8 A M reviews:vl 4% 3% reviews:v3 E o

istioctl replace -f samples/apps/bookinfo/route-rule-reviews
-50-v3.yaml

ERp=N

#

RAE R 89 replace 4 0 M AZ create B A Zrule LA A @
T o

~

ey

@

2. B dijasonl P oo SREM BRI o T AF B F AN SR K o
A Fa AR AL o

istioctl delete route-rule reviews-test-v2
istioctl delete route-rule ratings-test-delay

AA AR AR productpage T @ > 50%89 8L 54 2 4z & B A7 4933 -
50% 891 5 A 2] 2 A% e

2% : WA A Envoy sidecar®y 523, o AR FE BRI FT R @R S R A A B HEAN
W B B A BEE A 0 AR T AN VIEIBERAS BN 90% » ZAERIFH R @mEt 0 A E| 4
CEROBMELF o

3. BVIRAMMR LSRR TS » LT AE100% A E 9 # %] reviews:v3d L
T o

istioctl replace -f samples/apps/bookinfo/route-rule-reviews
-v3.yaml

WA R ARAE A2 B P B 5 productpage M@ s ARFRT LA B 4 4z & 2 47
TR T o

Copyright © jimmysong.io 2017 all right reserved » powered by GitbookUpdated:
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Linkerd i /)

Linkerd £ — ™A T &R A2 ATk ~ T Eéyservice mesh ( —Ax#0F &R 5 M
s TR —MEMIR S ES B Nlstio : A THUIE S 09 59556 2) o

Linkerd 1+ 4

Linkerd#9 & 3L & A4 T 2 & % twitter ~ googlei A2 R AL A = A 469 B MR A o
Linkerd 7 A& i id 42 4 Mk % Z_J8] 893845 U] sk AR R X AN R AR > do A2l i 2 AR § 52 40] =
EiRm— A FE KRB R o

Hasl/pad boundary
application
service IﬁStaﬂCE
discovery

simple RFPC

ﬁ“.},‘} linkerd
|7'_ proxied, load-balanced RFC

destination
instances

B R - source https://linkerd.io

Linkerd i 53 Ak 5812 P W ~ 5 4 t938 9 » AR B ~ A H T~ £ 4
M STLS - NAH ~F KRG F X AHR AR vk R AR A g5 s PERe e s E o

Yo 4] 32 4T

LinkerdfE A 22 S RHEELT» REH LW BT REIHF mARFATAACHILE
Z47linkerd 245 » RGBT X B L HIRER G AT —I A2 AHEEHED A ER
% R EEEF M2t 2 8linkerd £ » F 1A A BARIR % o


http://www.infoq.com/cn/news/2017/05/istio

EVE L linkerd & st AR » 5 A MR 5 KRB ELE » 3 B A5 SR 82
B 5 2 ) 8 45 4 AR 4 A o

iR 33 2 R Alinkerd 89 pul o & R A2 5 XA 5 VAT A B A4S

o %7354
o JR % K IAUH
o MMYM AT LT H

ERAARFLEN—B e RREEMNAAT RS - BN TS BT AEF AL E
2o RARLE R FENZAF—KMEAIEF R o

Linkerd 2 4] =T A4k 4 sidecar (LA HAN 2 AR R BN FAIRE—N246)) kis
17 o W Tlinkerd 4] & £ S Fdk 269 » AT AR MNE S ILA 3 Ei6d) o
CATT A G &-Fb e B 0 o A2 7 KAL — AR E » FHF AR EZ LA EA] -

Buoyant& 7 R % Pl #& Linkerd 89 1.0/ A
Linkerd documentation
Istio : A TR & 69 IR %25 & B

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
2017-11-02 08:43:28


http://www.infoq.com/cn/news/2017/05/buoyant-release-ver-1-of-linkerd
https://linkerd.io/documentation/
http://www.infoq.com/cn/news/2017/05/istio

Linkerd 1 /i 35 &

Linkerd 1F 4 — # service mesh Skubernetes & &6 £ A VAT LAY F ik -

e A MR %M % » T A Y 4% kubernetes ¥ 89 IR % F= 52 451

%M TLS &R %

WA R FHS NG

FF & MAXIRIE (Eat your own dog food) - Ingress #7144 % &
2R % staging

2% X tracing

14 Ingress controller

1% Fl gRPC % 7% 1%

© NOoO O R wdh =

VAT & A A €9 AR kubernetes F 421742 A linkerd 7F 4 kubernetes # Ingress
controller » 1A @ % % &R Traefik 893748 > L L% 7 2 09f E o

A%
ZRE MR F R B AR

buoyantio/helloworld:0.1.4
buoyantio/jenkins-plus:2.60.1
buoyantio/kubectl:v1.4.0
buoyantio/linkerd:1.1.2
buoyantio/namerd:1.1.2
buoyantio/nginx:1.10.2
linkerd/namerctl:0.8.6
openzipkin/zipkin:1.20
tutum/dnsutils:latest

X B4 AR T VA B 4238 T Docker Hub REL » R EM TR TR L2 T 8 Togh
K4 %% sz-pg-oam-docker-hub-001.tendcloud.com ¥ » T U A 2| 694%
B kB ROBABIGCE > yaml B E I linkerd B 5 o FH AL A B4 BB F 69 4%


https://traefik.io

1% Mo hE A5 PR A B 289

ek

B E 2 Z RBAC » A A1 A namerd ## ingress B & £/ % o
$ kubectl create -f linkerd-rbac-beta.yml

Linkerd #2447 Jenkins =4 » /23 Z 89 B 4R A2 AT o &

$ kubectl create -f jenkins-rbac-beta.yml
$ kubectl create -f jenkins.yml

1% I7] http://jenkins.jimmysong.io

& C { | ® jenkins jimmysong.o/icb/hello_world/build 4% 908U K 0o *x

& Jenkins

Jenkins hello_world

4 Back to Dashboard

Pipeline hello_world

O, status

= FEATHBATITE:
= Changes

©) Bula wih Parameters gitRepo ntps
Q #iH Pipeline

. gitBranch

O, Full Stage View

© Fripeiine Syntax

Build History HREHS — kBsNamespace | geqayt

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

find X

E) RSS £ ) RSS %M

B R - Jenkins pipeline


http://jenkins.jimmysong.io

General | Build Triggers  Advanced Project Optior Pipelr

MEHM  hello_world

fig

[Plain text] FL%

71 Do not allow concurrent builds

71 Throttle builds @

O &5 B9 @

SHERTE @
String Parameter = )
#F  gitRepo @
EME  https://github.com/linkerd/linkerd-examples (2]
4 linkerd-examples repo to clone and build ©

[Plain text] FIE -

String Parameter E3 @
#F  gitBranch @
EIME  master 9
#i#  branch to build from linkerd-examples repo @

K -

Bk - Jenkins config

A& 1 2151 Jenkins & &£ Ingress P wBLE 0 TLARE o

# kubernetes ¥ 1% Al Jenkins & 5 1% & % /£ & Pipeline ¥ 898 & :

def currentVersion = getCurrentVersion()

def newVersion = getNextVersion(currentVersion)

def frontendIp = kubectl("get svc 15d -o jsonpath=\"{.status
.loadBalancer.ingress[0].*}\"").trim()

def originalDst = getDst(getDtab())

frontendIP #)Xuht-# 5 & &, service # Cluster IP » B A & A1% A A 3]
LoadBalancer °

F #22 ¥ namerd * namerd i 7t dtab 13 B89 56k 0 L R T LE M & eted ~
consul¥ ° dtab &4 69 2R s AN 15 & » T 3# )24 > F N dtab o

REI T H LA diab REAEy » @I £ HTTP 15 K4 header 34 15d-
dtab #* Host 13 & T AR E 4 & 2| kubernetes F # 1 F] service Lk

1% 5| 89 2] A2


https://linkerd.io/in-depth/dtabs/
https://linkerd.io/in-depth/dtabs/

Failed with the following error(s) Error signal dtab is already marked as being
deployed!

F 4% dtab entry &2 5 £ » & EMRE REAT o
1% I7] http://namerd.jimmysong.io

S namerd admin 3

“ C 1t | @ namerd.jimmysong.io/dtab/internal

Namespace "internal”

‘ /srv - ‘ /#/i0.15d.k8s/default/http |

‘ /host

E

‘ /ave

‘ /host /world =>‘ /srv/world-vl ‘?

B R - namerd

dtab %A & namerd ¥ > A @ P E R RS A 0 F 24 ST RIEN. -

1% F namerct! & 4#A4F o

$ namerctl --base-url http://namerd-backend.jimmysong.io dtab up
date internal file

2% update B EZH EHIALEALHF -

#8 % Linkerd

B AR A yaml SUHERE 0 E B R AAR AR AL o


http://namerd.jimmysong.io
https://github.com/linkerd/namerctl

& Z namerd

kubectl create -f namerd.yaml

€]Z ingress

kubectl create -f linkerd-ingress.yml
Q) ZMKXE % hello-world

kubectl create -f hello-world.yml
€l API R%

kubectl create -f api.yml

MK % world-v2

kubectl create -f world-v2.yml

¥ H e L s H s G

A T A ARHIR K linkerd » #4134 linkerd 49 service 7w A %] ingress F » ¥ 424
FORELE o

f£ Ingress T3 mde T A



- host: linkerd.jimmysong.1io

http:
paths:
- path: /
backend:

serviceName: 15d
servicePort:
- host: linkerd-viz.jimmysong.io

http:
paths:
- path: /
backend:

serviceName: linkerd-viz
servicePort:
- host: 15d.jimmysong.io

http:
paths:
- path: /
backend:

serviceName: 15d
servicePort:
- host: jenkins.jimmysong.io

http:
paths:
- path: /
backend:

serviceName: jenkins
servicePort:

£ AH, /etc/hosts Filskode T AZE :

172.20.0.119 linkerd.jimmysong.io
172.20.0.119 linkerd-viz.jimmysong.io
172.20.0.119 15d.jimmysong.io

MR IS ) g
1€ B curl f& 3£ MK o



3 5K,

$ curl -s -H "Host:

www.hello.world" 172.20.0.120:4141

Hello (172.30.60.14) world (172.30.71.19)!!%

HEEHREGYGER > ATFFIMHA world-vl service °

$ for 1 in $(seq 0 10000);do
.world" 172.20.0.120:4141;done

1& F ab test °

$ ab -c 4 -n 10000

20:4141/

$i;curl -s -H "Host: www.hello

-H "Host: www.hello.world" http://172.20.0.1

This is ApacheBench, Version 2.3 <$Revision: 1757674 $>
Copyright 1996 Adam Twiss, Zeus Technology Ltd, http://www.zeust

ech.net/

Licensed to The Apache Software Foundation, http://www.apache.or

g/

Benchmarking 172.20.0.120 (be patient)

Completed 1000
Completed 2000
Completed 3000
Completed 4000
Completed 5000
Completed 6000
Completed 7000
Completed 8000
Completed 9000

Completed 10000 requests

Finished 10000

requests
requests
requests
requests
requests
requests
requests
requests
requests

requests

Server Software:

Server Hosthname:

Server Port:

172.20.0.120



Document Path: /

Document Length: 43 bytes

Concurrency Level: 4

Time taken for tests: 262.505 seconds

Complete requests: 10000

Failed requests: 0

Total transferred: 2210000 bytes

HTML transferred: 430000 bytes

Requests per second: 38.09 [

Time per request: 105.002 [ms] (mean)

Time per request: 26.250 [ms] (mean, across all concurrent
requests)

Transfer rate: 8.22 [Kbytes/sec] received

Connection Times (ms)
min mean[+/-sd] median max

Connect: 36 51 91.1 39 2122
Processing: 39 54 29.3 46 585
Waiting: 39 52 20.3 46 362
Total: 76 105 96.3 88 2216

Percentage of the requests served within a certain time (ms)

50% 88
66% 93
75% 99
80% 103
90% 119
95% 146
98% 253
99% 397

100% 2216 (longest request)

% 1% kubernets F 8k % 5 525

7 I9] http://linkerd.jimmysong.io & A ZH L

Outcoming


http://linkerd.jimmysong.io

RouteR pending Failrate

outgoing

Retry budget available: 20% / 20%

cuents

J#fio 15d k8s/default/http/world-v1

Failures

Endpoints available: 3 /3

0.0.0.0/4140
Successes Falures Latencies
I
Ipssso
‘ Requests Connections Ipss
pos

o0

uptime som s thread count 33 memory used 112218

2

B R - linkerd¥% 3

Incoming

inkerd

routeR pending Requests il rate
incoming 0 49

Retry budget available: 20% / 20%

/#fi015d.k8s/default/http/world-v1

Failures

Requests Connections
[ 2

Endpoints available: 1 /1

0.0.0.0/4141
Successes Falures Latencies
9 1o I

Ipssso

Requests Connections Ipss
-49

oos

oS0

uptime 1hem 65 memory used 10153

?:3.

B R - linkerd % =



1% 9] http://linkerd-viz.jimmysong.io &% & f metric

{9 - B8 inkerdviz - @

incoming « instance: All -

P tinkerd

Services Monitored

2

Success Rates
100.0000%

99.9500%
99.9000%
99.8500%
99.8000%

90.7500%

PNy dispatcher

Success Rate
100.00%

75.00%

Success Rate

100.0000% ——I

99.0500%

99.9000% ‘ |
99.8500% ‘
99.8000%

99.7500%
b:{f‘ world-v1

Success Rate
100.0000%

Success Rate
100.0000%

99.9500%
99.9000%
99.8500%
99.8000%
99.7500%

99.7000%

linkerd Instances

3

Global Success Rate Global Request Volume

Orps

TOP LINE

Request Volumes

% g

£ 2oomOut » @ Last5minutes Refresh every 5s

2 linkerd.io

linkerd enables
Need help? Join us on

4XX Errors

0 rps

SERVICE METRICS

Request Volume

Request Volume

Request Volume

PER-INSTANCE METRICS

Request Volume

7i



http://linkerd-viz.jimmysong.io

UURERES 2]
MK A http header F 3% v dtab #LM| o

$ curl -H "Host: www.hello.world" -H "15d-dtab:/host/world => /s
rv/world-v2;" 172.20.0.120:4141
Hello (172.30.60.14) earth (172.30.94.40)!!

HEERHAAEGLER AT AMAGE world-v2 # service °
B Aatth abtest 94 RS linkerd-viz R\ ESER > TAEFER—FK o

{2 & RAVT R 7 ez e R EAPTAH A » BT VAT VAL AT 3% 30 & — A nginx sk i 78
header ¥4 15d-dtab 47855 » #Fi@ 1% E cookie 89 7% N k%X header £
# 15d-dtab FH

$ http_proxy=http://172.20.0.120:4141 curl -s http:/hello
Hello (172.30.60.14) world (172.30.71.19)!!

¥ Linkerd 1% Ingress controller

¥ Linkerd 1 4 kubernetes ingress controller #9 7 X3k ¥ Treafik 1 % ingress
controller 8 AR T A —4 » TURAHELE L4 T AR E o

RM) 4o TEFTF o



External Traffic

&

[ Service “I5d" ]

Linkerd
Ingress Controtler

P \‘ ConﬁgMapE Secret “ingress-certs” \»

DaemonSel “15d" :

'
Ingress “hello-world” ‘ l

Service “world” ] | Service “world-v2" )

Replication Controller “world” Replication Controller “world-v2"

B ki - Linkerd ingress controller

(B R k B A Service Mesh for Kubernetes - Buoyant.io)

% KT Az kubernetes ingress controller 44 A linkerd 18 4 4 % &1 » 3@ i3
dtab #= linkerd &7 @ & nginx k% &1 A E °

Ok

https://github.com/linkerd/linkerd-examples/
A Service Mesh for Kubernetes
dtab

Copyright © jimmysong.io 2017 all right reserved » powered by GitbookUpdated:
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PG &
Kubernetes community ¥ &4 & T —ABig data SIG » KX T A ZASIGT ##
kubernetes % & K 4t 4B 69 2 il o

H 92 /£ Swarm ~ Mesos ~ kubernetesiX = A 4T 2 5 mHE R E M F » Mesosxt
T REER R X FHFLRIFE > spark/R AR A ETEmesos L8 » 3 RLTUAE KL

& 1T f£kubernetes L

Spark standalone on Kubernetes

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
2017-11-02 08:43:28


https://github.com/kubernetes/community/tree/master/sig-big-data

Spark standalone on Kubernetes

%R B A& T Spark standalone £ X, » *f 7 /R 69 - B8 B & A AE LR & £ 9eg b
EAEA B > 3Tk spark 4 B EJR 4 #) kubernetes %R AEEHF K K E R
https://github.com/apache-spark-on-k8s/

A PR A G K CRiEE L5 TR EE » RETHUAETH -

index.tenxcloud.com/jimmy/spark:1.5.2_vi
index.tenxcloud.com/jimmy/zeppelin:0.7.1

RAG Faff Bl SUA% ILGithub3bdik : https://github.com/rootsongjc/spark-on-kubernetes

AP A B8 yaml STH T AL | /manifests/spark-standalone B & T4&2] » 47T 14
A E®@ &g hitps://github.com/rootsongjc/spark-on-kubernetes/ it B &5 manifests B
ZTHRE

EE BT ERRCARBORE
index.tenxcloud.com/google_containers/spark:1.5.2_v1 * 12 %4EEM

FA A THEAKM -

£ Kubernetes L & #spark

@ # % A spark-cluster®ynamespace * A7 & & 4E#F £ Znamespace F # 47 o

BT & yaml L AR £ manifests B & T o

$ kubectl create -f manifests/

Y 2B #h— N MA = Mworkertg spark & B 2 zeppelin °

F] B £ %namespace T 3 deingress & & » 4 spark#IUlF»zeppelin T @Ak & %
ko0 TUAEEBEINI T o

1zingressJz i 1% F traefik °


https://github.com/apache-spark-on-k8s/
https://github.com/rootsongjc/spark-on-kubernetes
https://github.com/rootsongjc/spark-on-kubernetes/

17 Flspark

it b stingresst B B A ER 5 0 F B BRI fetc/hosts STHF » 3§ hn A T e
&
=

> 4% H A8 9% AR AT 3] L iliservice ©

172.20.0.119 zeppelin.traefik.io
172.20.0.119 spark.traefik.io

172.20.0.1192 £,7% B 89 VIPHAE » VIP &% B Fetraefik 8 & & 15 & & kubernetes-

handbook °
spark ui

1% =l http://spark.traefik.io

= y
® O / [ Spark Master at spark://spark- X \\

¢« C O O spark.traefik.io/proxy:spark-master:8080 Q% 90 ®

N
Spark
1.5.2 Spark Master at spark://spark-master:7077

URL: spark://spark-master:7077

REST URL: spark://spark-master:6066 (cluster mode)
Alive Workers: 3

Cores in use: 120 Total, 0 Used

Memory in use: 373.9 GB Total, 0.0 B Used
Applications: 0 Running, 0 Completed

Drivers: 0 Running, 0 Completed

Status: ALIVE

Workers

Worker Id Address State Cores Memory
worker-20170509141349-172.30.60.18-36687 172.30.60.18:36687 ALIVE 40 (0 Used) 124.6 GB (0.0 B Used)
worker-20170509141407-172.30.71.12-37758 172.30.71.12:37758 ALIVE 40 (0 Used) 124.6 GB (0.0 B Used)
worker-20170509141410-172.30.94.15-33332 172.30.94.15:33332 ALIVE 40 (0 Used) 124.6 GB (0.0 B Used)

Running Applications
Application ID Name Cores Memory per Node Submitted Time User State Duration
Completed Applications

Application ID Name Cores Memory per Node Submitted Time User State Duration

B R - spark master ui

Jimmy


https://github.com/rootsongjc/kubernetes-handbook
http://spark.traefik.io

5.2.1 Spark standalone on Kubernetes

zeppelin ui

1% =l http://zepellin.treafik.io

<« C O © zeppelin.traefik.io/#/ QA% 90 ® U K :

‘é Zeppelin Notebook ~  Job anonymous v

Welcome to Zeppelin!

Zeppelin is web-based notebook that enables interactive data analytics.
You can make beautiful data-driven, interactive, collaborative document with SQL, code and even more!

Notebook &
£, Import note
{1 Create new note

Q Filter

0 Zeppelin Tutorial

Help
Get started with Zeppelin documentation
Community
Please feel free to help us to improve Zeppelin,

Any contribution are welcome!

& Mailing list
¥¥ Issues tracking
O Github

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
2017-11-02 08:43:28

722


http://zepellin.treafik.io

iZ 4T X #Fkubernetes/z 4 18 59 Spark 2 5

TL;DR & A~ £ AL LA K 0 %R B ALIE £ R #ATF » KERBT —4 web
%12 % spark on kubernetes #9#t % Fo g #73% & IL: hitps://jimmysong.io/spark-on-
k8s

EAVZ AT#A kubernetes F 124171 standalone 7 .89 spark %% » L Spark
standalone on kubernetes °

B AT 18 4T X 4% kubernetes /& £ B &9 spark #2 /5 @1 Google £ % » A A& 47 X &
kubernetes /& 4 8 & 89 spark # 5 &1 Google £ % ° fork & spark & 7 XA & »
Juhttps://github.com/apache-spark-on-k8s/spark/ ° /& T Big Data SIG °

S5 5% B NS

e Bloomberg
e Google

e Haiwen

e Hyperpilot

e Intel

e Palantir

e Pepperdata
e Red Hat

A17T1% ] spark on kubernetes

1% Fkubernetes/z 4 78 & 89 spark on kubernetes & xt I &spark on yarn/mesos#9
WRAR R 7 Xy S eyt » TEEANEULATILEL :

1. Kubernetes R £ R E : 7~/ FZ=EBE > EH1E Akubernetesty 7 7 18 & 2
& o SREAL S A 2 A % ANkubernetes & I 69 TR
2. Whla®  fE €@ Rkyarn T #queueszspark on kubernetes ¥ &+ &
f o B K89 £ kubernetes ¥ /& & f9namespace * T A A BN P 4548 2
—A~namespace ° &% P # % J.quota ;
3. B TR B T AL H MsparktE 15 € TRIRA » LRI % F FR
HALR S SRR AARA T ByanfE e =2 EE (BHXE) » FTATIL


https://jimmysong.io/spark-on-k8s
https://github.com/apache-spark-on-k8s/spark/

4.

5.

B3 A A B 691E R R

WIE R E  RAME T mA A TR LB > PTOAT A R PR —/ME
FACE] T RAE R 8 W dw > NPT P8 T IRAL I OL 0 AT A Bmetric#R 1€ &
HRBEEF » EETUAAFEMN P QHERESFRITE

RENTE AP LHAdyarmnweb M @k EFEFRE » mLiE Fpoddy
logk &% » THPT A 9kuberentes ¥ 89 2 A 69 B EF R A Sk Ak » RET
DAREREEAT 2 AR E

PR 3 M B AR ST VAL AT & 2k 0 RILIT R ~ B A 2R 69 RILFR |

Spark #t &1L

Apache Spark £ —/MNESRE ~ HRAMERE o MEG KEIELTER - KW
1220094 & Ao M K 248 2.4 KR #9AMPLabF+ & » 3 F20104F 5 % Apache # 7+ /&
MEAZ— o

7t Spark P &34 T AFRBMA ¢

e Application : Spark Application 814t & %= Hadoop ¥ & MapReduce %14 »

18R P % E 8 Spark R AAF » &4 T — Driver 3 /869 K AL Fe 75 £ &
B % ¥ & LiE1T4) Executor KA ;

Driver : Spark ¥ #) Driver Bf iz 47 Lit Application # main() & % 7F €] 2
SparkContext » 3 % @12 SparkContext 8 B 69 & 4 T #t & Spark/ A # 5 89 i2
4T3R5 o f£ Spark F &1 SparkContext §i 5 #= ClusterManager @15 » # 47 4t
Ry IE S ARS8 B B i+ % Executor SF 9 1EIT X5  Driver ft 5745
SparkContext % ] ° i % il SparkContext X & Driver ;

Executor : Applicationiz 17 £Worker ¥ & L& — /A #42 » %3 A2 R &84T
Task » # B A T #%IE A £ NG RFE#E L » HA-Application#F A & A & .8
—#tExecutor ° £Spark on Yarn# X F » L #4224k

A CoarseGrainedExecutorBackend * £f1-FT Hadoop MapReduce ¥ 9
YarnChild = —4~ CoarseGrainedExecutorBackend ##2% HAXH —4>
executor 2 % » & i 5T Task &LE A& taskRunner » F A& A2 F 4 B g — A
W 4421547 Task ° 41~ CoarseGrainedExecutorBackend &8 1TiE4T
Task 89 & ZH B kT4 b esy CPU 894N T

e Cluster Manager : 1869 & &£ £ 2f LR BLG R GG SN0 S > B AT A :

o Standalone : Spark/& 4 &5 7 /R % 2 > @ Master fi 57 % R 49 2 E
o Hadoop Yarn : @1 YARN ¥ # ResourceManager fi 3t o /& 69 5~ B


http://spark.apache.org

o Worker : & #f F4£47 7T v 12 4T Application X A5 89 7 & » EWL-TYARN T &9
NodeManager¥ & ° f& Standalonet% X, 4% 4 3t & i@ it Slave U #+ fic & 89
Worker¥ % » f£Spark on Yarnt£ X, F 4 89 3t £ NodeManager ¥ & ;

o 1l (Job) : &4 % MTask4 &89 #4713 » 4242 & Spark Actionfg & » —
~JOB &4 % ARDD A4k A -T 48 &2 RDD _E &9 &4 Operation :

o M (Stage) : #H A Joba ¥ a1k % 40 Task » #44E %94 A 4 Stage » 47T
frTaskSet » —MEL S A % MK > & — A stagety 52| & £action © e —
ANjob#& 1 (transformation1 -> transformation1 -> action1 -> transformation3
-> action2) » & Njobwk &K 5 A # -stage * 42| & £action147action2 o

o {£% (Task) : #%3%| X MExecutor L6y TAEIE % ;

e Context : 2 #spark application ) Bt 1% 12 » 48 7 Spark & 478 IR 3% o

e Dynamic Allocation (& %R o8 ) : —ANEELR > TKELITH o W
Spark1.22J& » - FTOn YarniZ X, » ©4 X3 & R4 E (Dynamic
Resource Allocation) » &4 » 3£ 7T XA4R¥E Application®) it & (TasktF L)
B A 6938 JmFe B Y executors X A R 9 JF # & 4 £ YARN A% Jfl spark-sqlf#k
T+ Z Ao 0 ARG spark-sqltE A kR % k48 R 893 % o Executor #93 & 4~
AL % % 1 cluster mode T & Al "external shuffle service" °

o HARRN;ERS . 15 A5 EFK% S » application /& task B & A 45 i
RARIE ALY BT AZ K50 & ¥ 15 TR 0 X FoRA& %applicationIL A 8 executor £ %
i T A task FHATE4T o spark— 46— 4669 W15 TR » % Ataski:Ae X F 4

spark.dynamicAllocation.schedulerBacklogTimeout (ZKiA1s)Bd 4] &8¢
1> S HZIRRIR : LELER

spark.dynamicAllocation.sustainedSchedulerBacklogTimeout (#K7iA
18)Bf A ®1F—k o BB PH B L6 TR o RV FH TR LI/ K >
PP1,2,48% o LFTARAREE Kk B TATEERE  L—> A& dFmeg 02
# J& 3| T ftapplication & & LAF 2 2 5 LR B mAEE A » £ T Brak
application® #4& % %R » Mz N T ALER Y REEG FEFELEHFEHE o

R At

*% T spark standalone # 5 [k £ 5 kubernetes native spark R4 8 89 R 5|4 5%
Anirudh Ramanathan # 201610 /1 8 H #2 X 4 issue Support Spark natively in
Kubernetes #34377 -

i 7 5 X » spark standalone on kubernetes # 4= T JUANER &


https://github.com/kubernetes/kubernetes/issues/34377

o REMTSMPHEE » AR P AL pod ¥4 node T & 7T A 693 K 69 3
e Spark # master,/worker A& % & &% 1t &1 A kubernetes # % BB E » X A%
S G ER BN TFRIAKEFA > 24T 45 kuberentes £ & °

71 kubernetes native spark %&#f F > spark T ¥4 Al kubernetes AP| 3k B 2 7 R
Faif & o 2523 kubernetes native spark & %4 spark #4%— A~ & B IMER 89
manager *J ¥A ] k #k kubernetes APl X & °

REEES

1% F kubernetes /& &£ 8 & 89 spark 8 & A% 1+ E 82 3% spark 49 driver =
executor #F 2 4E kubernetes &9 pod T &84T » A kA A AN Ae g A
# : ResourceStagingServer #7 KubernetesExternalShuffleService °

Spark driver £ 32 T Y3217 /£ kubernetes %% M 3¢ (cluster mode) T ¥Ai& 47 42 91
3¢ (clientmode) ° executor RAEEAT & ERF AR » B A spark 1F L4 X 3]
kubernetes &£ # Lit » BE ZJE 6% &4 executor pod 1% E4e T B

o 1% HAVIA k184569 &4 kubernetes X 4549 spark 4t1% » KGR A
CoarseGrainedExecutorBackend main class & % JVM
o A K G E M executor pod B BATHEAIRE T F 0 Bl & A JIVM 5400 &
¥R P A spark-submit BHAEE AGAR AL o
e Executor #7 CPU ~ A 4 [RFIARIE X WIZ AN GIRIE T T8R4 5 5 A5G0
Sparkconf ¥ °
o TTALEE T4 E spark &7 £ 15 49 namespace T °

%% : Scheduler backend T #%

%R A5 H

KAVT A B4R R B 77 S iE4F 69 docker 4615 k3% » T@AB 7 A A 6948k


https://github.com/apache-spark-on-k8s/spark/blob/branch-2.2-kubernetes/resource-managers/kubernetes/architecture-docs/scheduler-backend.md

ik Bz

Spark Driver Image kubespark/spark-driver:v2.1.0-kubernetes-

0.3.1
Spark Executor kubespark/spark-executor:v2.1.0-kubernetes-
Image 0.3.1

Spark Initialization kubespark/spark-init:v2.1.0-kubernetes-0.3.1

Image
Spark Staging kubespark/spark-resource-staging-
Server Image server:v2.1.0-kubernetes-0.3.1

PySpark Driver kubespark/driver-py:v2.1.0-kubernetes-0.3.1

Image
PySpark Executor kubespark/executor-py:v2.1.0-kubernetes-
Image 0.3.1

KRG X BRI T RO ERLERT o

& & %2 E X ¥ kubernetes &9 spark & P s 0 £ ZTF
#. : https://github.com/apache-spark-on-k8s/spark/releases

ARAEAE R B4R 0 BT 84892 v2.1.0-kubernetes-0.3.1
147 SparkPi M|

EAWEAE%HE4T/E spark-cluster #) namespace ¥ ° & 3 5 4~ executor 5
{51] o


https://github.com/apache-spark-on-k8s/spark/releases
https://github.com/apache-spark-on-k8s/spark/releases/tag/v2.1.0-kubernetes-0.3.1

./bin/spark-submit \

--deploy-mode cluster \

--class org.apache.spark.examples.SparkPi \

--master k8s://https://172.20.0.113:6443 \

--kubernetes-namespace spark-cluster \

--conf spark.executor.instances=5 \

--conf spark.app.name=spark-pi \

--conf spark.kubernetes.driver.docker.image=sz-pg-oam-docker-h
ub-001.tendcloud.com/library/kubespark-spark-driver:v2.1.0-kuber
netes-0.3.1 \

--conf spark.kubernetes.executor.docker.image=sz-pg-oam-docker
-hub-001.tendcloud.com/library/kubespark-spark-executor:v2.1.0-k
ubernetes-0.3.1 \

--conf spark.kubernetes.initcontainer.docker.image=sz-pg-oam-d
ocker-hub-001.tendcloud.com/library/kubespark-spark-init:v2.1.0-
kubernetes-0.3.1 \

:///0opt/spark/examples/jars/spark-examples_2.11-2.1.0-k8s-0
.3.1-SNAPSHOT. jar

* TG 45NN %BF %%  https://apache-spark-on-
k8s.github.io/userdocs/running-on-kubernetes.html

E& . % jar FEREE spark.kubernetes.executor.docker.image %1%+

8 o
RIERLAEFBAITE AR > REE T TlF 2 & AFA

e Executor & %% %| driver pod

e Al P system:serviceaccount:spark-cluster:defaul &4 AfRIREL
spark-cluster ¥ & pod 13 & °

# T /1~ issue Failed to run the sample spark-pi test using spark-submit on the doc
#478

% & spark £ 4]Z—1 serviceaccount #@ clusterrolebinding

kubectl create serviceaccount spark --namespace spark-cluster
kubectl create rolebinding spark-edit --clusterrole=edit --servi
ceaccount=spark-cluster:spark --namespace=spark-cluster


https://apache-spark-on-k8s.github.io/userdocs/running-on-kubernetes.html
https://github.com/apache-spark-on-k8s/spark/issues/478

% Bug # £ # A TSR o

GiDSE R

oRES
Fork # #1470 B 3| A3 :
git https://github.com/rootsongjc/spark.git

PR mE A RAR G IR P B %22 % Java8 #2 Maven3 o

B H— RBAFRF BZ R
build/mvn install -Pkubernetes -pl resource-managers/kubernetes/
core -am -DskipTests

## %1% spark on kubernetes
build/mvn compile -Pkubernetes -pl resource-managers/kubernetes/
core -am -DskipTests

#it KA
dev/make-distribution.sh --tgz -Phadoop-2.7 -Pkubernetes

B RGpFEAR R IR TR K  FROFF o wRARBTERLT
RoOEAEHT o

# by - X 48 ¥ 1F L ¢ https://github.com/apache-spark-on-k8s/spark/blob/branch-
2.2-kubernetes/resource-managers/kubernetes/README.md

M A%

1 MM AR 8 HMERBHE © https://github.com/apache-spark-on-
k8s/spark/pull/488

¥ Z My AR dist B ZETF 0 #AT


https://github.com/apache-spark-on-k8s/spark/blob/branch-2.2-kubernetes/resource-managers/kubernetes/README.md
https://github.com/apache-spark-on-k8s/spark/pull/488

./build-push-docker-images.sh -r sz-pg-oam-docker-hub-001.tendcl
oud.com/library -t v2.1.0-kubernetes-0.3.1-1 build
./build-push-docker-images.sh -r sz-pg-oam-docker-hub-001.tendcl
oud.com/library -t v2.1.0-kubernetes-0.3.1-1 push

7 1 o RARGE A 8 MacOS » bash 88 T A8 AAK » AT M0 A i > 405
1% 8 bash B :

bash --version
GNU bash, version 3.2.57(1)-release (x86_64-apple-darwini6)
Copyright (C) 2007 Free Software Foundation, Inc.

L@ &K A% bash Z AT R R ARAZ & > 48 A T @ 89447+ %% bash :

brew install bash

FH%% G 69 bash IR A4  4.4.12(1)-release (x86_64-apple-darwini6.3.0) -

ik LR B RO R E » 2 dide T LA ¢

sz-pg-oam-docker-hub-001.tendcloud.com/library/spark-driver:v2.1
.0-kubernetes-0.3.1-1
sz-pg-oam-docker-hub-001.tendcloud.com/library/spark-resource-st
aging-server:v2.1.0-kubernetes-0.3.1-1
sz-pg-oam-docker-hub-001.tendcloud.com/library/spark-init:v2.1.0
-kubernetes-0.3.1-1
sz-pg-oam-docker-hub-001.tendcloud.com/library/spark-shuffle:v2.
1.0-kubernetes-0.3.1-1
sz-pg-oam-docker-hub-001.tendcloud.com/library/spark-executor:v2
.1.0-kubernetes-0.3.1-1
sz-pg-oam-docker-hub-001.tendcloud.com/library/spark-executor-py
:v2.1.0-kubernetes-0.3.1-1
sz-pg-oam-docker-hub-001.tendcloud.com/library/spark-driver-py:v
2.1.0-kubernetes-0.3.1-1

B AT MK



f£ dist/bin B & T #47 spark-pi MK :

./spark-submit \

--deploy-mode cluster \

--class org.apache.spark.examples.SparkPi \

--master k8s://https://172.20.0.113:6443 \

--kubernetes-namespace spark-cluster \

--conf spark.kubernetes.authenticate.driver.serviceAccountName
=spark \

--conf spark.executor.instances=5 \

--conf spark.app.name=spark-pi \

--conf spark.kubernetes.driver.docker.image=sz-pg-oam-docker-h
ub-001.tendcloud.com/library/spark-driver:v2.1.0-kubernetes-0.3.
1-1 \

--conf spark.kubernetes.executor.docker.image=sz-pg-oam-docker
-hub-001.tendcloud.com/library/spark-executor:v2.1.0-kubernetes-
0.3.1-1 \

--conf spark.kubernetes.initcontainer.docker.image=sz-pg-oam-d
ocker-hub-001.tendcloud.com/library/spark-init:v2.1.0-kubernetes
-0.3.1-1 \

:///opt/spark/examples/jars/spark-examples_2.11-2.2.0-k8s-0
.4.0-SNAPSHOT . jar

¥ 4m 8 5 %9 I ¢ https://apache-spark-on-k8s.github.io/userdocs/running-on-
kubernetes.html

2% . local:///opt/spark/examples/jars/spark-examples_2.11-2.2.0-
k8s-0.4.0-SNAPSHOT.jar X# &% spark-driver #¢ spark-executor %t
BB AT HMBERBTCEMEF LERTRECET o

(W
Syl

A\

HATH A5

2017-09-14 14:59:01 INFO Client:54 - Waiting for application sp
ark-pi to finish...
2017-09-14 14:59:01 INFO LoggingPodStatusWatcherImpl:54 - State
changed, new state:

pod name: spark-pi-1505372339796-driver

namespace: spark-cluster

labels: spark-app-selector -> spark-f4d3a5d3ad964a05a51feb6


https://apache-spark-on-k8s.github.io/userdocs/running-on-kubernetes.html

191d50357, spark-role -> driver

pod uid: 304cf440-991a-11e7-970c-f4e9d49f8ed0O

creation time: 2017-09-14T06:59:01Z

service account name: spark

volumes: spark-token-zr8wv

node name: N/A

start time: N/A

container images: N/A

phase: Pending

status: []
2017-09-14 14:59:01 INFO LoggingPodStatusWatcherImpl:54 - State
changed, new state:

pod name: spark-pi-1505372339796-driver

namespace: spark-cluster

labels: spark-app-selector -> spark-f4d3a5d3ad964a05a51feb6
191d50357, spark-role -> driver

pod uid: 304cf440-991a-11e7-970c-f4e9d49f8ed0O

creation time: 2017-09-14T06:59:01Z

service account name: spark

volumes: spark-token-zr8wv

node name: 172.20.0.114

start time: N/A

container images: N/A

phase: Pending

status: []
2017-09-14 14:59:01 INFO LoggingPodStatusWatcherImpl:54 - State
changed, new state:

pod name: spark-pi-1505372339796-driver

namespace: spark-cluster

labels: spark-app-selector -> spark-f4d3ab5d3ad964a05a51feb6
191d50357, spark-role -> driver

pod uid: 304cf440-991a-11e7-970c-f4e9d49f8ed0

creation time: 2017-09-14T06:59:01Z

service account name: spark

volumes: spark-token-zr8wv

node name: 172.20.0.114

start time: 2017-09-14T06:59:01Z

container images: sz-pg-oam-docker-hub-001.tendcloud.com/11
brary/spark-driver:v2.1.0-kubernetes-0.3.1-1

phase: Pending



status: [ContainerStatus(containerID=null, image=sz-pg-oam-
docker-hub-001.tendcloud.com/library/spark-driver:v2.1.0-kuberne
tes-0.3.1-1, imageID=, lastState=ContainerState(running=null, te
rminated=null, waiting=null, additionalProperties={}), name=spar
k-kubernetes-driver, ready= , restartCount=0, state=Containe
rState(running=null, terminated=null, waiting=ContainerStateWait
ing(message=null, reason=ContainerCreating, additionalProperties
={}), additionalProperties={}), additionalProperties={})]
2017-09-14 14:59:03 INFO LoggingPodStatusWatcherImpl:54 - State
changed, new state:

pod name: spark-pi-1505372339796-driver

namespace: spark-cluster

labels: spark-app-selector -> spark-f4d3a5d3ad964a05a51feb6
191d50357, spark-role -> driver

pod uid: 304cf440-991a-11e7-970c-f4e9d49f8ed0O

creation time: 2017-09-14T06:59:01Z

service account name: spark

volumes: spark-token-zr8wv

node name: 172.20.0.114

start time: 2017-09-14T06:59:01Z

container images: sz-pg-oam-docker-hub-001.tendcloud.com/1i
brary/spark-driver:v2.1.0-kubernetes-0.3.1-1

phase: Running

status: [ContainerStatus(containerID=docker://5c5c821c482al
€35552adcch567020532b79244392374f25754f0050e6c04c62, image=sz-pg
-oam-docker-hub-001.tendcloud.com/library/spark-driver:v2.1.0-ku
bernetes-0.3.1-1, imageID=docker-pullable://sz-pg-oam-docker-hub
-001.tendcloud.com/library/spark-driver@sha256:beb92a3e3f178e286
d9e5baebdead88b5ba76d651f347ad2864bb6f8eda26f94, lastState=Conta
inerState(running=null, terminated=null, waiting=null, additiona
1Properties={}), name=spark-kubernetes-driver, ready= , resta
rtCount=0, state=ContainerState(running=ContainerStateRunning(st
artedAt=2017-09-14T06:59:02Z, additionalProperties={}), terminat
ed=null, waiting=null, additionalProperties={}), additionalPrope
rties={})]
2017-09-14 14:59:12 INFO LoggingPodStatuswWatcherImpl:54 - State
changed, new state:

pod name: spark-pi-1505372339796-driver

namespace: spark-cluster

labels: spark-app-selector -> spark-f4d3a5d3ad964a05a51feb6



191d50357, spark-role -> driver

pod uid: 304cf440-991a-11e7-970c-f4e9d49f8ed0O

creation time: 2017-09-14T06:59:01Z

service account name: spark

volumes: spark-token-zr8wv

node name: 172.20.0.114

start time: 2017-09-14T06:59:01Z

container images: sz-pg-oam-docker-hub-001.tendcloud.com/11i
brary/spark-driver:v2.1.0-kubernetes-0.3.1-1

phase: Succeeded

status: [ContainerStatus(containerID=docker://5c5c821c482al
€35552adcch567020532b79244392374f25754f0050e6c04c62, image=sz-pg
-oam-docker-hub-001.tendcloud.com/library/spark-driver:v2.1.0-ku
bernetes-0.3.1-1, imageID=docker-pullable://sz-pg-oam-docker-hub
-001.tendcloud.com/library/spark-driver@sha256:beb92a3e3f178e286
d9e5baebdead88b5ba76d651f347ad2864bb6f8eda26f94, lastState=Conta
inerState(running=null, terminated=null, waiting=null, additiona
1Properties={}), name=spark-kubernetes-driver, ready= , rest
artCount=0, state=ContainerState(running=null, terminated=Contai
nerStateTerminated(containerID=docker://5c5c821c482ale35552adcch
567020532b79244392374f25754f0050e6cd4c62, Code=0, finishedAt
=2017-09-14T06:59:11Z, message=null, reason=Completed, signal=nu
11, startedAt=null, additionalProperties={}), waiting=null, addi
tionalProperties={}), additionalProperties={})]
2017-09-14 14:59:12 INFO LoggingPodStatusWatcherImpl:54 - Conta
iner final statuses:

Container name: spark-kubernetes-driver

Container image: sz-pg-oam-docker-hub-001.tendcloud.com/1lib
rary/spark-driver:v2.1.0-kubernetes-0.3.1-1

Container state: Terminated

Exit code: ©
2017-09-14 14:59:12 INFO Client:54 - Application spark-pi finis
hed.

B EF T AE S EATHREFB LA o

1% AT @ 844 7T L & %] kubernetes & 89 Pod 12 & :



kubectl --namespace spark-cluster get pods -w

45 %% spark-driver #7 spark-exec & Pod 13 & °

R B 2

b U KAV EATIRAL T 0T 0 S AT P A8 T 69 jar UH S &2 & docker 42 EF
ATARBMNERRIMEFHAFTZEHNUNE—MRBER? L | wRAEZIFLKR
MIRT o

€] & resource staging server

ATHFERAPRZAES » FERZHERRIESGHERQAZE— MR > RIVEAT
resource staging server °

kubectl create -f conf/kubernetes-resource-staging-server.yaml

KAV A L3 F £ spark-cluster namespace T * % yaml STH 1L
kubernetes-handbook # manifests/spark-with-kubernetes-native-
scheduler H % o

AL

Eb A - FEMit AT oA RIIELE > &8 --conf
spark.kubernetes.resourceStagingServer.uri #%&1% % resource staging
server 33tk » | P 1% % i resource staging server % BTG B AL o
T VAL AT A AR X E A

o &)1 nodeSelector & resource staging server Bl T REE X — &M E L >

%I AR SR AR ) 48 ZALEY |P Hhk

e A% spark-resource-staging-service service #J type # ClusterlP »
RE1%E R Ingress W L R E B EREINEE 0 KRB mAEG N DNS 2 > A P42
DNS % 45 & resource staging server #j 3k o

& T AMAT T @ 894 4 k32 T A 3889 jar 2| kubernetes £ 547 o


https://github.com/rootsongjc/kubernetes-handbook

./spark-submit \

--deploy-mode cluster \

--class org.apache.spark.examples.SparkPi \

--master k8s://https://172.20.0.113:6443 \

--kubernetes-namespace spark-cluster \

--conf spark.kubernetes.authenticate.driver.serviceAccountName
=spark \

--conf spark.executor.instances=5 \

--conf spark.app.name=spark-pi \

--conf spark.kubernetes.driver.docker.image=sz-pg-oam-docker-h
ub-001.tendcloud.com/library/spark-driver:v2.1.0-kubernetes-0.3.
1-1 \

--conf spark.kubernetes.executor.docker.image=sz-pg-oam-docker
-hub-001.tendcloud.com/library/spark-executor:v2.1.0-kubernetes-
0.3.1-1 \

--conf spark.kubernetes.initcontainer.docker.image=sz-pg-oam-d
ocker-hub-001.tendcloud.com/library/spark-init:v2.1.0-kubernetes
-0.3.1-1 \

--conf spark.kubernetes.resourceStagingServer.uri=http://172.2
0.0.114:31000 \

../examples/jars/spark-examples_2.11-2.2.0-k8s-0.4.0-SNAPSHOT.
jar

G KR IR | /examples/jars/spark-examples_2.11-2.2.0-k8s-

0.4.0-SNAPSHOT.jar S % 2| resource staging server * executor ¥4 % server
ERBjar &7 BEA PR TR EEHFRRIESHRE—AET -

# I : https://apache-spark-on-k8s.github.io/userdocs/running-on-
kubernetes.html#dependency-management

% & HDFS A F

4o R Hadoop KRR A % E Kerbros € AINIEAE » £18F  spark-submit B9 AT
BT VA IE W TOANIRILEZ > % E Spark 5§ HDFS @134 Ay P -


https://apache-spark-on-k8s.github.io/userdocs/running-on-kubernetes.html#dependency-management

--conf
--conf
--conf
--conf

spark.
spark.
spark.
spark.

kubernetes.driverEnv.SPARK_USER=hadoop
kubernetes.driverEnv.HADOOP_USER_NAME=hadoop
executorEnv.HADOOP_USER_NAME=hadoop
executorEnv.SPARK_USER=hadoop

7

1% Al hadoop J P £ X A jar &894 4 =1

./spark-submit \

--deploy-mode cluster \

--class com.talkingdata.alluxio.hadooptest \
--master k8s://https://172.20.0.113:6443 \
--kubernetes-namespace spark-cluster \

- -conf
- -conf
- -conf
- -conf
- -conf
=spark \
--conf
--conf
--conf

spark.
spark.
spark.
spark.
spark.

spark.
spark.
spark.

kubernetes.driverEnv.SPARK_USER=hadoop \
kubernetes.driverEnv.HADOOP_USER_NAME=hadoop \
executorEnv.HADOOP_USER_NAME=hadoop \
executorEnv.SPARK_USER=hadoop \
kubernetes.authenticate.driver.serviceAccountName

executor.instances=5 \
app.name=spark-pi \
kubernetes.driver.docker.image=sz-pg-oam-docker-h

ub-001.tendcloud.com/library/spark-driver:v2.1.0-kubernetes-0.3.

1-1 \

--conf spark.kubernetes.executor.docker.image=sz-pg-oam-docker

-hub-001.tendcloud.com/library/spark-executor:v2.1.0-kubernetes-

0.3.1-1 \

--conf spark.kubernetes.initcontainer.docker.image=sz-pg-oam-d

ocker-hub-001.tendcloud.com/library/spark-init:v2.1.0-kubernetes

-0.3.1-1

\

--conf spark.kubernetes.resourceStagingServer.uri=http://172.2

0.0.114:31000 \

~/Downloads/tendcloud_2.10-1.0.jar

# I, : https://github.com/apache-spark-on-k8s/spark/issues/408

%] Driver 72 Executor % &% & 1%

A AT spark-submit BH4E R 4o T A% E A G4 CPU # R4


https://github.com/apache-spark-on-k8s/spark/issues/408

--conf spark.driver .memory=3G
--conf spark.executor.memory=3G
--conf spark.driver.cores=2
--conf spark.executor.cores=10

U % 3 b ke 474535 5] Pod 8 3 R%E F 09 % 2

Wodw K AT% B £ AT spark-submit B9BTfRAZ3E T XA NS E 0 --conf
spark.driver.cores=2 #7 --conf spark.driver.memory=100G6 R A &%
driver pod #9 yaml 4 i 22 R & A& 213X AH 69 T RZ E ¢

resources:
limits:
memory: Gi
requests:
cpu: "2"
memory: Gi

AL LA request AEI%E » ARZ limit 69 % R1LE 6944 AT F
%k ?

T XA4¢ ] spark.kubernetes.driver.limit.cores ##

spark.kubernetes.executor.limit.cores k% & CPU#%) hard limit °

memory limit 4744 4% #& memory request 14 4e £

spark.kubernetes.executor.memoryOverhead &4 1HH kg > %A E A
T% B 5 Bt A executor #9421 heap A A 69ME (TTRMEAK ~m ~ g#iz) 1%
PR TR AALEG T4 ~ AL KRIIR %4 o ARIE executor 89 K% E (I F & 6%
#110%)

EATTAZH KRR —MES > Fl8F% & driver #2 executor 5 CPU ~ A & 8 7R
request #= limit 44 (driver 8 A & limit 444 request 1547 110%)



./spark-submit \

--deploy-mode cluster \

--class org.apache.spark.examples.SparkPi \

--master k8s://https://172.20.0.113:6443 \

--kubernetes-namespace spark-cluster \

--conf spark.kubernetes.authenticate.driver.serviceAccountName
=spark \

--conf spark.driver.memory=100G \

--conf spark.executor.memory=10G \

--conf spark.driver.cores=30 \

--conf spark.executor.cores=2 \

--conf spark.driver.maxResultSize=10240m \

--conf spark.kubernetes.driver.limit.cores=32 \

--conf spark.kubernetes.executor.limit.cores=3 \

--conf spark.kubernetes.executor.memoryOverhead=2g \

--conf spark.executor.instances=5 \

--conf spark.app.name=spark-pi \

--conf spark.kubernetes.driver.docker.image=sz-pg-oam-docker-h
ub-001.tendcloud.com/library/spark-driver:v2.1.0-kubernetes-0.3.
1-1 \

--conf spark.kubernetes.executor.docker.image=sz-pg-oam-docker
-hub-001.tendcloud.com/library/spark-executor:v2.1.0-kubernetes-
0.3.1-1 \

--conf spark.kubernetes.initcontainer.docker.image=sz-pg-oam-d
ocker-hub-001.tendcloud.com/library/spark-init:v2.1.0-kubernetes
-0.3.1-1 \

:///opt/spark/examples/jars/spark-examples_2.11-2.2.0-k8s-0
.4.0-SNAPSHOT . jar 10000000

BB H—A0E—T T A task 897 pi 89 spark £ % > £ 5 E47L AT - drvier
89 CPU IR H# KA A 3 # » A5 40G » &4 executor 8 CPU £ IRHF£ KL R
Bl 14 ABTE 4G » AT ARIE 52 BR R K 48 1S BT 44K 3 JR 89 request 14 ©

SPARK_DRIVER_MEMORY #7 SPARK_EXECUTOR_MEMORY #=%%|1F# Driver & %
#o Executor 22 B #H BT & » thie T@XA Driver B 38 CMD F :



CMD SPARK_CLASSPATH="${SPARK_HOME}/jars/*" && \

env | grep SPARK _JAVA OPT_ | sed 's/[A=]*=\(.*\)/\1/g" > /tm
p/java_opts.txt && \

readarray -t SPARK_DRIVER_JAVA_OPTS < /tmp/java_opts.txt &&

if | [ -z ${SPARK_MOUNTED_CLASSPATH+x} ]; then SPARK_CLASSPA
TH="$SPARK_MOUNTED_CLASSPATH: $SPARK_CLASSPATH"; fi && \

if | [ -z ${SPARK_SUBMIT_EXTRA_CLASSPATH+x} ]; then SPARK_CL
ASSPATH="$SPARK_SUBMIT_EXTRA_CLASSPATH:$SPARK_CLASSPATH"; fi &&
\

if | [ -z ${SPARK_EXTRA_CLASSPATH+x} ]; then SPARK_CLASSPATH=
"$SPARK_EXTRA_CLASSPATH: $SPARK_CLASSPATH"; fi && \

if | [ -z ${SPARK_MOUNTED_FILES_DIR+x} ]; then cp -R "$SPARK
_MOUNTED_FILES_DIR/." .; fi && \

if | [ -z ${SPARK_MOUNTED_FILES_FROM_SECRET_DIR} ]; then cp
-R "$SPARK_MOUNTED_FILES_FROM_SECRET_DIR/." .; fi && \

${JAVA_HOME}/bin/java "${SPARK_DRIVER_JAVA_OPTS[@]}" -cp $SP
ARK_CLASSPATH -Xms$SPARK_DRIVER_MEMORY -Xmx$SPARK_DRIVER_MEMORY
$SPARK_DRIVER_CLASS $SPARK_DRIVER_ARGS

A 1]

HATVTVAE B2 SPARK_DRIVER_MEMORY 313z &6973] Al o Executor 81X & 5
driver £ o

7 RATVT A ZAE G SRR A # IR T 6915 spark.executorEnv.
[EnvironmentVariableName] °® R &3 EnvironmentvariableName #-#%& % 3k

HEELARRT o

5%

Spark# & it Jk - Be-Dynamic Resource Allocation
Running Spark on Kubernetes

Apache Spark Jira Issue - 18278 - SPIP: Support native submission of spark jobs
to a kubernetes cluster

Kubernetes Github Issue - 34377 Support Spark natively in Kubernetes


http://lxw1234.com/archives/2015/12/593.htm
https://apache-spark-on-k8s.github.io/userdocs/running-on-kubernetes.html
https://issues.apache.org/jira/browse/SPARK-18278
https://github.com/kubernetes/kubernetes/issues/34377

Kubernetes example spark
https://github.com/rootsongjc/spark-on-kubernetes
Scheduler backend
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https://github.com/kubernetes/kubernetes/tree/master/examples/spark
https://github.com/rootsongjc/spark-on-kubernetes
https://github.com/apache-spark-on-k8s/spark/blob/branch-2.2-kubernetes/resource-managers/kubernetes/architecture-docs/scheduler-backend.md

Serverless E#J

Serverless (£ S EEM) BT HARHE ENOMEHFHETLELRKRIGT
FREEP > cHEHARL  RARF =72 L1 %2 @K ENET L E1ER
) F B i Ae Bk TR PTIE & o

Serverless & #8911 &

ASRRGENNEFEARRARFFIGERELRS S LHGHIE > R ARBFAIR &
FEABROHEBEF O REFRZRNTRAERXETLSVEMEFE ~ S RESHHM4F
BIZEGHEE o FFRREZETRARFRRBGEAFR A ZEZ L o TR
MARAEZ LW T LTS » REA —Fr H L6 RMBE G895 5% X RN XA A
HPBEANBROCEBE » B AL RRERM T F 7 82 ZR AT 8§ — 5
— Serverless (£ % %) &4 -

— AWS %R %
o MEAKIEE MR A :

Serverless = F M LM EFT L o CTALBRIRSREREERE S
REEARLRAEFLEEZE s SNERTHFTATREY -  TIANREER 6
BRELAEFTRERR TRRAESZTANBEFTAE - AEKRRARLEESTHAN 7@ B
ARG RAFAR (BE/FFR) BRA o

° qu&’f&ﬂ‘iﬁkzﬁ .

laaS#*PaaS#H £ i a4 & » R 5 B F 4R AL B =T AT &1l o ServerlessE 4 7
— AR 5 0 4 R A A R ARG AR el o

o TRES :

ServerlessZ# — NS5 5 WK LB ay R E XA A6 ~ ArtEe) ~ EdR
SRBFFTEIR o YRR GEMEHS BT ERROTLEL  BRE I ENFER
é‘f’ﬁ‘ﬁ-ﬂb °

o TR BMEH



ServerlessFH A L ILE B ERE o F VAN > L ERE LB EE AL
9‘ o

° “é‘j’ié”éﬁi‘]’«%ﬁ .
BB Ry ZEGLT > AL RHIEF SRR S S RBEEY~
15% 89 F3m KA it « I EBAE—F KR RIGE KIR% o £ Serverless

RADAHIL o TL IR F R R RO A D RRIRE AR EHF R o LKA K
1 2 A 23 7 H R R o

Kubernetes_ Lt %serverless & 44

B 7] L2 H — 3k & 89 X T kubernetes #9 serverless 249 7R B 4= F :

e faas - Functions as a Service - a serverless framework for Docker &
Kubernetes htips://blog.alexellis.io/introducing...

e faas-netes - Enable Kubernetes as a backend for Functions as a Service
(OpenFaaS) https://github.com/alexellis/faas

e funktion - a CLI tool for working with funktion https://funktion.fabric8.io/

e [ronFunctions - IronFunctions - the serverless microservices platform.
http://iron.io

e kubeless - Kubernetes Native Serverless Framework http://kubeless.io

e OpenWhisk - Apache OpenWhisk (Incubating) is a serverless, open source
cloud platform that executes functions in response to events at any scale.

VAL B & T awsome-cloud-native

Ok

Serverless Architectures - Martin Fowler
Serverless R #) 47 it

2017 2 s&Serverlessfe X X F+5 ?
JlaaS%|FaaS—— Serverless & 4 69 AT ¢4~ 4

Copyright © jimmysong.io 2017 all right reserved » powered by GitbookUpdated:
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https://github.com/alexellis/faas
https://blog.alexellis.io/introducing-functions-as-a-service/
https://github.com/alexellis/faas-netes
https://github.com/alexellis/faas
https://github.com/funktionio/funktion/
https://funktion.fabric8.io/
https://github.com/iron-io/functions
http://iron.io/
https://github.com/kubeless/kubeless
http://kubeless.io/
http://openwhisk.incubator.apache.org/
http://openwhisk.incubator.apache.org/serverless
https://github.com/rootsongjc/awesome-cloud-native
https://martinfowler.com/articles/serverless.html
http://dockone.io/article/1460
http://www.infoq.com/cn/news/2017/04/2017-Serverless
https://aws.amazon.com/cn/blogs/china/iaas-faas-serverless/

5.3 Serverless & #

744



PSR

TBD

5%

The Birth of an Edge Orchestrator — Cloudify Meets Edge Computing
K8s(Kubernetes) and SDN for Multi-access Edge Computing deployment

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
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http://cloudify.co/2017/07/26/birth-of-edge-orchestrator-cloudify.html
http://events.linuxfoundation.org/sites/events/files/slides/HS-OSSjapan-final.pdf

& 45 d

Copyright © jimmysong.io 2017 all right reserved > powered by GitbookUpdated:
2017-11-02 08:43:28



fe. & Kubernetes 7 & 3137,

£A1H4 £ Mac L1 A docker F3% % i¥kuberentes ©

3% R AR A

brew install gnu-tar

Dockerifdg » 2V F R E X7 WAGAH » EATIGHA G IET 2 %RIFR
W e

PAT mF
b1k B % Blkuberentes/z A3 69/ B & T AT

./build/run.sh make T ¥A{zdocker¥® #AT% F & %miF B =3 & 4 o

&% F 89 dockert 1% -

gcr.io/google_containers/kube-cross:v1.7.5-2

BE GG SRR LET s THRKEH

index.tenxcloud.com/jimmy/kube-cross:v1.7.5-2

%A TUbuntuty 2 > K1N2.15G > RIFIRILF &4 AT 44

e Go01.7.5

e etcd

e protobuf

) g++

o HAtgolang ik #i &

ERA TR EEANRFTRRBEEFA DA -



YR KB = B LA A /_output/local/go/bin/ B ETF o
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Kubernetes ]

70K
$ A RAH T RS MR AKAD I 5T T T ik o
SE AT AT 89 3 AR IK

make test

121X 35 € 69 package

make WHAT=./pkg/api

make WHAT=./pkg/{api, kubelet}

KA WA AEEM go test

go -v k8s.io/kubernetes/pkg/kubelet

12 M X 45 € package#) & X case

# Runs TestValidatePod in pkg/api/validation with the verbose fl
ag set

make test WHAT=./pkg/api/validation KUBE_GOFLAGS="-v" KUBE_TEST_
ARGS="'-run ATestValidatePod$'

# Runs tests that match the regex ValidatePod|ValidateConfigMap
in pkg/api/validation

make test WHAT=./pkg/api/validation KUBE_GOFLAGS="-v" KUBE_TEST_
ARGS="-run ValidatePod\|ValidateConfigMap$"

AHBEHER go test



go test -v k8s.io/kubernetes/pkg/api/validation -run ATestValida
tePod$

F 472K,

F 47 WX Zroot out flakes # — A A 2 7 % -

make PARALLEL=2 ITERATION=5

RN S

make test KUBE_COVER=y

Benchmark |,

go test ./pkg/apiserver -benchmem -run=XXX -bench=BenchmarkWatch

RS

Kubernetes & s M X & &% Keted (REZRBET > RELZLFH) » tde

hack/install-etcd.sh # Installs in ./third_party/etcd
echo export PATH="\$PATH:$(pwd)/third_party/etcd" >> ~/.profile
# Add to PATH

&£ R & F Z 68 1% B %) B ShetcdArkubernetes/k % ¢ 12 fTtest/integration £
w0 89 MR, o

FATHTA S A

make -integration


https://github.com/kubernetes/kubernetes/tree/master/test/integration

18 & 4 Ax M X R 451

# Run integration test TestPodUpdateActiveDeadlineSeconds with t

he verbose flag set.
make -integration KUBE_GOFLAGS="-v'" KUBE_TEST_ARGS="-run ATe
stPodUpdateActiveDeadlineSeconds$"

End to end (e2e)®] X

End to end (e2e) MXAEBLH P 4T A4 FAEKubernetes » Jil kR 1iEKubernetes/k % =X,
EBITA R AR THM o

R e2eMIRZ AT » FE ARG IFM XL > R E
KUBERNETES_PROVIDER ( %1k #gce)

make WHAT='test/e2e/e2e.test'
make ginkgo
export KUBERNETES_PROVIDER=local

& #hcluster » MK » & 1% kcluster

# build Kubernetes, up a cluster, run tests, and tear everything

down
go run hack/e2e.go -- -v --build --up --test --down
% MR 35 2 69 A 4]
go run hack/e2e.go -v -test --test_args='--ginkgo.focus=Kubectl\

sclient\s\[k8s\.i0\]\sKubectl\srolling\-update\sshould\ssupport\
srolling\-update\sto\ssame\simage\s\[Conformance\]$'

ug- 3¢ M 1K 451

go run hack/e2e.go -- -v --test --test_args="--ginkgo.skip=Pods.
*env



6.2 # LM R A S ax R
H AT MR

# Run tests in parallel, skip any that must be run serially
GINKGO_PARALLEL=y go run hack/e2e.go --v --test --test_args="--g
inkgo.skip=\[Serial\]"

# Run tests in parallel, skip any that must be run serially and
keep the test namespace if test failed

GINKGO_PARALLEL=y go run hack/e2e.go --v --test --test_args="--g
inkgo.skip=\[Serial\] --delete-namespace-on-failure=false"

7 28 X,

go run hack/e2e.go -- -v --down

AR -ctl

# -ctl can be used to quickly call kubectl against your e2e clus
ter. Useful for

# cleaning up after a failed test or viewing logs. Use -v to avo
id suppressing

# kubectl output.

go run hack/e2e.go -- -v -ctl='get events'

go run hack/e2e.go -- -v -ctl='delete pod foobar'

Fedaration e2e | i3,

752



export FEDERATION=true

export E2E_ZONES="us-centrall-a us-centrall-b us-centrall-f"
# or export FEDERATION_PUSH_REPO_BASE="quay.io/colin_hom"
export FEDERATION_PUSH_REPO_BASE="gcr.i0/${GCE_PROJECT_NAME}"

# build container images
KUBE_RELEASE_RUN_TESTS=n KUBE_FASTBUILD=true go run hack/e2e.go
-- -v -build

# push the federation container images
build/push-federation-images.sh

# Deploy federation control plane
go run hack/e2e.go -- -v --up

# Finally, run the tests
go run hack/e2e.go -- -v --test --test_args="--ginkgo.focus=\[Fe

ature:Federation\]"

# Don't forget to teardown everything down
go run hack/e2e.go -- -v --down

T VA cluster/log-dump.sh <directory> # &6 TH A XA & » HBhPEE N
X P AL B 6 7] &R o

Node e2e X
Node e2ef M X Kubeletty#a % 2 58 » T VAL A MoK H £ 5 P MK

export KUBERNETES_PROVIDER=local

make test-e2e-node FOCUS="InitContainer"

make test_e2e_node TEST_ARGS="--experimental-cgroups-per-qos=tru
ell

F 7 A



1% B kubect! 8 2 B 7T vA 75 1% 3% B8 209 538 - thde &8 X /Ncontainer® 4514 69 7 ik
A

kubectl get pods nginx-4263166205-ggst4 -o template '--template=
{{if (exists . "status" "containerStatuses")}}{{range .status.co
ntainerStatuses}}{{if eq .name "nginx"}}{{.image}}{{end}}{{end}}

{{end}}'

R Lt

Kubernetes testing
End-to-End Testing
Node e2e test

How to write e2e test

Coding Conventions
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https://github.com/kubernetes/community/blob/master/contributors/devel/testing.md
https://github.com/kubernetes/community/blob/master/contributors/devel/e2e-tests.md
https://github.com/kubernetes/community/blob/master/contributors/devel/e2e-node-tests.md
https://github.com/kubernetes/community/blob/master/contributors/devel/writing-good-e2e-tests.md
https://github.com/kubernetes/community/blob/master/contributors/devel/coding-conventions.md#testing-conventions

client-go = 7|

1% Flkubernetes £ # A JLT JLA+ 7 & :

Kubernetes
dashboard

kubectl

client-go

client-
python

Java client

4 A

SATHRAE > A ERERE R EEAN A
#—F K > THAFE > RAE B RST

}\kubernetesﬁ’J RAGPIBRROEPHE > ML
A o {2 F &8 R 4kubernetes 8 AP &

python% 7 3% » kubernetes-incubator

fabric8 F 49 —2k 4~ » kubernetestJjava® 7 5%

T s &A1& Tclient-go » *fDeploymentit %4514 69 F Hit 477 T4l o
% % — 4Deployment9 % F ~ & Fl & & & Fo¥image % F- 69 77 Xk FH %% o RAGFa ik
R 7 X U https://github.com/rootsongjc/kubernetes-client-go-sample ©

kubernetes-client-go-sample

RAG 4= T

package main

import (

llflagll

IIfmt "
”OS"

"path/filepath"

"k8s.io/apimachinery/pkg/api/errors"

metavl "k8s.io/apimachinery/pkg/apis/meta/v1"

"k8s.io/client-go/kubernetes"”

"k8s.io/client-go/tools/clientcmd"

B L Web Ul AT4R4E » M £ G4k > TRAAER
9

o
3

Je Wl pewl gewl e
FNW RN FW N

redhat

g AT


https://github.com/kubernetes/client-go
https://github.com/kubernetes-incubator/client-python
https://github.com/fabric8io/kubernetes-client
https://github.com/kubernetes/client-go
https://github.com/rootsongjc/kubernetes-client-go-sample

func main() {
var kubeconfig *string
if home := homeDir(); home !'= "" {
kubeconfig = flag.String("kubeconfig", filepath.Join(hom
e, ".kube", "config"), "(optional) absolute path to the kubeconf
ig file")
} else {
kubeconfig = flag.String("kubeconfig", "", "absolute pat
h to the kubeconfig file")

¥

deploymentName := flag.String('"deployment", "'", "deployment
name'")

imageName := flag.String('"image", "", "new image name')

appName := flag.String("app", "app", "application name")

flag.Parse()
if *deploymentName == "" {
fmt.Println("You must specify the deployment name.")
0S.Exit(0)
}
if *imageName == "" {
fmt.Println("You must specify the new image name.")
0S.Exit(0)
}
// use the current context in kubeconfig
config, err := clientcmd.BuildConfigFromFlags("", *kubeconfi
9)
if err I= {
(err.Error())

// create the clientset
clientset, err := kubernetes.NewForConfig(config)
if err I= {
(err.Error())
}
deployment, err := clientset.AppsVlbetal().Deployments('"defa
ult").Get(*deploymentName, metavl.GetOptions{})



if err I= {
(err.Error())
}
if errors.IsNotFound(err) {
fmt.Printf("Deployment not found\n")
} else if statusError, isStatus := err.(*errors.StatusError)
; isStatus {
fmt.Printf("Error getting deployment%v\n", statusgrror.E
rrStatus.Message)
} else if err I= {
(err.Error())
} else {
fmt.Printf("Found deployment\n")
name := deployment.GetName()
fmt.Println("name ->", name)
containers := &deployment.Spec.Template.Spec.Containers

found

for i := range *containers {

*contalners

c
if c[i].Name == *appName {
found =
fmt.Println("0ld image ->", c[i].Image)
fmt.Println("New image ->'", *imageName)
c[i].Image = *imageName

}
if found == {
fmt.Println("The application container not exist in
the deployment pods.")
0S.Exit(0)
}
_, err := clientset.AppsVlibetal().Deployments('"default")
.Update(deployment)
if err I= {
(err.Error())

func homeDir() string {



if h := os.Getenv("HOME"); h = "" {
return h

¥
return os.Getenv("USERPROFILE") // windows

AL kubeconfig UHHIATEE Hkubernetes A » % LA BKIA 0942 B
& $HOME/.kube/config °

1% A Y% G 7T VA B #fe Kubernetes £ 85 2 oh » AERA4T — AT A% 32| AP server#y
P& LEAT o
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$ go get github.com/rootsongjc/kubernetes-client-go-sample
$ $GOPATH/src/github.com/rootsongjc/kubernetes-client-go-samp
le
$ make
$ ./update-deployment-image -h
Usage of ./update-deployment-image:
-alsologtostderr
to standard error as well as files
-app string
application name (default "app")
-deployment string
deployment name
-image string
new image name
-kubeconfig string
(optional) absolute path to the kubeconfig file (default
"/Users/jimmy/.kube/config")
-log_backtrace_at value
when logging hits line file:N, emit a stack trace
-log_dir string
If non-empty, write files in this directory
-logtostderr
to standard error instead of files
-stderrthreshold value
logs at or above this threshold go to stderr
-v value
level for V logs
-vmodule value
comma-separated list of pattern=N settings for file-filt
ered logging

{ S—
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$ ./update-deployment-image -deployment filebeat-test -image sz
-pg-oam-docker-hub-001.tendcloud.com/library/analytics-docker-te
st:Build_9

Found deployment

name -> filebeat-test

0ld image -> sz-pg-oam-docker-hub-001.tendcloud.com/library/anal

ytics-docker-test:Build_8
New image -> sz-pg-oam-docker-hub-001.tendcloud.com/library/anal

ytics-docker-test:Build_9

% % Deploymentfyevent e



$ kubectl describe deployment filebeat-test

Name: filebeat-test
Namespace: default
CreationTimestamp: Fri, 19 May 2017 15:12:28 +0800
Labels: k8s-app=filebeat-test
Selector: k8s-app=filebeat-test
Replicas: 2 updated | 3 total | 2 available | 2 unavailab
le
StrategyType: RollingUpdate
MinReadySeconds: 0
RollingUpdateStrategy: 1 max unavailable, 1 max surge
Conditions:

Type Status Reason

Available True MinimumReplicasAvailable

Progressing True ReplicaSetUpdated
OldReplicaSets: filebeat-test-2365467882 (2/2 replicas create
d)
NewReplicaSet: filebeat-test-2470325483 (2/2 replicas created
)
Events:

FirstSeen LastSeen Count From SubObjec
tPath Type ReasoMessage

2h im 3 {deployment-controller } N
ormal ScalingReplicaSet Scaled down replica filebe
at-test-2365467882 to 2

1m im 1 {deployment-controller } N
ormal ScalingReplicaSet Scaled up replica filebeat
-test-2470325483 to 1

1m im 1 {deployment-controller } N
ormal ScalingReplicaSet Scaled up replica filebeat

-test-2470325483 to 2

T YA F 8| 89 ReplicaSet/ A 31 replicaii ¥ 5] T 24~ » A 2/4M% A #7 e & #replica =T
R > B AT A fgreplica£24 ©

RS A A RAVRE 78T 4 £ » & A DeploymentfypodtyR & o



$ kubectl get pods -1 k8s-app=filebeat-test

NAME READY STATUS RE

STARTS AGE

filebeat-test-2365467882-4zwx8 2/2 Running 0
33d

filebeat-test-2365467882-rqskl 2/2 Running 0
33d

filebeat-test-2470325483-6vjbw 1/2 ImagePullBackOff 0]
4m

filebeat-test-2470325483-gcl14k 1/2 ImagePullBackOff 0
4m

AT A A 2| A A 4~pod.E £+ Blimage °
TR AR AR

Fimagex B A R k6 4ui% o

$ ./update-deployment-image -deployment filebeat-test -image sz-
pg-oam-docker-hub-001.tendcloud.com/library/analytics-docker-tes
t:Build_8

Found deployment

name -> filebeat-test

0ld image -> sz-pg-oam-docker-hub-001.tendcloud.com/library/anal
ytics-docker-test:Build_9

New image -> sz-pg-oam-docker-hub-001.tendcloud.com/library/anal
ytics-docker-test:Build_8

12 B & & Deploymentdy R & o



$ kubectl describe deployment filebeat-test

Name: filebeat-test
Namespace: default
CreationTimestamp: Fri, 19 May 2017 15:12:28 +0800
Labels: k8s-app=filebeat-test
Selector: k8s-app=filebeat-test
Replicas: 3 updated | 3 total | 3 available | 0 unavailab
le
StrategyType: RollingUpdate
MinReadySeconds: 0
RollingUpdateStrategy: 1 max unavailable, 1 max surge
Conditions:

Type Status Reason

Available True MinimumReplicasAvailable

Progressing True NewReplicaSetAvailable
OldReplicaSets: <none>
NewReplicaSet: filebeat-test-2365467882 (3/3 replicas created
)
Events:

FirstSeen LastSeen Count From SubObjec
tPath Type ReasoMessage

2h am 3 {deployment-controller } N
ormal ScalingReplicaSet Scaled down replica filebe
at-test-2365467882 to 2

8m 8m 1 {deployment-controller } N
ormal ScalingReplicaSet Scaled up replica filebeat
-test-2470325483 to 1

8m 8m 1 {deployment-controller } N
ormal ScalingReplicaSet Scaled up replica filebeat
-test-2470325483 to 2

2h im 3 {deployment-controller } N
ormal ScalingReplicaSet Scaled up replica filebeat
-test-2365467882 to 3

1m im 1 {deployment-controller } N
ormal ScalingReplicaSet Scaled down replica filebe

at-test-2470325483 to 0



T L & %) available®replica ™M 4 & R3 T °

Rz a4 R g4 T > il dkubernetes dashboard ) T & L & & Deployment
RS EEW > A EHEPE o

= kubernetes Workloads > Deployments + CREATE
Admin
CPU usage Memory usage @
Namespaces
Nodes 0.405, 7.33 Gi
. 0:360 g 6526
Persistent Volumes g a0 £ el
H &
Storage Classes. ALY §326Gi
& 0.000] 5 163Gi
2
Namespace 13:45 18:46 18:50 18:53 18:56 18:59 12:45 18:46 18:50 18:53 18:56 18:59
default Time Time
Workloads
Deployments 1-100f19 1< < > >l
Deployments
Replica Sets Narfie Labels Pods Age Images
- : s52-pg-oam-docker-hub-001 tendcloud.com...
details-v1 : : 11 19.d
Replicaticnbonioless @ cetsisy ape;detals) Qersion:y] / 22 docker.iofistio/proxy_debug:0.1
Daemon Sets -pg-oam-docker-hub-001 tendcloud.com.
@ fiebeattest k8s-app: filebeat test 3/3 amonth AERARRN Sea N OGRS SO
S sz-pg-oam-docker-hub-001 tendcloud.com...
Failed to pull image "sz-pg-oam-docker-hub-001 tendcloud.com/librar docker-testBuild_9": rpc error: code = 2 desc = Error: image library/analytics-docker-test:Build_9 not found
Jobs Error syncing pod, skipping: failed to "StartContainer® for "app® with ErrlmagePull: 'rpc error: code = 2 desc = Error: image library/analytics-docker-testBuild_9 not found"
Pods & frontend app: guestbook tier: frontend 3/3 amonth sz-pg-oam-docker-hub-001.tendcloud.com..

A K - 1% F kubernetes dashboardt 1T# = 3k &

W\

X A& dashboard ik KL% » W% ~ BHiE ~ FHzk o
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e Contributing guidelines

e Kubernetes Developer Guide
e Special Interest Groups

e Feature Tracking and Backlog
e Community Expectations

e Kubernetes ¥ 7 L A% AL A
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https://github.com/kubernetes/kubernetes/blob/master/CONTRIBUTING.md
https://github.com/kubernetes/community/tree/master/contributors/devel
https://github.com/kubernetes/community
https://github.com/kubernetes/features
https://github.com/kubernetes/community/blob/master/contributors/devel/community-expectations.md
https://github.com/k8smeetup/kubernetes.github.io

Minikube

Minikube A T /£ A 332 fTkubernetes Itz » A kA & Fo MK, o

f£Mac_t % X xhyve-driver

docker-machine-driver-xhyve

$ sudo chown root:wheel $(brew --prefix)/opt/docker-machine-driv
er-xhyve/bin/docker-machine-driver-xhyve

$ sudo chmod u+s $(brew --prefix)/opt/docker-machine-driver-xhyv
e/bin/docker-machine-driver-xhyve

3| hitps://github.com/kubernetes/minikube/releases T #& minikube » & % & 9%
minikube v0.22.3

TRAREGEILH LA minikube * A% chmod +x minikube ° #% 3
| $PATH B X T :

mv ~/Download/minikube-darwin-adm64 /usr/loal/bin/
chmod +x /usr/ /bin/minikube

% kubectl

%% |nstall and Set Up kubect| » B iE4E F =] TR KB o

curl -LO https://storage.googleapis.com/kubernetes-release/relea
se/ curl -s https://storage.googleapis.com/kubernetes-release/re
lease/stable.txt /bin/darwin/amd64/kubectl

& #Minikube


https://github.com/kubernetes/minikube/releases
https://kubernetes.io/docs/tasks/tools/install-kubectl/

minikube start
Starting Kubernetes v1.7.5 cluster...
Starting VM...
Downloading Minikube ISO
139.09 MB / 139.09 MB [========================================
====] 100.00% 0s
Getting VM IP address...
Moving files into cluster...
Setting up certs...
Connecting to cluster...
Setting up kubeconfig...
Starting cluster components...
Kubectl is now configured to use the cluster.

A% 4 R EKIAE) ~/ . kube/config X# ° H 4% @ minikube °
1% .k Minikube

minikube stop

e

Running Kubernetes Locally via Minikube
Install minikube
Driver plugin installation - xhyve-driver

Copyright © jimmysong.io 2017 all right reserved * powered by GitbookUpdated:
2017-11-02 08:43:28


https://kubernetes.io/docs/getting-started-guides/minikube/
https://kubernetes.io/docs/tasks/tools/install-minikube/
https://github.com/kubernetes/minikube/blob/master/docs/drivers.md#xhyve-driver

M &
B A A — S 5 B TR AR o

e Kubernetes documentation

Awesome Kubernetes

Kubernetes the hard way

Kubernetes Bootcamp

Design patterns for container-based distributed systems

Awesome Cloud Native
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http://kubernetes.io/docs/
https://github.com/ramitsurana/awesome-kubernetes
https://github.com/kelseyhightower/kubernetes-the-hard-way
https://kubernetesbootcamp.github.io/kubernetes-bootcamp/index.html
https://www.usenix.org/system/files/conference/hotcloud16/hotcloud16_burns.pdf
https://jimmysong.io/awesome-cloud-native/

Dockerz 1% 52 ¥,

AXAH | £ B Docker1.13# 4 A= # Bh K £ T Mdocker &A% 89 & Ao i ] o

78S

Docker1.133R35 B &

dockeriz 2L 4 1%

M 4 4 58

M 2% B & e B AR BALA P —ANE o & 0 2 LR ATE A 89 dockerik
A£1.11.1 > docker1.13F M %A% XIRZ AT 69 B 5h lbig K » KAV R A AR -
42177 6] Z docker network

Rancher M %48 4 A= -F M 4% 5% 3L

swarm mode ) % &1 M £

docker s F1t ™M 43 44+ Shrike ( £ T docker1.11)

i

Docker # 1% 35 1+

infinit #docker2 ] ¥ &9 7% A &
convoy rancher# & #3docker volume plugin
torus & #

flocker ClusterHQ# &

AR

Docker#2 4 T — £ % log drivers » 4=fluentd ~ journald ~ syslog% °


https://rootsongjc.github.io/docker-practice/docs/docker_env
https://rootsongjc.github.io/docker-practice/docs/docker_compile
https://rootsongjc.github.io/docker-practice/docs/create_network
https://rootsongjc.github.io/docker-practice/docs/rancher_network
https://rootsongjc.github.io/docker-practice/docs/swarm_mode_routing_mesh
https://github.com/TalkingData/shrike
https://rootsongjc.github.io/docker-practice/docs/docker_storage_plugin
https://rootsongjc.github.io/docker-practice/docs/infinit
https://rootsongjc.github.io/docker-practice/docs/convoy
https://rootsongjc.github.io/docker-practice/docs/torus
https://rootsongjc.github.io/docker-practice/docs/flocker
https://docs.docker.com/engine/admin/logging/overview/

% &8 & docker engine ) 5 3 S 4k o

docker logging driver

@ 32 ko

B 7 X4 : Docker swarm sample app overview
A Tdocker1.13F 4&F #1k ¢ #swarm app
swarm &2 2 fl 5 22

1% F docker-composet| % 52 A

% r;—;—

&A1 A docker A & #9swarmk & ¥ docker £ # -
swarm mode /-4
KAV 542 A R 9 docker BB F B & £

e Crane : &A= R 89 K -Tswarmkitty & & & 24K 4 » 7T L4 A dockerfego
BE ARG — DTN E

e Rancher:RancherZ—M &1L 6% X & ®-F & » T xA4E flKubernetes ~
swarm#erancher & #t & cattle & & 2 %%‘r o

Crane )3k & Fa{f Jil

Rancher 3 & F= 1% A

it T R A
A A 5 R IR
CPU # /R 4]

1O %t R R 4

IR % %3N,


https://rootsongjc.github.io/docker-practice/docs/docker_logging_driver
https://docs.docker.com/engine/getstarted-voting-app/
https://rootsongjc.github.io/docker-practice/docs/create_swarm_app
https://rootsongjc.github.io/docker-practice/docs/swarm_app_manage
https://rootsongjc.github.io/docker-practice/docs/docker_compose
https://rootsongjc.github.io/docker-practice/docs/swarm_mode
https://github.com/Dataman-Cloud/crane
https://github.com/rancher/rancher
https://rootsongjc.github.io/docker-practice/docs/crane_usage
https://rootsongjc.github.io/docker-practice/docs/rancher_usage
https://rootsongjc.github.io/docker-practice/docs/memory_resource_limit
https://rootsongjc.github.io/docker-practice/docs/cpu_resource_limit
https://rootsongjc.github.io/docker-practice/docs/io_resource_limit

T@Y 5] — % LR FRILLE -

Etcd: R % & 3/ 4 1 o 7 XA st 6% o X ZCoreOSH QI A REN LA > AR
Khosg IMRBEIR G R ANA BB E B o CEFEANE ZIA A Thitphr Ly
APIFear & 4769 & P 5% o https://github.com/docker/etcd

Cousul : R R/ R 5 H KA Bl o IMNRFRATFEARS HRGK
o AR E RS A M E 0 Bl BRREMESE - ACLI A ~ HAProxy®e & %
Zookeeper : # 4 THadoopt & A4 269 44F » Apache® AR B o IRF K
R oA N4t G o RAT R4 Lam AMER i » 34— A 7 e s 3
By F & fo— R AF I o

Crypt : JmBetcd% B 69 B o Cryptf #4238 i R A A4Am B 609 77 X kAR
CATEYIE B o & RIRIEIE O AR XA B E A 0 T LA R AR BB
1 o

Confd : M4 st ik T B A AR R R EHBEEM S - Confd R B F £ K4
FREZNG T M S EHREEELAELF - RALLET -/ MITEX
M AP TAL s —MER AL TH BRI o

Vulcand : vulcand /2 A4 ¥4 A4 §i &394 R o €1& AetcdtE A&, » AT
el R ERIFECHYERE o

Marathon : & ZAmarathon T & A RFEE > CLEZAT —MNERG EH e
HAProxy# s ft » 2RI RE L0 » kAT HRS o

Frontrunner : XA~ B # A £ marathon F 2t HAproxy #9 & 37 4% it — Mg & 69 #2
Y

Synapse : ®Airbnb i & 45 » Rubyi 3 /A& » XA B 5] Ak A X 49HAProxy
A BEEY KR F L SN o hitp:/bruth.github.io/synapse/docs/
Nerve : B A k Gsynapsed &£ —A kA EMNARREEELE » 2 RAH
AT A s nervet4 £ #Fsynapsetis m A Ak bk o

TR

& & =15 -sshfs

K dockerid 7 & L&

Docker17.03-CE#&# 7+ & #1)

W 284


https://github.com/docker/etcd
https://github.com/hashicorp/consul
https://github.com/apache/zookeeper
https://github.com/kelseyhightower/confd
https://github.com/vulcand/vulcand
https://github.com/mesosphere/marathon
https://github.com/airbnb/synapse
http://bruth.github.io/synapse/docs/
https://github.com/airbnb/nerve
https://rootsongjc.github.io/docker-practice/docs/plugin_developing
https://rootsongjc.github.io/blogs/docker-plugin-develop/
https://rootsongjc.github.io/blogs/docker-plugin-develop/

o Contiv &#+ % 69DockerM %4-4&4F » dusiek > BRlELEZ LA Z » 1.0.E
hR 3% &ﬂ’*ﬁ%&?
e Calico Faufbktd r4% » B AAREASLET o

71k 3 1

NSt S E X

R % M OpenStack¥7 #: 2| Kubernetes 89 42 36 2%

2R R FEEFENB

[T £ A8 K #AAE dockerfb Z %

TalkingData-%% & £ A /£ K 238 % 7 T 89 % il Yarn on Docker

%= & TKubernetes®PaaS-F & 2%

R % HE

#1142 Mkuberentes * EAR LR B (2R F L T AR E LG ERE > KRR A
ﬁ%—éﬁ 4 A MY E Bldocker L RS 38 AR K8 0 &K B2 45 % B kubernetes it
s AR ZARR ?

& #kubernetesiE & Z sk

A8 X R
ZEBARIELE TR
7 & HAR20165F & %
xT

Author: Jimmy Song

rootsongjc@gmail.com


https://rootsongjc.github.io/tags/contiv/
https://rootsongjc.github.io/docker-practice/docs/jd_transform_to_kubernetes
https://rootsongjc.github.io/docker-practice/docs/meituan_docker_platform
https://rootsongjc.github.io/docker-practice/docs/ali_docker
http://rootsongjc.github.io/projects/yarn-on-docker/
https://rootsongjc.github.io/docker-practice/docs/letv_docker
https://rootsongjc.github.io/tags/kubernetes/
https://rootsongjc.github.io/docker-practice/docs/tech_resource
https://rootsongjc.github.io/docker-practice/docs/container_2016
https://rootsongjc.github.io/about

% % % TDocker ~ MicroServices ~ Big Data ~ DevOps ~ Deep Learning® A %
1% X 2Jimmy Song's Blog » & R & #1 £ 3 o
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https://rootsongjc.github.io

=] AR 12, 3K

2% ~ 1% Akubernetes ) 1L 42 ¥ 18 3| 69 BT A Rl L 6918 % o

i 7% B 45 /£ Kubernetes # GitHub L #2Zissue » /& b1 & FT 4% & dissue °

1.Failed to start ContainerManager failed to
initialise top level QOS containers #43856

F 2 kubeletif 4% » B Al 69 ik 7 ik & -

1.#£docker.servicefit & ¥ 3 jm bty - -exec-opt

native.cgroupdriver=systemd &Z& °
2.5 #H M Frslice (AT E M)
B.EREIMN  BEREFTNO
for i in $(systemctl list-unit-files —no-legend —no-pager -1 | g

rep —color=never -o .*.slice | grep kubepod);do systemctl stop $i
;done

1 I

b @8y JUAR ik £ EbugtS AT A A 8 EAE A 0 %bug@ T201754 A 27 A 15
£ > merge?| Tmasters- % ° 1L
https://github.com/kubernetes/kubernetes/pull/44940

2.High Availability of Kube-apiserver #19816
API servertgHA%= 1T £ 3, ? K # 3L Mmaster ¥ = E89IR % api-
server ~ scheduler ~ controller 4TSI HA? B Al ks AL 7

Bl BT 69 8% 0k 7 R A& api-server £ £ R 6T AR 51 % A R )G £ 8T 3% A Jm — 4-nginx
R4 ha-proxy ° faschedulerfecontroller#l & E 4 A & % 69 7 X B # 49 o


https://github.com/kubernetes/kubernetes/issues/new
https://github.com/kubernetes/kubernetes/issues/43856
https://github.com/kubernetes/kubernetes/pull/44940
https://github.com/kubernetes/kubernetes/issues/19816

3.Kubelet s 7 i} Failed to start
ContainerManager systemd version does not
support ability to start a slice as transient unit

CentOS A 4Lh AR7.2.1511
kubelet)z b B 4 44 systemdhk & 1~ X #rstart a slice as transient unit °
Z X It % CentOSH A 217.3 » A A LT T AMFRE AIFA -

Hkubeadm init waiting for the control plane to become ready on CentOS 7.2 with
kubeadm 1.6.1 #228 £ 4 o

A I A —AMME F systemd B kubelet® proposal e

4.kube-proxy ik i kube-proxy[2241]: E0502
15:55:13.889842 2241 conntrack.go:42]
conntrack returned error: error looking for path

of conntrack: exec: "conntrack"”: executable
file not found in $PATH

FEHIAZ

kubedns 2 #h 21 » EATIE® » {2 &serviceZ 8] £ % B4 » kubernetes ¥ #1DNS /&
M FEE
#R R Ty %

CentOS¥ %% conntrack-tools &5 # &kubernetes&#£ B 7 o

5. Pod stucks in terminating if it has a
privileged container but has been scheduled to
a node which doesn't allow privilege
issue#42568

% pod 4 18 2l & ik AR R Z f9node LB » pod— E 4 Tpending k& » B &AM 4
pod > M P& B — & 4 Tterminatingk & ©


https://github.com/kubernetes/kubeadm/issues/228
https://github.com/kubernetes/community/blob/master/contributors/design-proposals/kubelet-systemd.md
https://github.com/kubernetes/kubernetes/issues/42568

kubelet ¥ # 4k 4412 &

Error validating pod kube-keepalived-vip-1p62d_default(5d79ccc0O-

3173-11e7-bfbd-8afle3a7c5bd) from api, ignoring: spec.containers
[0].securityContext.privileged: Forbidden: disallowed by cluster
policy

6.PVC ¥+ #f Storage 7 & &% & 1 4 3L
1% Ml glusterfs B 2 AL 75 i XA F KA E T PVAPVC » Z 8% glusterfs-
nginx #PVC%E T8GH HF kR4l » nginx-dm i Deploymenti% 1 T %PVC »

# A% Deployment ¥ &5 Pod#t 47 M %, :

dd if=/dev/zero of=test bs=1G count=10

root@nginx-dm-3698525684—g@mvt:~# df —h

Filesystem Size Used Avail Use% Mounted on
/dev/mapper/docker—8:20-2513719-68fc56b9d12f454a80ef69105f2dcbast2ae8ba8132d51764dbf2710b7da6962e 106G 228M 9.8G 3% /

tmpfs 636 0 636 0% /dev

tmpfs 636G ] 63G 0% /sys/fs/cgroup

/dev/sdb4 2.0T 286G 2.0T 2% /etc/hosts

shm 64M 0 64M 0% /dev/shm
172.20.0.113:k8s-volume 1.0T 0 1.7 0% /usr/share/nginx/html
tmpfs 636G 12K 63G 1% /run/secrets/kubernetes.io
/serviceaccount

root@nginx-dm-3698525684—g@mvt:~# dd if=/dev/zero of=test bs=1G count=11
dd: error writing 'test': No space left on device
10+0 records in
9+0 records out
10486870016 bytes (10 GB) copied, 14.6692 s, 715 MB/s
root@nginx-dm-3698525684—gomvt : ~#

T Tnan+Res ne Anm

P P S L e e e e e P v

B kK - pvc-storage-limit

MABE P T IAE B E T IONMsize #1GHblocka A% L ET » 281 T8GH
FRER o

7. 1% | Headless service % & 1% kubedns 4T 7~

kubelet )% & U /etc/kubernetes/kubelet P &j& & 3% &% DNS 49
domain name & & 5% 7 --cluster-domain=cluster.local. * &AtT
service #9.% F 9% .E % 69 T, DNS #47 » /2% 25 T headless service ¥ % pod %
FRIAT » &% pod 8 /etc/resolv.conf XHTUAERIUTAZ :



nameserver 10.0.254.2

search default.svc.cluster.local. svc.cluster.local. cluster.loc
al. tendcloud.com

options ndots:5

%2  /etc/kubernetes/kubelet X# P4 --cluster-
domain=cluster.local. % local /=M 25425 ¥ 2 1A 8 kubelet » X 4 #7 &)
#45 pod ¥4 /etc/resolv.conf X HF89 DNS B & fo AT EF T

8. kubernetes % 5 ceph 74 fi# rbd 448 % 7] &

kubernetes 1% ceph @12 PVC 8812 &4 4= T /4515 & ¢

Events:
FirstSeen LastSeen Count From SubObjec
tPath Type Reason Message

1h 12s 441 {persistentvolume-controller }
Warning ProvisioningFailed Failed to provision
volume with StorageClass '"ceph-web": failed to create rbd image
: executable file not found in $PATH, output:

#4& kube-controller-manager & B &¥ A 240 T 415 &



Sep 4 15:25:36 bj-xg-oam-kubernetes-001 kube-controller-manager

: WO904 15:25:36.032128 13211 rbd_util.go:364] failed to creat

e rbd image, output

Sep 4 15:25:36 bj-xg-oam-kubernetes-001 kube-controller-manager

i WO904 15:25:36.032201 13211 rbd_util.go:364] failed to creat

e rbd image, output

Sep 4 15:25:36 bj-xg-oam-kubernetes-001 kube-controller-manager

: WO904 15:25:36.032252 13211 rbd_util.go:364] failed to creat

e rbd image, output

Sep 4 15:25:36 bj-xg-oam-kubernetes-001 kube-controller-manager
E0904 15:25:36.032276 13211 rbd.go:317] rbd: create volume f

ailed, err: failed to create rbd image: fork/exec /usr/bin/rbd:

invalid argument, command output:

% F) B8 ) R AR & 0 A% Error creating rbd image: executable file not found in
$PATH#38923

9. Helm: Error: no available release name
found

£ B TRBACH# kubernetes &2 ¥ » %1% A helm=f %2 A » #4T helm
install #)B1E » &R F 44515 ¢

Error: no available release name found
Error: the server does not allow access to the requested resourc
e (get configmaps)

RARA KL 2.3.1 RAGhelm initd) i54% & A Atillers]
# serviceaccount #7 clusterrolebiding #9%# F 24y o


https://github.com/kubernetes/kubernetes/issues/38923

kubectl create serviceaccount --namespace kube-system tiller
kubectl create clusterrolebinding tiller-cluster-rule --clusterr
ole=cluster-admin --serviceaccount=kube-system:tiller

# helm init -1 sz-pg-oam-docker-hub-001.tendcloud.com/library/ku
bernetes-helm-tiller:v2.3.1

kubectl patch deploy --namespace kube-system tiller-deploy -p '{
"spec":{"template":{"spec":{"serviceAccount":"tiller"}}}}"'

£

e Helm: Error: no available release name found - StackOverflow
e Helm 2.2.3 not working properly with kubeadm 1.6.1 default RBAC rules

#2224

5%

Persistent Volume
Resource Design Proposals
Helm: Error: no available release name found
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https://stackoverflow.com/questions/43499971/helm-error-no-available-release-name-found
https://github.com/kubernetes/helm/issues/2224
https://kubernetes.io/docs/concepts/storage/persistent-volumes/
https://github.com/kubernetes/community/blob/master/contributors/design-proposals/resources.md

1. 2% & F R ¥ Pod #71P

\u}

BAIRFETEREN » ZIFETFEET] A resource R I FH > 744 T

e

apiVersion: vi1
kind: ReplicationController
metadata:
name: world-v2
spec:
replicas:
selector:
app: world-v2
template:
metadata:
labels:
app: world-v2
spec:
containers:
- hame: service
image: test
env:
- name: POD_IP
valueFrom:
fieldRef:
fieldPath: status.podIP
ports:
- name: service
containerPort:

FEFITAEEMEA PoD_IP B FRIMEEZN IP -
|- )‘\ J2AZS > = ¥,
2. B AEIBSE A5
KAVT VAL Pod P AR XL command A Z BRI T B 5%k :

["/bin/bash","-c", "bootstrap.sh"]



FAR TR 0 AE R a8 7 AT L 0 P74 418 A 3R Dockerfile ¥ # CMD & & 2
—H8 o 2REAF —ETF &L s bootsttap.sh oM EA THATRR » G0N H
Bt ol o

3. 1:Pod A A 58 89 docker s

BN TABE —TREHEYHZ > 1k Pod %A 55 T4 docker 887 » R & Z¥% 53
EMAE docker w4 F¢ docker.sock XA # F| Pod E@E T > 4T

apiVersion: vi1

kind: Pod
metadata:

name: busybox-cloudbomb
spec:

containers:

- image: busybox

command:

- /bin/sh

= ”_C”

- "while true; \

do \

docker run -d --name BOOM_$(cat /dev/urandom | tr -cd 'a-f0-9'
| head -c 6) nginx ; \
done"

name: cloudbomb
volumeMounts:

- mountPath: /var/run/docker.sock
name: docker-socket

- mountPath: /bin/docker
name: docker-binary
volumes:

- name: docker-socket
hostPath:

path: /var/run/docker.sock
- name: docker-binary
hostPath:

path: /bin/docker



% # : Architecture Patterns for Microservices in Kubernetes

4. 1¢ H Init container# 41t & F fie &

Init container™ AL B AAZF 895 5 B 5 A Se i F AT — et ib 5 & » R AT
AINtESA B G > Podt H B s md) o AT FT@&EAEF (%

# : kubernetes: mounting volume from within init container - Stack Overflow)


https://www.infoq.com/presentations/patterns-microservices-kubernetes
https://stackoverflow.com/questions/44109308/kubernetes-mounting-volume-from-within-init-container

apiVersion: vi1
kind: Pod
metadata:
name: init
labels:
app: init
annotations:
pod.beta.kubernetes.io/init-containers: '[
{
"name": "download",
"image": "axeclbr/git",
"command": [
"git",
"clone",
"https://github.com/mdn/beginner-html-site-scrip
ted",
"/var/lib/data"
1,

"volumeMounts": [
{
"mountPath": "/var/lib/data",
Ilnamell: Hgitll

1"
spec:
containers:
- hame: run
image: docker.io/centos/httpd
ports:
- containerPort:
volumeMounts:
- mountPath: /var/www/html
name: git
volumes:
- emptyDir: {}
name: git



XA F3h 2 A Sk ABr AR )T B # AT 8 e AGitHub P32 B - G 8| 2 B &
To

£ FIntE £ 69 FEmit 552 nita & o

5.1 A% NN E 558 IHEF

BRIV THROR S EENGT RE ARSI E » SRR 280 » X4 $ 5
RENG A S THQZE S 2R R RGBS XA RN FA

o 5P agnT R BB LM
o J55E AL R B E X /etc/localtime 1€ Hvolumes REH I E X P

Bty AR E L IFREIMAAR 0 RELE LA yaml A F 3 dode T ERE -

volumeMounts:

- name: host-time
mountPath: /etc/localtime
readonly:

volumes:

- name: host-time
hostPath:

path: /etc/localtime
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Kubernetes service T &9 #& & 3k &
o HEHEEANTIRN T LA L

kubectl explain

o ZFPod#yiRE

kubectl get pods
kubectl describe pods my-pod

o BIFPodK &8y T AL

kubectl get pod -w
=T A% #| — > namespace T F7 A & pod # phase 1t > # 45 % Pod 44 4
o

o 5% Pod 898 &

kubectl logs my-pod

kubectl logs my-pod -c my-container
kubectl logs -f my-pod

kubectl logs -f my-pod -c my-container

-f %5 TWA follow B E# o

e X Z X debug

kubectl my-pod -it /bin/bash
kubectl top pod POD_NAME --containers
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Kubernetes#ta ¥ % 1A 15 18 45 -

BALE » Thaig AVLiE o T@Eeg T4 A BT KK T Bkubernetes £ & B % a7 &
R A An R A s KRBT X Tl T o

£ B IR

L 3tkubernetesfcloud nativeta £ 8§+ R itk ~ TEF o= B o

e awesome-kubernetes - A curated list for awesome kubernetes sources
https://ramitsurana.github.io/awesome...

e awesome-cloud-native - A curated list for awesome cloud native architectures
https://immysong.io/awesome-cloud-native/

e cloud native landscape - Cloud Native Landscape https://cncf.io

23%T R ~ B AR TA S

e cloud-native-slides-share - Cloud Native 8 Xmeetup ~ 2 PPT ~ B 4 %44

=

-+

1% 5 R b

Kubernetes#Cloud Native#a % M sk ~ 4 ~ X% o

M 5k 5 % 42

e thenewstack.io

e k8sport.org

e giantswarm blog

e k8smeetup.com

e dockone.io

e Cloud Native#= -+ 42
e kubernetes.org.cn


https://github.com/ramitsurana/awesome-kubernetes
https://ramitsurana.github.io/awesome-kubernetes
https://github.com/rootsongjc/awesome-cloud-native/
https://jimmysong.io/awesome-cloud-native/
https://github.com/cncf/landscape
https://cncf.io/
https://github.com/rootsongjc/cloud-native-slides-share
https://thenewstack.io/
http://k8sport.org/
https://blog.giantswarm.io/
http://www.k8smeetup.com
http://www.dockone.io
https://zhuanlan.zhihu.com/cloud-native
https://www.kubernetes.org.cn/

7.5 Kubernetes#ta % %A fe 15 4k 45

HE

e apcera
e aporeto

e applatix

e apprenda

e Dbitnami

e buoyant

e Cisco

e cncf

e codeship

e containership
e coreos

e coscale

e deis

e fabric8

e grafana

e gravitational
e heptio

e istio

e jimmysong
e kubernetes
e moby

e openshift

e pivotal

e platform9

e prometheus
e rancher

e spinnaker
e supergiant
e thecodeteam
e twistlock

e vamp

e weave

e wercker
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https://www.apcera.com/blog
https://www.aporeto.com/blog/
https://applatix.com/blog/
https://apprenda.com/blog/
https://engineering.bitnami.com/
https://buoyant.io/blog/
https://blogs.cisco.com/tag/kubernetes
https://www.cncf.io/newsroom/blog/
https://blog.codeship.com/
https://blog.containership.io/
https://coreos.com/blog/
https://www.coscale.com/blog
https://deis.com/blog/
https://blog.fabric8.io/
https://grafana.com/blog/
https://gravitational.com/blog/
https://blog.heptio.com/
https://istio.io/blog/
https://jimmysong.io
http://blog.kubernetes.io/
https://blog.mobyproject.org/
https://blog.openshift.com/tag/kubernetes/
https://content.pivotal.io/
https://platform9.com/blog/
https://prometheus.io/blog/
https://rancher.com/blog/
https://blog.spinnaker.io
https://supergiant.io/blog
https://blog.thecodeteam.com/
https://www.twistlock.com/blog/
https://medium.com/vamp-io
https://www.weave.works/blog/
http://blog.wercker.com/
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